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1. OcHOBBI KUGepO6e3onacHoCTU. Llesin ¥ 3aga4m Kypca

Pa3Butue nudopmanmoHHoro oOIIecTBa MpeAnoaracT BHeApeHrue nHhopmaru-
OHHBIX TEXHOJIOTU BO Bce Cephl )KU3HU, HO 3TO 03HAYACT U MOSBICHUE HOBBIX YIPO3
0e30MacHOCTH — OT yTeuek uHpopMmaluu 10 kubepreppopusma. B npoekre Konuern-
MU cTpareruu kuodepOe3zonacHoctu Poccuiickoit denepanu KubOEprnpoCcTpaHCTBO
orpezensercs Kak «cdepa AeSITeNbHOCTU B MH(OPMALIMOHHOM MPOCTPAHCTBE, 00pa30-
BaHHAsl COBOKYMHOCTBIO MIHTEpHETA U IPYTHX TEIIEKOMMYHUKAIIMOHHBIX CETEU U JIIO-
ObIX (hOopM OCyIIECTBIIEMON OCPEJCTBOM UX HUCIOIb30BAHUS YEJIOBEUECKON aKTHB-
HOCTH (JIMYHOCTH, OPTaHU3aINH, TOCYIaPCTBA)», a KUOEpOE30MacHOCTh — KaK «COBO-
KYITHOCTb YCJIOBUH, IPU KOTOPBIX BCE COCTABJIAIOLINE KHOEPIIPOCTPAHCTBA 3AIUILEHBI
OT MaKCUMaJIbHO BO3MOXKHOT'O YKCJIa YTPO3 U BO3JAEHUCTBUN C HEXKEIATEIbHBIMU I10-
CIEeACTBUAMU». B CBA3M ¢ 3TUM 00JbIIOE 3HAUEHUE MPUOOpPETAET MPodIeMa «KyJb-
Typbl 0€30I1aCHOTI'0 OBEICHUSI B KUOEPIIPOCTPAHCTBEM.

B cootBercTBUM co «CTpaTeruei pa3BUTHs OTpaciid UH()OPMAITMOHHBIX TEXHO-
noruii B Poccuiickoit @enepaunu Ha 2014-2020 roasl u Ha niepcriektuBy a0 2025
roaa», yrBepkaeHHoOU pacnopsokenueM [IpasutenscrBa Poccniickoit denepanuu ot 1
HOs10ps 2013 1. Ne 2036-p, «Ctparerueit pazButusi HHGOPMAIIMOHHOTO OOIIECTBa B
Poccuiickont ®enepanum», yreepxacHHon [Ipesuaentom Poccuiickon denepanun 7
depansg 2008 r. Ne IIp-212 u psaoM Ipyrux NOKYMEHTOB B YMCJIE MHOTUX APYTHX
3a/1a4 BBIACIISIOTCS:

e  obecrnieueHHE pa3IUYHBIX Chep SIKOHOMUKHU KaueCTBEHHBIMU UH(OPMAITUOH-
HBIMU TEXHOJIOTHSIMU;

e  o0OecrneyeHHe BBICOKOTO YPOBHS MH(GOPMAIIMOHHON 0€30MacHOCTH TOCY-
JapCTBA, UHIYCTPUU U TPAXKJIAH.

be3onacHocTh B MH(OPMAITMOHHOM OOIIECTBE SIBISETCA OJHUM M3 OCHOBHBIX
HarpaBJieHUl QyHIaMEHTAIbHBIX MCCIIEOBaHUN B 00J1aCTU MH(DOPMAIIMOHHBIX TEX-
HOJIOTHM.

KoMmbroTepHble TEXHOJIOTMU MPUMEHSIIOTCS TPU W3YYEHUH MPAKTHUYECKU BCEX
IIKOJBHBIX JUCHUIUIMH YK€ C MIAJIINX KJIaCCOB, IO3TOMY, KaK yka3aHo B «CTpaTeruu

pa3BUTHS OTpaciu HH(OpMaMOHHBIX TexHosoruid B Poccuiickoin deneparumy»:
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«HeobxonuMo COBEpLIEHCTBOBATh COBPEMEHHYIO NPO(ECCHOHAIBHYIO NOATOTOBKY
yuuTene nHPOpPMaTUKU U MpernojaBaTesiell TUCUUIUIMH B cepe MHPOPMAIIMOHHBIX
TEXHOJIOTHID», a 3HAaUUT, U B cepe kubepoesonacHocTr. Knubepyrpossl CyniecTByroT
Be3JIe, IJie MPUMEHSIOTCS H(OPMAIlMOHHBIE TEXHOJIOTHH, CIE0BATEeIbHO, PEo/ia-
BaTeIb JIFOOOH UCIUILTUHBI MOXKET B MTPO(ECCUOHAIBHOM ASSITENFHOCTH CTONKHYTHCS
U CO CIIaMOM, U C BUPYCaMH, U CO B3JIOMOM KOMIIbIOTEPA U C MHOTMMHU JIPYTUMH MPO-
OnemMamu, Ha KOTOpPbIE HY>KHO HE TOJBKO OTNEPATUBHO PEarupoBaTh, HO U HACKOIBKO
BO3MO>KHO YMETb NPEAOTBPAILATh UX MOSBICHUE, @ 3HAYUT, [IOCTOSHHO YIIOMUHATh B
KOHTEKCTE ypOKa pa3iHyHble acleKThl OpraHu3alnu WHOOPMALMOHHON Oe30macHo-
ctu. [IpenoaBarens 10KEH UMETh MTPEICTABICHHE O COBPEMEHHOM YPOBHE Pa3BUTHS
BBIUHCIUTENbHON TEXHUKU, UHPOPMAIIMOHHBIN CETeH, TEXHOIOTH KOMMYHUKALIUU U
HABUTAIINU.

['ocynapcTBO cuuTaer HEOOXOAMMBIM paciIupeHue o0beMa MpenojaBaHUs WH-
(opMalMOHHBIX TEXHOJOIMHM B 00111€00pa30BaTENbHBIX OpraHu3anusax. B kauecTBe
OJIHOM M3 OpPraHU3alMOHHBIX MEp B o0ecrnedyeHuH KuOepOe30MacHOCTH OIpe/eieHa
pa3paboTKa U BHEJpPEHUE B y4eOHBIN Mpolecc 00pa3oBaTEeNIbHBIX OpraHu3aluil pas-
HOTO YpPOBHS Kypca 1o HH(POPMAIIMOHHON 0€30MacHOCTH, BKIIOYAIOIIETO MOIYJIN 110
oOecrieueHunto kudepoe30nacHOCTH, MO0 JOMOJTHEHUE UMEIOIIUXCSI KYPCOB YIIOMSIHY-
TIMH MoayisiMu. LIIkonpHAs mporpaMmMa JT0JIKHA COOTBETCTBOBATh 3TUM IIEJISIM, I10-
ATOMY TIPEJICTABISETCS aKTyalbHBIM JAOMOIHUTH MOAYIsIMHU TI0 «OcHOBaM kubepoes-
ornacHocTU» Kypcbl «HpopmaTkay, «Oxpysxatouuit Mup (IIpupogosenenue)», «Oc-
HOBBI O€30MMACHOCTH KU3ZHEJEATEIILHOCTH» M, BO3MOXHO, IPYTUX MPEAMETOB.

C ygyetom pocTa 4rcia yrpo3 HHPOPMAIMOHHOHN JESTETbHOCTH U CTPEMUTEIHHOTO
pa3BUTUSI UH()OPMALIMOHHBIX TEXHOJIOTHM MpEeACTaBIIseTCS HEOOXOJUMBIM BKIIIOUUTH B
®I'OChI COOTBETCTBYIOITUE TPEOOBAHHUS, YTO TIO3BOJIMIIO Obl OPraHUYECKH JOTIOJTHUTH
00pazoBaTeNIbHBINA MPOLIECC HOBBIMU MOJYJISIMH 0O€3 PaccoriacOBaHUsI ¢ UMEIOIIUMHUCS
yueOHbIMU TUTaHaMu. B 4yncno TpebGoBaHmii K pe3yibTaTaM MOATOTOBKH Yy4allUXCs

H€O6XOJII/IMO BKIIIOUUTb HC TOJBKO «YAOBJICTBOPCHHC ITO3HABATCJIBbHLIX HHTCPCCOB,



TIOUCK JIOTIOJIHUTEILHON UHPOpMALUK»', 3HAHME «TEXHMYECKUX YCTPOUCTB (B TOM
YHClie KOMIBIOTEPOB)», YMEHUE «HUCKATh HH(POPMALIMIO ¢ TPUMEHEHUEM MPaBUII TO-
UCKa (IIOCTPOEHHUS 3aIPOCOB) B 0a3ax JaHHBIX, KOMIIBIOTEPHBIX CETAX, IOJIb30BATHCS
NEPCOHAIBHBIM KOMITBIOTEPOM M €ro nepudepuitHbIM 000pyAOBaHUEM; CIIEOBAThH
TpeOOBaHUSAM TEXHHKH O€30MMaCHOCTH, TUTHEHBI, JPTOHOMHUKU U pecypcocOepekeHus
pu padboTe co cpercTBaMU MH(POPMALMOHHBIX U KOMMYHHUKAIIMOHHBIX TEXHOJIOTHII,
HO ¥ 3HAHWE OCHOB KMOEpOE30MMacHOCTH, YMEHUS COOM0AaTh TpeOboBaHus Knubepoes-
OIMACHOCTH B MPAKTUUYECKOH JEATEIBHOCTH U OPraHU30BbIBaTh 0€30I1aCHOCTh IMYHOTO
UH(GOPMAIMOHHOTO IPOCTPAHCTBA.

Heo0xoaumo oTMeTHTh, 4TO B HacTodlee BpeMst TpedoBanust ®I'OC g ypoBHei
HayaJIbHOTO, OOILIEro U MOJHOTO CPEAHEro 00pa30BaHMs HE CO/EpKaT MpeIMETHON 00-
nactu «OCHOBBI KMOEepOE30MacHOCTH», HO B paMKaxX METalpeAMETHBIX Pe3yIbTaToB U
NpeAMETHBIX YMeHUN nuciuiuivHbl «MHpopmaTrkay Bonpocskl HHYOPMAIIMOHHON Oe3-
OIAaCHOCTU 00O3HAYEHBI:

e  TpeOoBaHue (POPMUPOBAHMS HABBIKOB M YMEHUIN O€30MACHOTO U ILIEJIECO-
o0pa3HOro MoBeAeHUs IpHu paboTe ¢ KOMIBIOTEPHBIMU MporpamMmamu U B MHTep-
HETe, yMEHHsI CO0JIt0/1aTh HOPMBI MH()OPMALIMOHHON ATUKH U MPaBa;

®  YMEHHMS UCIOJB30BaTh CPEACTBA WH(POPMAIIMOHHBIX U KOMMYHHKAI[MOH-
HBIX TEXHOJIOTHI B PEIICHUH KOTHUTHBHBIX, KOMMYHHUKATUBHBIX ¥ OPTaHU3AIHOH-
HBIX 3aJ1a4 ¢ COOJII0/ICHHEM TPeOOBAaHUM APrOHOMHUKH, TEXHUKH O€301TaCHOCTH, TH-
THEHBI, PeCypcocOepeKeH I, IPABOBBIX U STUYECKUX HOPM, HOPM HH(POPMAIIOH-
HOM 0€30MaCHOCTH;

®  TIOHMMAaHHE OCHOB MPABOBBIX ACTEKTOB MCIOJIH30BAHUSI KOMITBIOTEPHBIX
nporpamMMm u paboTel B UHTepHETE U T.1I.

bazoii kypca «OcHOBBI KHOEpOE30MaCHOCTHY SIBISIETCS MOJIENIb HETPEPHIBHOTO

nH(OPMAITMOHHOTO 00pa30BaHMs B IIIKOJIC, MPUYEM BOMPOCH KHOEepOE30macHOCTH

' O6 yrBepxaeHnn (QenepaabHOro KOMIOHEHTA FOCYIaPCTBEHHBIX 00Pa30BaTelbHLIX CTAHIAPTOB HAYAILHOTO OOLIETO,
OCHOBHOTO O0IIETo U cpenHero (MoHoTo) 00mero oopazoBanus. [Ipuka3 MunnctepcTBa 00pazoBanusi Poccuiickoi
Deneparn Nel1089 ot 5 mapta 2004 roaa (c m3meHerusmu Ha 23 utoHs 2015 roaa)
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JIOJKHBI TIOCTOSIHHO PacCMaTPUBATHLCS KaK MPH W3YYCHUHU HHPOPMATHKH, TaK U JIPY-
rux npeameToB. [loaTomy oHa U3 1eneii Kypca — HOBbIIIEHHE KBaTupUKaluy B 00Jia-
CTH KnOepOe30NacHOCTH IperoaBaTeiell BCeX TUCITUILINH, B KOTOPBIX TaK UM HHAYC
UCIIOJIB3YIOTCSl KOMITbIOTEpHBIE TexHosoruu. Hambonee odeBHIHON SIBISETCS BO3-
MO>KHOCTb JIOTIOJTHEHHUSI BOIIPOCaMU KHOepOE30MacHOCTH YPOKOB HH(DOPMATUKH, €CITH
y4eOHBIN TUTAH IIKOJIBI MMPEAYCMaTPUBACT €€ U3yUeHHE B TIPOIODKEHNE BCETO IIKOJIb-
HOro kypca. OZHAKO MOXHO BKJIIOUYHUTH MOAYJIH O KHOEpOE30MacHOCTH B KYpCHI
«Oxpyxarormii MUp», «OCHOBBI 0€30MTACHOCTH KHU3HEACATEIIEHOCTHY, « TeXHOIOTHS,
«O011ecTBO3HAHKEY, TEM 00JIee YTO BOMPOCH OPraHU3aIIMOHHOTO W TIPaBOBOro obec-
neyeHus: MHOOpMaIMOHHOM 0€30MaCHOCTH XOPOIIIO COTTIACYIOTCSI C UMEIOIIMMUCS Tpe-
OOBaHUAMHU K YPOBHIO OATOTOBKU yYallluXCs.

3anaya kypca «OCHOBBI KHMOepOE30MacHOCTU» — COBEPLICHCTBOBAHUE IIKOJIb-
HOro 00pa3oBaHusl U MOATOTOBKU B cepe MH(DOPMALMOHHBIX TEXHOJOTUH, a TaKKe
HOMyJISIpU3anus npodeccuii, CBI3aHHBIX ¢ MHPOPMAIIMOHHBIMU TeXHOJOTHsIMU. L{enp
u3ydeHns «OcHOB KubepOe30macHOCTI» — AaTh 00IIKE MPEACTaBICHHS O O€30MacHO-
CTH B MH(QOPMAIIMIOHHOM OOLIECTBE U Ha 3TOI OCHOBE CPOPMUPOBATH TIOHUMAHHUE TEX-
HOJIOTHH MH(GOPMAIIMOHHON 0€30MacCHOCTH M YMEHUS PUMEHSTh MpaBuiia Kuoepoes-
OIMaCHOCTH BO BCeX chepax AesITEeNbHOCTH.

BocnurarensHas 1ens Kypca — (popMupoBaHUEe Ha KaYECTBEHHO HOBOM YpPOBHE
KYJIBTYPbl YMCTBEHHOTO TPYZa U B3aUMOJICUCTBUSA C OKPY>KAIOIUMHU, OTBETCTBEHHOTO

OTHOLICHH:A K BOIIpOCaM 0e30MmacHOCTH KHU3HECOACATCIbHOCTH.



2. Moayu Kypca «OCHOBBI KHOep6e30aCHOCTH»

2.1. Oomue cBeaenus o 6esonacHocty IIK u UHTEepHeTa

A

I1.

12.

13.

14.

2 KJjaace

HuTepHeT — cpencTBo I MOMCKa mosie3Hoi uapopmaruu. ['ne u kak uc-
KaTh nH(pOpMaLuio it ypoka. Uto takoe ¢aitn. Kakue ¢aitnb MOXHO cka-
YUBaTh, @ KAKUE HEJIb35

Kommnerorep — kak OH NOSBWICS, Kak nosiBuicsa MHTEpHET

W3 gero caenan KOMIIBIOTEP

Kak MHTepHeT npuxoaut B 1oM. M3 dero «caenana» ceTb

Kak coxpaHuTh pe3yiabTaThl CBOMX HAOIIOICHUI HA IIKOJIbHOM KOMIIBIOTEPE
U He noTepATh ux. Komy npunannexur ¢aiin

Kak oOpaimarbcst co CBOMMH U 4yXKUMHU (aiijamu, 4TOObI UX HE MOTEPSTh.
Kak 3amumiaror haissl

I'ne y3nath nporno3s nmoroasl B arepuere. Kak HayduThcs HE OTBIEKATHCS
Ha JIMILIHIOK UH(OPMAIIUIO

Kak HaliTu 1 COXpaHUTh MOJIE3HbIE PUCYHKH U PoTorpaduu

Kaxk yuntscsa B IaTepnere. [lone3nsle n BpenHsle crpannnbl HTEpHETA
Kak nmpuHecTu B kinacc ¢pororpaduu ¥ pUCyHKH AJi YPOKa U HE MOBPEAUTD
LIKOJIBHOMY KOMIIBIOTEPY

[udposoit poroannapar. Kak ¢ HUM MpaBUIBLHO 00paIIATHCA U KaK Iepe-
HOCHUTH (oTOrpaduu Ha KOMIIBIOTEP

Ha kakux ycTpoiicTBax MOXHO COXPaHUTh HH(POPMAIUIO U KaK ¢ HUMHU Ipa-
BUJIbHO OOpamarbest (IUCKH, (I, KapThl U 1p.)

Kak naiitu B IHTEepHETE TI0JIE3HBIC CTPAHUIIBI CO 3BYKOBOUM MH(POPMAIIHEH.
Kak He TpaTuTh JMIIHEE BPEMS Ha MTOUCK

Kak naiitu B IHTepHETE MOJe3HbIM (PUIBLM U HE MOBPEIUTH KOMIIBIOTEDY.

Kak He TpatuTh BpeMs Ha MPOCMOTP HEHYKHBIX (PHIHBMOB



15.

16.

17.
18.

19.
20.

21.
22.

23.

24.
25.

26.

217.

28.

29.

Ckosibko nHpOpManuu MOXHO ckadyaTh U3 Murepuera? Jlumnss uadopma-
L[5 HA KOMITBIOTEPE

Kax UuTepuer nomoraetr Tpancnopty. Uro Oyzaert, ecnu MuaTepHer nepecra-
HET paboTaTh?

Kak KoMIBIOTED YIIPABIIAET JOPOKHBIM IBUKEHUEM

[Tonb3a koMmbIOTEpA JJIs1 pa3HbIX Npodeccuit. [louemy KOMIBIOTEP BaXKHO
3aIIMINATh

Bo3bMu ¢ co00i1 2JIEKTPOHHOTO TTOMOIIIHIKA. MOOUIIbHBIE YCTPOHUCTBA
Oobenue B UnTepHere — nepemnucka, popymsl, corpanbhabie ceTi. CoBMeCT-
HbIe Urpsl B IHTEpHETE

Kak oTnnuaTh nosie3Hyo U npaBAauByI0 HH()OPMALINIO

Kak pabotats B rpynmne. Kak nepenate ToBapuilaM pe3yibTaTbl padOThl U

HC ITIOBPCAUTDH UX KOMIIBIOTCPAM. Yro Takoe QJICKTPOHHAA I104YTa

3 kiace

Coxpanenue mnone3noil uHpopmarmu. Kommeknus ccputok. HeocTopoxk-
HOCTb ITOJIb30BATENS — OMMACHOCTD JIJI1 KOMIIBIOTEPA U TAHHBIX

MoxHO 1 «ucnoptuth» MHTEpHET

OOMeH JaHHBIMU TIPU COBMECTHOW pabote — ckaiim, [P-tenedonus, 1CQ.
be3omnacHselif 00OMEH JaHHBIMU

Kommnerotep n ymcrBeHHbIN Tpyd. Kak «aymaeT» KOMOBIOTEP M UTO 3TOMY
MOYET TOMENIATh

[Touemy KOMITbIOTEP HYKHO Oepeyb

[Tonp3a MHTEpHETA 1 KOMIIBIOTEPA B CEIBCKOM X03siMicTBE. Kakoit Bpen Mo-
I'yT IPUHECTH HEUCIIPABHOCTU MHTEpHETA M KOMIIBIOTEPA U YTO MOXKET UX
BBI3BaTh

Kommnrerotep 1 THTEpHET B IPOMBILIJIEHHOCTH — MIOYEMY OHU HYKIAIOTCS B

3alIUTe
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30.

31.

32.

33.

34.

35.

36.

37.

38.
39.

40.
41.
42.
43.

Kak Haiitu nadopmanuio o roposnax? HeHyKHble CCBUIKH, JIO)KHBIE CCBUIKH,
peknamMa. UTo Takoe BpeIOHOCHBIE CANTBhI

Kak MHTEepHeT momoraeT myTeniecTBoBaTh — NOKyIka ounetos B IHTepHeTe
Y BO3MOXHBIE TPOOJIEMBI

WMHTEepHET B MyTEIIECTBUAX — MOJb3a U onmacHocTu. Ckoiibko ctout MHTEp-

HCT

4 gaacce

Kak koMnproTep NoMoraeT Hayke U MoYeMy OH Hy>kzaaetcs B 3amure. Hayka
0O 3aIlUTE KOMIIBIOTEPOB

[Touck nndopmanuu B Uutepnere. JocTyn Kk paspenieHHOM HHPpopManuu —
4TO 3TO TaKOE

[Touck B UuTtepHere. I'ne IHTEpHET XpaHUT CBOM JaHHbIE. Kak cOXpaHUTH
B CETH HailleHHyr uHpopmanuioo. YTo Takoe 00JiauyHble CEpBUCHI — 0€3-
OMAacHBbI JIU OHU?

[Touck JOKYMEHTOB B CETU — BCE JIM HaWJEHHbIE JaHHBIE MMPABIUBHI U IO-
ne3nbl? Kak 3amututh cedst oT UHPOPMaIMOHHON TIeperpy3Ku

[Touck nHopmannu B CeTU: K YEMY BEAET EPEXO/I 110 BPEJOHOCHBIM CChLI-
kaMm. OnmacHast ”HpoOpMalusl B CETH

Bunasr UaTepHET-0011eHMs. besomacHo mu obmenue B UHTepHETE?

Korpa nosBunnces komnsrorep u MaTepHeT. Kak BMecte ¢ UHTEpHETOM MO-
SBWJIMCH €0 00JIE3HU

Yro Takoe qUCTaHIIMOHHOE oOy4deHue. EcTh 11 y Hero MUHYCBhI?

Yrto Takoe KOMIbIOTEpHAsI TPAMOTHOCTh

Hnrepnet, Tenedon u kocmoc. [Tonp3a n omacHOCTH MOOHMIIBHOM CBS3U
JIeHb CHCTEMHOI0 aIMMHUCTPATOPA U AEHb TPOrPAMMUCTA — YTO 3TO 3a IIPO-

dbeccun? Uto oHM AeNarOT 115l KUOEpOE30MmacHOCTH?



44.
45.
46.
47.
48.
49.

50.

51.

52.

53.
54.

55.
56.

57.

58.
59.

5 kaace

Kak ycTpoeHbI KOMIIBIOTEP U HHTEPHET

Yro Takoe NporpaMMHOE U alapaTHOE 00eceueHne

Kakwue nporpamMMbl T0JKHBI OBITH YCTaHOBJICHBI HA KOMITBIOTEPE
Komnreiorep u cuctembl 6€301aCHOCTH

CereBble UTPHI KaK MacCOBBIE pa3BiieueHUs. becraTHbIe U MJIaTHBIE UTPbI

KubepOe30macHOCTh — 4TO 3TO TaKOe

6 Kiacce

Kak paboTaioT MOOWIIbHBIE YCTPOWCTBA. YTPO3bl M1 MOOMIBHBIX
YCTPOMCTB

PacnipocTpaneHnue BpeJJOHOCHBIX (DaityioB yepe3 MPUIoKeHus st cMapTdo-
HOB M IUIAHIIETOB (CKaunMBaHue (poTorpaduii, My3bIKH, UTP)

Bunib! 3ammTsl kubepnpocTpaHCTBa (UTO TaKO€ HECAHKITMOHUPOBAHHBIH J10-
CTYM, pa3pyllIeHHe U yTpaTa nHPOpMaIuu, UCKaXKEeHUE HHPOpMALIIN)

KT0 oGecrneunBaeT 3auty KUOEpNpoCTpaHCTBA

Uro Takoe reouHpopmMamoHHbie CUCTEMBI. [ ToOanbHbIe HHDOPMAITMOHHBIC

CeTH 0 CTUXUUHBIM O€ICTBUSIM

7 kjaace

Nudopmarmonnas 6e301acHOCTD

3ammTa NEPCOHANBHBIX JAHHBIX, IOYEMY OHa HykHa. Kareropuu mepco-
HaJIbHBIX JTAHHBIX. bHOMETpUYECKNE TEPCOHANBHBIE JTAHHBIE

Wcrounnku nanHbix B IHTepHETE: MOYTa, CEpBUCH 0OMeHa (aitnamu u fp.
Xpanenue naHHbix B IHTEpHETE

B03MOXHOCTH ¥ TPOOJIEMBI COIIMATIBHBIX CeTeH

bezonacHblii mpoduiib B cONUAIBHBIX ceTax. CocTaBlIeHUE CETH KOHTAKTOB

11
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60.

61.

62.

63.

64.

65.

8 kiaacc

3amuTa KUOEpIpOCTPaHCTBA KaK KOMIUJIEKC MEPOTPHUSATHH, HAIIPaBICHHBIX
Ha oOecrnedeHrne WH(GOPMALMOHHONW 0e30mMacHOCTH. ACIHEKThl KubepOes-
OIMaCHOCTH

Komnrerorepnas u uapopmaiimonnas 6€301macHOCTb, 0OHapyKeHUE mpodiieM
B CETH, BOCCTAHOBJICHHE MTapaMETPOB CUCTEM, CPEJICTBA 3aIIUTHI OT HECAHK-
IUOHUPOBAHHOTO JOCTYIIA K JaHHBIM, KpUNTorpadudeckas 3anmra nahop-
Maluu

Uro Takoe 3amuiieHHas HHQOpPMalMOHHAs cpeia. 3aluTa KaHaJIoB Tepe-
Ja4d JaHHBIX, CPEICTBA MPEJOTBPAIICHUS YTEUKH WH(OpMALNHU, 3alUTa
unpopmanuu ot HCJl (anTuBUpyCcHast 3ammuTa, CpecTBa KOHTPOJIS 3alllu-
IIEHHOCTH, CPEACTBa OOHApY)KEHUSI W MPEIYNpPEeKICHUs aTak), CPEeACTBa
ayTeHTUDUKau

OpraHu3alMOHHO-TEXHUYECKHE MEphl 3aIllUThl WH(GOPMAIIMOHHON CpEebl.
CucTeMbl OXpaHHOM CUTHANTN3aIlMH, BUJICOHAOTIOICHNE, KOHTPOJIb U YIIPaB-
JICHHE JOCTYIIOM, CPEJCTBA YHHUUTOKEHUSI MH(POpMAIINH, CPEACTBA PE3ePB-
HOTO KOTIMPOBAHUS M BOCCTAHOBJICHUS

TpeboBanus k 0e30macHOCTH HHGOPMAIIUU: COXPAHEHHE 1IETOCTHOCTH, KOH-
bunennmansHocTr U foctynHoctu. Onpenenenus mo 'OCT PB 51987-2002
«upopmanmonnas rexnonorus. Kommieke ctaHnapToB Ha aBTOMaTHU3HPO-
BaHHBIC CUCTEMBI. THMOBBIE TPEOOBAHUS U TTOKA3aTENH KauecTBa (QyHKIHO-
HUPOBaHUSA WHPOPMAIIMOHHBIX cUcTeM. OOIIHe MOTOKEHHSD

[Tpu3Haky HapyIICHHS IIETOCTHOCTH MPOTpaMM U JaHHbBIX. CIIocoObI Hapy-
nIeHus renoctHocty uHpopmarun. [Ipu3Haky U ciocoObl HAPYIIEHUS KOH-
¢unenmansHocTU. [Ipu3HaKu M CrocoObl HApyIIEHHs TOCTYITHOCTH WH-

dbopmanyu



66.

67.
68.

69.

70.

71.
72.

73.

74.

75.

76.

be3zonacHOCTh MOOMIIBHBIX YCTPOWCTB B MHPOPMAIIMOHHBIX cucTeMax. Mc-
TOYHHKH 3apaKEHUSI MOOUITLHBIX YCTPOUCTB (BEO-pECYpChl, Mara3uHbI MPHU-
JI0’KeHUH, OOTHETHI)

Yrpo3sl 6e3omacHocTH B ceTax WiFi. Metossr 3ammuTs! ceteit WiFi
Yrpo3sl nHpopManuu (TEXHOTCHHBIS, CITyYaliHbIe U TIPEeTHAMEPEHHEBIE; TPH-
ponHbie). HeocTOpOKHOCTH MOIB30BaTENs KaK OfHA U3 YTPpo3 AJst HHGOp-
MallMOHHOW 0€30MacHOCTH

Meps! knbepbe30macHOCTH I KOHEUHBIX MMOJIb30BaTeNei. Mcmonbp30Banne
PEKOMEHJOBAaHHBIX BEPCUI OTIEPAITMOHHBIX CUCTEM M TIPUIIOKCHUA, HCTIOIh-
30BaHHE aHTUBUPYCHBIX CPEACTB, HACTpOMKa BeO-Opay3epoB, OJIOKMpPOBKA
CKPHUIITOB, UCIIOJIb30BaHNE (GUIBTPOB (PUIIIMHTA, MEKCETEBBIX IKPAHOB. AB-
ToMatuueckoe ooHosneHue 110

Kubepyrpo3sl UuTepHeTa (KuOepBOHbI, MAHUITYJIUPOBAHKE JIFOAbMU, 3aBU-

CUMOCTBb, BUPYCHBIC ATaKHU, OTCYTCTBUC HpI/IBaTHOCTI/I)

9 kiacce

Kubepreppopusm u kuOepBOiHbI

Kubepartaku u TexHoreHusie karactpodsl. 3ammura [ T-undpactpykTyp Kpu-
TUYECKHA BOXKHBIX 00OBEKTOB

Kareropuu nudopmainrnonHoi 6e30macHOCTH

OcHOBHBIC YTPO3bI 0€30MaCHOCTH MHGOPMAIINH: YTEIKH, TIOTEPS IIEITOCTHO-
CTH, HapyIlIeHHe paboTOCTIOCOOHOCTH CHCTEMBI, HE3aKOHHOE THPaKUPOBa-
HUE (BOCTIPOU3BEICHHE)

3ammra KHOEpPIPOCTPAaHCTBA KaK KOMILICKC MEPOTPUATHN, HAITPABICHHBIX
Ha oOecrneueHrne HHPOPMAITMOHHON OE30ITaCHOCTH

3ammura OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K MH(GOPMAIIMOHHBIM PECyp-
caMm; 3aIlliTa OT HCKAXCHUS B YTPaThl THYOPMAIIMH; 3aIIMTa OT Pa3pyIICHUS
IIEJIOCTHOCTH TIPOTPAaMMHBIX W WH()OPMAIMOHHBIX CTPYKTYp; 3allluTa OT

npepbIBaHUs 00CTY>KUBAHUS

13
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7.

78.

79.

80.

81.

82.

83.
84.

85.

86.

87.

88.
89.

90.

91.
92.
93.

Iudposanue npu nepeaaue KoHGUACHIMATHLHONW HHDOpManuu. YTo Takoe
G poBas MOANUCH

Peructpanus u ayaut B opranuzanuu 6e3omacHocTr nHpopmammu. Yto Ta-
KO€ MOJHUTHKA 0€30MacHOCTH

Pucku nHTepHETa (KOHTEHTHBIC, YJICKTPOHHBIC, KOMMYHHKAIIMOHHEIE, TI0-
TPEOUTETHCKHE)

be3omnacHslii ceppuHr

be3omnacHsie pecypchl AJis TOUCKa

[Tpo6ieMbl 37IEKTPOHHOM TOPTOBIN

[IpoGyieMHBIE CAlThI

JloxxHBIE pECYPCHI CETH

10 kaacce

boprba ¢ ucnonszoBannem MHTEpHETAa B TEPPOPUCTUUECKUX, CENAPATUCT-
CKHX M 9KCTPEMHUCTCKUX LEJISIX

WHTepHET Kak Opy>Krue MacCOBOTO MOPAKEHUS

OnacHas nHopmanus B ceTd (MOPHOCANUTHI, KHOEPCEKC, CAalThl a3apTHBIX
UI'p, CalThl O HAPKOTHKAX, SKCTPEMHUCTCKUE, CEKTAHTCKUE, TEPPOPUCTHYE-
CKH€ Y HAllMOHAIMCTUYECKUE)

ComnuanbHble MOCIEACTBUS O€30TBETCTBEHHOTO MOBEACHHS B UHTEPHETE

VYrpossl g [0S-ycrpoiicTB. Yrpo3s! ans Android-ycTpoiicTs

11 kiaace

[TpoGnembr Oe3omacHOCTH MHDOPMAITMOHHBIX cucTeM. MeTonbl obecreue-
HUs 3amuThl JaHHbIX B CYB/]

3amura rocyaapcTBEHHbIX MH(OPMAIIMOHHBIX CHCTEM

[Tpobiiembl 6e30macHOCTH OAHKOBCKHUX CHCTEM

be3onacHOCTh TUIaTEXKHBIX CUCTEM



94.
95.
96.
97.
98.
99.

100.
101.

102.
103.
104.
105.

be3onacHOCTh reOMH(POPMALIMOHHBIX CUCTEM

be3omnacHocTh cucteM OpOHUPOBaHUS OUIIETOB

be3onacHOCTh KOPIOPATUBHBIX 0a3 JAHHBIX

be3zonacHoCTh MEAUIIMHCKUX WH(OPMALIMOHHBIX CUCTEM

be3onacHOCTb MpH yJIaJ€EHHOM JIOCTYIIE K pecypcaM KOMIIbIOTepa
Xakepckue ataku. Kak ypoHuTts caidt. Buabl atak

Kubepbe3zonacHocTh u kubeprpoctpancTBo. Kubepkynbrypa

HoBble TEXHOJIOTMHM W HOBBIE YIpO3bl MHPOPMALMOHHON OE€30MaCHOCTH
(mpumeHeHHe poOOTOTEXHUKH M T.I.). PocT umcna yrpo3 ams MoOUIIbHBIX
YCTPOMCTB

Poct uncina atak Ha UHPPACTPYKTYpy

Kubepmmuonax

Kubepopyxue

CHGHI/IaHBHOCTH, CBs3aHHBIC C SaHlHTOﬁ KI/I6€pHpOCTpaHCTBa

15



2.2. TexHuka 6e30MaCHOCTHU U 3KOJIOTUA

16

2 Kkiace
[IpaBuiia pa6otsl ¢ 1K 1 371€KTpOHHBIMU KHUTaAMU
KommneroTep 1 351IeKTpOHHAS KHUTA — KaK 3alUTUTh UX OT BOJBIL, )Kapbl U X0J10/1a
JIns KOMIIbIOTEpPA TOXKE BAKEH YUCTBIA BO3AYX
Crout 11 pa3MeaTh psiAOM KOMIIBIOTEP U JOMAIIHUE PACTEHUS
KommneroTep u JoMaliHue )KUBOTHBIE, KaK 3allIUTUTh UX APYT OT Apyra
Yrto Takoe MyIbTUMENA, TpaBUiIa 0€30MacHO pabOoThI

CkaHep U MpUHTEP — KaK C HUMH MPAaBWIBHO 00paIaThCs

® N Nk w =

CKOJIBKO Bp€MEHH MOKHO IMPOBOJIUTH 32 KOMIIbIOTEpOM. Kak mpaBuIbHO CHIETh

32 KOMIIBIOTEPOM

9. Kak npaBWIBHO BKJIKOYaTh U BBIKIIIOYATh KOMIIBIOTEp. Kak 3alMTUTE KOMIIBIO-
TEp OT MOBPEXKIACHUN

10.Ecnu koMIbroTep CloMalics

11.He3naxomusl B IHTepHeTe. CTpaHHBIE 3BOHKH 110 MOOMJIBHOMY TelIEPOHY

12.CTouT 1 B TpaHCHOPTE BKJIIOYATH MJIAHIIET UM MOOMIIbHBIE YCTPOMCTBA

13.Be3ne nmu ectb UHTepHET? MOXKET JI KOMIBIOTEP 3aMEHUTh Komnac. Kak mMo-

OWJIbHBIE YCTPOICTBA IOMOTAIOT OPUEHTUPOBATHCS HA MECTHOCTH

3 kiace
14.Bpenut a1 KOMIBIOTEP SKOJOTUM (U3TyUEHHUS, BOJHBI)
15.Bo3aeiicTBrEe KOMIIBIOTEPA HA 3PEHUE U JIP. OPTaHbI
16.I'urnena npu padore ¢ KOMIBIOTEPOM
1'7.Kak 3arpsi3HsieTcst KOMIbIOTEP. | UTHeHa KoMIIbroTepa
18.Ctout nu ecTh 3a KOMIIBIOTEPOM
19.KoMmibroTep 1 KpOBOOOpaIIeHUE
20.ITonp3a 1 Bpea KOMIIBIOTEPHBIX Urp. KoMIbIOTEp M HEAOCTATOK JBUKEHUS
21.Komnsrorep u 302K. @uzndeckoe U NCUXUUECKOE 3I0POBBE
22.Yt0 nenatb ¢ KOMIBIOTEPOM B UPE3BbIYANHBIX CUTYAIUSIX

23.KomnbioTep Ha yauIle U B 00IIECTBEHHOM TPaHCTIOPTE



24.Ynuia 1 MOOWIIbHBIE YCTPOMCTBA
25.KomMmbrotep B rpo3y

26.YTO NMpOUCXOUT CO CIIOMAHHBIM KOMITBIOTEPOM?

4 kiaacc
277.OnextpoHHas kHura. [lons3a u Bpen

28.1IpeBpamieHne BUPTYaJIbHBIX 3HAKOMBIX B PEATIbHBIX

S kiace

29.11paBuiia moBeIeHNs B KOMIIBIOTEPHOM KJlacce

30.UnTepHuer B cucteme 6e3onacHoctu. Kak 3ammututs cam MaTepHeT

31.Texnuka 6e30MacHOCTU MpU pabOTe C KOMIbIOTEPOM. VICTOUHMKM NUTAHUS
KOMITBIOTEPA

32.Yto nenath e€ciau Boja Momnaia B KOMIBIOTEP WM HOYTOYK

33.Mo3KeT 5 3arOpeThCsl KOMITBIOTEP

34.MoxeT JIn BUPYC CJIOMAaTh KOMIIBIOTEP? YeM TyIIUTh 3arOpEBIIYIOCS BbIY. TEX-
HUKY

35.Komnbrorep 1 MOOMIIbHBIE YCTPOMCTBA B UPE3BbIYANHBIX CUTYALIMSIX

36.Kommbrorep 1 MOOMIIBHBIE YCTPOUCTBA B UPE3BBIYAWHBIX CUTYAITUSX B METPO

37.Komnbrorep U MOOUJIBHBIE YCTPOMCTBA B UPE3BBIYAHHBIX CUTYallUsIX B aBUa-
TpaHCIOpTE

38.MudopmanonHas neperpyska

39.Undopmanus, BpeaHas 1yisi 310pOBbS

40.MemunmHckas nadopmanusa B IHTepHeTe — Bceria ju OHa MoJjie3Ha

6 x1acc
41.Jonmoaenus xk JITII. KommbroTep 1 MoOMIbHBIE (COTOBBIE) YCTPOICTBA B Mpa-
BUJIaX 0€30MaCHOCTH
42.KoMIbIOTephl 1 MOOMJIBHBIE YCTPOUCTBA B SKCTPEMAIIBHBIX YCIOBHSIX

43.Be3ne nu ectb UnTepuer. Th npu pabote ¢ MOOUIBHBIMHU YCTPOMCTBAMU

17



44 TlepBas moMolIib Npu MpodsieMax B HHTEpHETE (CITy>KObI TTOMOIIIH )
45.KoMnproTep U 3peHue

46.BoznelicTBue paJAMoOBOJIH Ha 370pOBbEe M OKpyxkatouryto cpeny (Wi-Fi,

Bluetooth, GSM)

7 kJacc
47.KoMIuieke ynpaKHEHU IpU padoTe 3a KOMIBIOTEPOM
48.Bo3saeiictBue Ha 3peHue DJIT, KUAKOKPUCTATIINYECKUX, CBETOJUOIHBIX, MOHO-

XPOMHBIX MOHHUTOPOB

8 kiace
49.Kubepataku Ha ”HQPACTPYKTYpPY
50.Kommerotep B pexume Tpyaa u otasixa. UHpopmanmonHas neperpyska

51.Bnusaue KOMIIBIOTCpA HAa PCIIPOAYKTUBHYIO CUCTCMY

9 k1ace
52.HCTpyKIMS MO TEXHUKE 0€30MaCHOCTH ITPU padOTe HA KOMITbIOTEpE. DIEKTPO-
NMUTaHUE U ToJIKItoueHue k Mutepuery
53.Komrmuiekcol ynpaskHeHuit 1151 3peHus npu padore ¢ [IK
54.Bpennbie (hakTopbl pabOTHI 32 KOMITBIOTEPOM U UX MOCIIEICTBUS

55.'uruena npu padote ¢ [IK

10 kaacce

56.1T1K u 30K. Opranu3zanust pabouero Mecra

2.3. IIpo6s1eMmbl UHTEpHET-3aBUCUMOCTH
2 kyace

1. OOmuii KOMIBIOTEP — Kak ero mojaenuTth? [louemy poaurenu mpoBepsIOT, 4TO

ThI fenaeiib B UaTepHere?

18



3 kiace
. Uro Takoe MHTepHeT-co00mecTBO. Kak HE IpeBpaTUTh CBOIO KWU3Hb B BUPTY-

TbHYIO

4 xJaacc
Ecnu cnumkom 1oaro HaxoauTbesl B UIHTEpHETE: 4TO TaKO€ MHTEPHET-3aBUCH-
MOCTB?
Couumanpaeie cetd. [lerckue coumanpHbie ceTd. Kakyro nHdpopmaruio o cede
cilemyeT BhIKIAAsBaTh B ceTh? Kakas mHpopmarus mpuHapiexxutr Bam? He
CJIIMIIKOM JIM MHOTO y Bac JIPy3€il B COLMAIbHON CETH?
BupryanbHas TMYHOCTBH — YTO 3TO TAKOE
3aBucuMocTh 0T HTEepHET-001eHus
Pa3Bneuenus B Iutepuere. Urpsl nosie3usie u Bpeauble. [Ipru3Hnaku urpoBou 3a-
BHUCHUMOCTH
CeteBble UIphl

CaiiTel 3HAKOMCTB

5 kaace

10.30X u xomnbrorep. Buabl 3aBucumoctr. Kak onpeaennTs Haauuue 3aBUCUMO-

CTH

11.JectpykTuBHas undopmanusa B IHTepHeTe — Kak ee n3dexarb

6 Kiacce

12.Buapsl MHTEpHET-3aBUCUMOCTH

7 kjaacc

13. /151 wero mosxet ObITh mosie3eH 11K u UntepHeT (pa3BuBaromue urpbl, o0yde-

HUe, OOIICHHE U T.I.) U KaK MoJib3a peBpaIiaeTcs BO Bpel

14.KubepkynbTypa (MaccoBasi KyJbTypa B CETH) U TUIHOCTh

19



15.Tlcuxonoruyeckoe Bo3aecTBUE HH(DOPMAIIMU HA YeJIOBEKA. YIIpaBICHHUE JIHY-

HOCTBIO 4CPC3 CCTh

8 kiace
16.1lHTEpHET- M KOMITBIOTEPHAS 3aBUCUMOCTh (aaaukuus). Kpurepun 3aBucuMo-
CTH C TOUYKH 3pEHUS ICUXO0JIOTOB (IPUOPUTETHOCTD, U3MEHEHHSI HACTPOEHUS, TO-
JI€PaHTHOCTb, CHMIITOM pa3pbiBa, KOHMIUKT, peruanuB). Kak pa3BuBaercs 3aBu-
CUMOCTh
17.Tunsl HHTEPHET-3aBUCUMOCTH (IPUCTPACTHUE K pabOTE C KOMIBIOTEPOM, K HABH-
ranuu 1 MoucKy uHpopManuu, UTPOMAaHMS U 3JEKTPOHHbBIE TTOKYIKHU, 3aBHCH-

MOCTB OT CE€TCBOI'O O6HI€HI/IH, CCKCYAJIbHBIC 3aBI/ICI/IMOCTI/I)

9 kiacce

18.IHTEepHET KaKk HAPKOTHUK

10 xiaacc

19.Knaccudukaiiys ”HTEpHET-3aBUCUMOCTEN

2.4. MeToapbl o6ecnneyeHus 6esonacHoctu [IK u UHTepHeTa. Bupycsl M aHTUBH-

pychI
2 KJjace

1. Yto Takoe 37eKTPOHHbIE ACHBIU, KAK C HUMU IIPABUILHO 00paIaThCs

3 kJacc
2. Jlsmwxenune B Untepuete (cepdunr). 3naku MuTEepHETa, paccka3piBaromue oo

ornacHoi uHpopmManuu

4 kiaacc
3. IlpaBunbHo 11 pabotaet komibtoTep? [Ipu3Haku paboThl BUPYCOB
4. Vmmre B IHTEpHETE TOJBKO TO, 4TO BaM TpebyeTcs. Kak 3auTuThes OT Bpe-

HOTO KOHTeHTa. UTO Takoe KOHTEHT-(UIbTPHI

20



5. Tlouck unpopmaruu. Yto Takoe nouckoBbie cepBepbl? Kak ¢ ux momonuisko 3a-
IIUTUTH ce0s OT HEXeNaTeIbHOW HH(pOpMaITUn

6. Ilouck undopmanuu. Ponurensckuit KoHTpoJib. Kakue mporpaMmsbl Ajisi 3TOro
CYILIECTBYIOT

7. Tlouck napopmanmu. OOpamaiTe BHUMAaHUE HA IPEAYTIPEKIACHISI O BPEIOHOC-

HOM COICPKUMOM II0 HaﬁﬂeHHOﬁ CCBIJIKC

S kaace
8. Bupycsl uenoBeka U KOMIIbIOTEpa
9. llenn KOMIIBIOTEPHBIX BUPYCOB
10.JIeuenne koMmIprOTEPA

6 kiacc

11.Kak pacnpocTpaHstoTCsl BUPYChI

12.MicTOYHUKH ¥ IPUYHHBI 3apAKECHUS

13.Ckopas koMIproTepHas nomMolib. [Ipu3Haky 3apaxeHuss KOMIIBIOTEPA

14.Yr1o Takoe aHTHBUpYCHAs 3ammTa. Kak JIeunTh KOMITBIOTED

15.3ammTa MOOUIIBHBIX YCTPONCTB

16.Kak 3amututh JaHHble 0T oTepb. KonupoBanue u BoccranoBieHue. Beeraa nmu
MO>KHO CIIaCTH CBOM JIaHHbIE

17.3amuta dainos. Uto Takoe mpaBo J0CTyIIa

18.3ammra nerent B conmanpHbix ceTax. [1O mis ponurenen. OrpaHndeHUE Bpe-

MCHH HAaXOXKACHHUS B CCTU

7 kaacce
19.3amuta daiinos. [IpaBa nons3oBareneit
20.3amuTa npu 3arpy3Ke U BHIKJIIOUEHUH KOMITbIOTEpa
21.be3onacHOCTh NpU CKauuBaHUM (aiiioB

22.be3omnacHoCcTh pu MpocMoTpe HUILMOB OHJIAWH

21



22

23.3amura nporpamMm M JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KonupoBaHusi. Opra-
HU3ALMOHHBIE, OPUAMYECKHE, IMPOrPaMMHBIE M NPOrPAMMHO-AIIAPATHBIE
MEpBbI 3alUTHI

24.3anmmTa nporpaMM M JaHHBIX C TOMOILBIO ITAPOJIEH, IPOrPaMMHBIX U 3JIEKTPOH-
HBIX KIIFOUYEH, CEPUIMHBIX HOMEPOB, IEPEHOCA B OHJIAVH U T.I1. Henepemenmaemslie
IPOTrPaMMBL.

25.MeTto/ibI 3aIUTH (POTO U BUACOMATEPHUATIOB OT KOMMPOBAHUS B CETU

26.3ammTa OT KONUPOBAHUSI KOHTEHTA caiTa

277.Kak pa3BUBaJIUCh BUPYCHI

28.MoryT 11 BUpYyCHI BO3AEHCTBOBATh Ha anmaparypy [1IK

29.Kak BUpYyCHI BO3JACHCTBYIOT Ha (haiiibl

30.IIpoBepka Ha Hanmnune BUPYcoB. CKaHEPHI U OP.

31.MoxeT 1 BUPYC BO3JCHCTBOBATH HA pabOUMii CTON

32.Uctounuku 3apaxenus [1K

33.AnTuBupycHoe 10, Buapl 1 Ha3HaYEHHE

34.MeTonbl 3alIUTHI OT BUPYCOB. Kak pacro3HaroTcst BUPYChI

8 kiace

35.1Ipobnembr 6e3onacHoCTH MHGPACTPpYKTYyphl MIHTEpHETa (ITPOTOKOIBI MAPIIPY-
TU3AllMA CETH, CUCTEMA JOMEHHBIX MMEH, CPEJCTBa MAPLIPYTU3AMHU U T.II.).
Metonbl 3a1UTHI

36.11poBepka noanmHHOCTH (ayTeHTU(uKanus) B UHTepHeTe

37.Mepsl 6e3omacHocTH A1 nojs3oBatesas WiFi. HacTtpolika 6e3onacHocTu

38.Bupychl aiiss MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIC OAaHKEPHI U JIP. )

39.Hactpoiika koMnbproTepa Jijist 6€30MmacHoi padoThI

40.0mubku mosib3oBarens (YCTaHOBKAa HECKOJbKUX AHTHUBUPYCOB, YCTaHOBKA
CJIMIIIKOM OOJIBIIIOTO YKCIIA MPOTPAMM, OTCYTCTBHE PE3EPBHOTO KOMTUPOBAHUS U
T.1.)

41.Mepbl TUYHOM 6€30MaCHOCTH TIPH CETEBOM O0ITIeHNH. HacTpoliku MpruBaTHOCTH

B COINMAJIBHBIX CETAX



9 k1ace

42.1lpenoTBpalieHre HecaHKIIMOHUpoBaHHOTO tocTyna K [1K. ITaponu, 6uomerpu-
YEeCKUE METO/bI 3aLIUTHI U AyTEHTU(PHUKALMS C IOMOILBIO BHEITHUX HOCUTETEH

43.1IpocThle U TMHAMUYECKH U3MEHSIOIIHMECS TapOJIH

44.bopnrOa ¢ yreukamu nHbopmanuu. CpecTBa KOHTPOJIS TOCTYIIA

45 IlpaBa nonw3oBareneid. CriocoObl pa3rpaHudyeHus J0CTyna

46.CpencTsa 3alllUTHI B CETH: MEKCETEBBIE SKPAHbI, KPUIITOMAPIIPYTH3ATOPHI, CEP-
BEphl ayTeHTUPUKaUUU U T.1. OOMaHHbIE CUCTEMBI 7151 3aIIUThHI MH(OPMaLUK B
CEeTAX

4’7.3ammra cauToB

48.Cuctembl 0OHapyXeHUs aTak. be3omnacHoCcTh XOCTUHTA

49.Tb npu paboTte ¢ moutoun

50.Tb npu 3arpy3ke daitnos

51.Tunel BupycoB. OTin4Ks BUPYCOB U 3aKIAT0K

52.AntuBupycHsie nporpammsl i [TK: ckanepsl, peBu30psbl 1 Ap. BeisiBneHue He-

HN3BCCTHBIX BUPYCOB

10 xinace

53.0cHoBHBIE Mepbl kKubepOe3onacHocTu. bezonacHoCcTh MPHIIOKEHUH, CEPBEPOB,
KOHEUYHBIX II0JIb30BATEIIEH

54 .3amuTa OT aTaK, MOBBIIICHHE TOTOBHOCTH

55.Annaparnas 3amuta [1O u cetu (371eKTpOHHBIE KIIIOUH, anfapaTHbIe OpaHaMay-
3pbI)

56.3amuTa I1K Ha sTane 3arpysku. [lapamerpsr 6e3omacuoctu [1K. OGHOBICHUS

57.3auuta ¢ainoBoi cucteMbl. daitnoBeie TadauIBL. [IpaBa qoctyna

58.Pe3epBHOE KONMHUpOBaHHWE W BOCCTaHOBJEHHME MaHHBIX. Boccranorienue OC.
AmmapaTHble ¥ POTPAMMHBIE CPEJICTBA

59.UemM OTIMYAIOTCS METOIBI 3aIMTHl OTNEPAIMOHHON CHCTEMBI, ITPOTPAMMHOTO

oOecrieueHus U JaHHBIX
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60.1Ipu3Haku 3apakxeHusi KOMIIBIOTEPHBIX MPOTrpaMM. [ 1e MOKHO 0OHAPYKUTH I10-
JIO3PUTENIbHBIE TTPOLIECCHI

61.0C u ux Bo3MokHOCTH B 60pr0Oe ¢ Bupycamu (Windows. Linux)

62.PazHoBuHOCTH BUPYCOB. UepBH, TpOsHBI, CKpUNTHL U Jp. lllnuoHckue mpo-
rpammbl. [udpoBaneimkn. Xakepckue yTuiauThl. CETeBbIC aTaku

63.3amutHoe [10. AHTUBHpYCHBIE pOrpamMMbl. MexXceTeBble SKpaHbl. bpanamMay-
3pbI

64.AntuBupycHas 3amura [1K, cetn 1 MOOMIBHBIX MMOJIB30BaTEICH

65.Haunbonee n3BecTHbie aHTUBUPYCHBIC TporpamMmbl. Kaspersky Internet Security.
Dr.Web Security Space. ESET NOD32 Smart Security. becriathbie mpo-
IPaMMBbI-CKaHEPHI

66.Hacrtpoiika antuBupycHoro 110

67.Kommepueckoe u OecruiatHoe anTuBUpYycHOe [10

11 xnace

68.Kak y3HaTh MecTonoioxkeHue komnerorepa no [P-agpecy

69.0OnnaiiH cepBHCHl JUIsi OE30MAaCHOCTH TOJIb30BaTeNsl B UHTEpHETE (IIpOBEpKa
KOMITbIOTEpA 1 (haliJIOB HA BUPYCHI OHJIAWH, OHJIAH AeakTuBauus SMS-Bupy-
COB, ITPOBEPKa caiiTa Ha BUPYCHI, MpOBepKa (HaisioB 1o e-mail, onpesenenue aj-
peca cTtpaHulibl, poBepka croumoct CMC u ap.)

70.Hactpoiiku 6€301acHOCTH MOYTOBBIX TPOrPAMM

71.3ammTa B MOUMCKOBBIX cUcTeMax ((PUIBTPBI JUIsl OrpaHUYEHUs] MOTEHLHMAIBHO
omacHoro cojnepxumoro). Hactpoiiku 6e3onacHoctu BeO-Opay3epoB (Internet
Explorer, Firefox u T.11.)

72.ON€eKTpOHHAs] TMOYTa W CHUCTEMbl MTHOBEHHOTO OOMEHa COOOIICHUSMHU.
Hacrpoiiku 6e3onacHoctu Ckaiir, [CQ u mip.

73.Crioco0nl o0ecnieueHnst 0€30MacHOCTH BEO-caiTa



2.5. MomneHHMYecKue aercrBus B UHTepHeTe. KuGepnpecrynieHus

e x® 3

3 ki1acc
[Touck nndopmanmu. «HeHyXHbIE)» CCBUIKH U peKIaMa
VHTEpHET U IKOHOMMKA — IT0JIb3a U OIACHOCTh. KTO M Kak MOKET HaBpEIUTh B
HNutepnere
DIIeKTpOHHAs TOPIOBIIS — €€ OIMACHOCTH

CkoJibko cTosT ommOKku B IHTEpHETE

4 knacc
[Touck nHpopmalu: eciu y Bac TpEOYIOT JUUHYIO MH(OpMaALMIO IPU CKauyKBa-
HUM JaHHBIX. UTO Takoe nTuuHas nHpopmanus
[Touck B ntepnete. Ecnu BaM cOOOIIAIOT O BBIUTPHILIE B JIOTEPEIO
[louck B MHTEepHETE. ECnn Bam npeaiaraloT yCTaHOBUTH HOBOE ITPUIIOKEHUE
[Touck B Mntepnete. Eciu BaM npensaratoT OecrjiaTHbIE UTPBI

[Touck nadopmanuu. Eciiv Bam npeiaratoT 4To-TO KyIuTh

5 kaacc

10.KubepnpecTymieHust — 4To 3TO TaKoe

11.Buasl nHTEpHET-MOIIIEHHUYECTBA (MHChMA, peKJIaMa, 0X0Ta 3a JIMYHBIMH JIaH-

HBIMU U T.I1.)

12.BuprtyanbpHble ApY3bs — KTO OHU

6 Kiacce

13.0OnacHoct MOOMIIBHOM CBsi3H. [IpenoskeHus Mo yCTaHOBKE BPEIOHOCHBIX MTPH-

noxxean. Momreaanueckue CMC

14.IIpocnymmBanue pa3roBopoB. OnpeneneHue MECTONOIO0KEHUS TenedoHa
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7 kJacc
15.YTeuka u 0OHapoJOBaHKE TUYHBIX JAaHHBIX
16.ITon0Oop u nepexsaT naposieil. B3noMbl akkayHTOB B COIIMAJIBHBIX CETSIX
17.Bunel momennnyectBa B lurepuete. @ummunr (papmMuHr)
18.AzaptHble urpel. OHnaiH-ka3uHo. bykmekepckue KoHTOpbI. [Ipennoxenus nis

CKMHBCCTHUPOBAHUA» JACHCT. BLII/IFpI)IHI B JIOTCPCHO

8 kuacc

19.Momennnveckue nercTBus B ceTu. [Ipemmoxenus o pa30IOKUPOBAHUN TIPO-
rpamM (O0s1okupoBIIUKH Windows). JIoXKHBIE aHTUBUPYCHI

20.ITommena ctpaHul] B MHTEpHETE (CalThI-KIOHBI). DanbiuBbie (aittoo0MeH-
HUKHU

21.Momennuyeckue nenctus B cetu. COOp «I0KepTBOBaHUIN) Ha 0OJIaroTBOpPHU-
TeIbHOCTh. «Jlerkuit 3apaborok» B MuTepuerte. [Tupamu st

22.Y10 Takoe AJEKTPOHHBIM KollleJleK — yA00CTBa U MpoOsieMbl 0€30MAaCHOCTH.
«OOMEHHUKW» JIJIs1 AJIEKTPOHHBIX JIEHET

23.MoueHHrnYecTBO MpH pacnpocrpaHeHuu «oecruatnoro» I10. [Iponaxka «o0y-
YalolUX KypcoB» AJid Ou3Heca

24 TlnatHble npenoxkenus padotel. [naTHbI TpOCMOTp BUIEOMATEPHAIIOB

25.Texnonorun MaHunyaupoBaHusi B UutepHere

9 kiaacce

26.Tb npu nHTEpHET-00UIEHUU

11 kaace
27.Tb npu peructpanuu Ha BeO-caiitax. Th Ha caliTax 3HaKOMCTB
28.KomnbrorepHoe nuparcTBo. [lnaruar
29.KubepHaeMHUKU 1 KHOEPACTEKTUBbI

30.0Ouenka yiepoa oT KubepnpecTyIieHUl



2.6. CeTeBol 3TUKeT. [IcUX0J10TUA U CE€Th
2 KJjace

1. Yro Takoe HHTCPHCT-OTUKET

2. Kak BecTu ce0s «B TOCTSIX» Y CETEBBIX JIpy3ei

3 kiace
3. Ilomoraet a1 KOMIbIOTEp CTaTh dyuine? OOIIeHre B COUAIbHBIX CETIX

4. Otuket B UIHTepHEeTE MpHU paboTe C MPOEKTOM B TpyIIIE

5 kiace
5. UTo Takoe HETHKET U ITOYEMY OH MOSIBUJICS
6. IlpaBuna obmenus B Untepuetre. OCHOBBI CETEBOIO ITUKETA
7. llepemnucka B ceTH. DTUKET NpHU nepenucke. UTo Takoe cnam
8. IIpaBuna nmoBeneHus B CKailie
9. Yto Takoe Gopym. 3auem CyIIeCTBYET MOJICpaLIHs
10.0O0111eH1E B CETU U €T0 MOCHIECTBUSI. ATPECCHUS B CETH
11.Ilcuxonornyeckoe BiusiHue yepe3 MHTEpHET

12.Kak 3amututh cedst B UnTepHEeTE

6 x1acc

13.Yto Takoe nMu4HbIE AJaHHbIE. Bee, 4To BbII0kKEHO B IHTEpHET, MOXKET CTaTh U3-
BECTHO BCEM

14.«Jlumass uadopmarus» o cede u apyrux B Murepuere. Kakas unbopmarms
MPUHAJICKUT BaM

15. AHOHUMHOCTb B CETH

16.Yto Takoe sTUKeT. Bunbl 3THKeTa (JIMYHBIH, 1€JI0BOM, MMCHbMEHHBIN, TUCKYCCH-
OHHBIN U TIp.). Pa3nmuuus 3THKeTa B pa3HbIX CTpaHax

17.Kak mosiBHIICSI HETUKET, 4TO ATO Takoe. OOIIre mpaBuiia CeTeBOro dTUKETa
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18.JInuno€ oO1IeHKE 1 O0IIEHKE B TPYIIIE — YeM OHHU OTINYaroTcs (4aThl, GOPYMBI,
CITy’KObI MTHOBEHHBIX COOOIIICHHMI )

19.9T1uka nuckyccuid. B3aumHoe yBaskeHue NMpu UHTEPHET-O0IICHUH

20.2THUKeT U 6€30MaCHOCTh. DMOLIUHU B CETH, UX BBIPAKEHUE

21.PeanpHas u BUpPTyaJIbHAs JINYHOCTD, PEAIBHBIE BCTPEUM C BUPTYyaJIbHBIMU 3HA-
KOMBIMU M UX OIACHOCTh, YIPO3bl U OCKOPOJICHUS — YE€M 3TO MOXKET 3aKOH-
YUTHCS

22 .Ilcuxonorudeckas oocraHoBka B IHTepHere: rpuduHr, KubepOyuIuHT, Kuodep-
MOOOUWHT, TPOJUTUHT, OYIJITUINT

23.Ecnu BbI CTaJIA )KEPTBOM KOMIIBIOTEPHOM arpeccuu: CIIyO0bl TOMOIIN

8 kiace
24.be3onacHas paboTa B CETH B MPOIIECCE CETEBOM KOMMYHHUKAIUHU (4aThl, (o-
pyMBbI, KOH(GEpPEHIINH, CKaMII, coluaabHbie ceTu u np.). CereBoit atuket. Tep-

MUHBI CETEBOTO 3TUKETA: OBEPKBOTHUHT, (piieiimM, (irya, oppTonuk, cMallnuku u

Ap.

9 kiacce

25.1TpuMepsl 3STHUECKUX HAPYIICHUI

10 kiaacc

26.3HaUueHUE CETEBOTO ATUKETA

2.7.IIpaBoBbI€e acCneKThI 3al{UThl KHOEPNPOCTPAHCTBA
6 Kiacce

1. CoGctBenHocTh B MHTepHeTe. ABTOpcKoe mpaBo. MHTemIekTyanbHash co0-

CTBEHHOCTb. [l1aTHas u 6ecruiatHast HHGopManus

7 kjaacc
2. 3amuTa mpaB MOTpedHUTENEH PH UCTIOIL30BaHUH YCIyT MHTepHeT

3. 3amura npaB notpeduTenen yciyr nmpoBaiaepa
28



8 kiacc
. Kak paccienyrorcst npecTyIieHUs: B CETH

. OTBETCTBEHHOCTH 3a HHTCPHCT-MOIICHHUYCCTBO

9 k1ace
. IIpaBoBble akThl B 001acTH HHGOPMAIIMOHHBIX TEXHOJIOTHHA U 3aIIUTHI KUOEp-

MPOCTPAHCTBA

10 xnace

. OTBETCTBEHHOCTH 3a KUOEPIPECTYIICHUS

. KoHcTuTyimoHHoe npaBo Ha MOUCK, MOJIy4YEHUE U pacipocTpaHeHne nHpopma-
nuu. denepanbupiii 3akoH oT 29.12.2010 N 436-D3 (pen. ot 28.07.2012) "O
3aluTe 1eTel OT nH(opMaIuu, TPUUUHSIONIEH Bpe] UX 3/J0POBBIO U PAa3BUTHIO"
(mevictByer c 1 cents0ps 2012 rona)

. Uudpopmannonnoe 3akoHonarensctBo PD. 3akon PO "O6 undbopmaruu, uH-

(OpMAaLIMOHHBIX TEXHOJIOTHUSX U O 3alIuTe HHPpopMauu"

10.YromoBHast OTBETCTBEHHOCTH 3a CO3/aHUE, HCIIOJIB30BAHHUE U PACTIPOCTPAHEHUE

BPEIOHOCHBIX KOMIIBIOTEPHBIX MTporpamm (cT. 237 YK PD)

11.1TpaBoBas oxpana nporpamm mist O9BM u BJI. Kommepueckoe [10. becrimatnoe

[1O (FreeWare, Free, Free GPL, Adware), ycinoHo-OecrmatHoe T1O (Trial,

Shareware, Demo)

11 kaace

12.11paBoBbIE OCHOBBI JJI4 3aIUTHI OT ClIamMa

13.1IpaBoBbIE OCHOBBI 3aUIUTHl MHTEJUIEKTYaIbHOW COOCTBEHHOCTH. ABTOPCKOE

npaBo. [IpaBoBas oxpana nporpamm miis 9BM u B/]

14.JIunienzuonnoe [10. Bunpl nuuensuii (OEM, FPP, kopniopatuBHbIe TUIIEH3UH,

noanucka). [1O ¢ orkpsiteiM ko10M (GNU GPL, FreeBSD)
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15.1TpaBo Ha nH(pOpMaIHIO, HA COKPHITHE JAaHHBIX, KaTeropun uHpopmaiuu. [lep-
COHAJIbHBIE W O0IIEOCTYITHBIE JaHHBIC, OTPAHUYCHHBIN JOCTYyT. 3aK0oH «O mep-
COHAJIBHBIX JAHHBIX». YKa3 npe3uacHTa PO o co3mannm 1eMCTBEHHON CUCTEMBI
POTUBOJEHCTBHS KOMIIBIOTEPHBIM aTtakaM oT 15 saBaps 2013 r.

16.Yronosusiit koneke PO, paznen «lIpectymienus B chepe KOMIbIOTEPHON MH-

dhopmanum»

2.8.TocyaapcTBeHHas MNOJIMTHKA B 06J1aCTU KU6ep6e30NacHOCTH

30

3 Kiace

1. Kak rocynapcTBo 3amuiaeT KuoeprnpocTpaHCTBO

4 knacc
Bolinbl Hamero Bpemenu. Uto Takoe kubepBoiiHa
Yro Takoe nnpopmanus. [Ipaso Ha nundopmanuro B Koncruryuuu

HO‘-ICMy rocyaapCTBo 3amunaracT I/IH(i)OpMaHI/IIO

A

3amuTa rocyaapcTsa U 3aluTa KHOepnpocTpaHCTBa

9 kiacce

6. JlokTpuna nHOpMalIMOHHON 0€30MacHOCTH

10 xnace
7. Kubeppoiicka
8. 3amuTa KHOEpIPOCTPAaHCTBA KAK OJHA U3 33/1a4 BOOPYKEHHBIX CHJI
9. Mudopmaunonnas BoriHa. UHdopmanmonHoe opyxue

10.ITaTpnoTH3M U UHTEPHET

11 kaacc
11.Madopmanmonnas Bovina. UndopmarimonHoe BO3IeCTBIE
12.BoenHasi, rocygapCcTBEHHas, KOMMEpUYECKas TailHa. 3aluTa CaiToB Trocylap-
CTBEHHBIX OPTraHOB (JIEKTPOHHOE MPABUTEIHCTBO)

13.Kakue opranbl BJacTH OTBEUYAIOT 32 3alIUTy KUOEpIPOCTPAHCTBA



3. CooTBeTCTBME COAEPKAHUA MaTepHUasia Kypca «OCHOBBbI KUOep6e30IacCHOCTU» CoZepKaHUu CTaHZapTa OCHOBHOI'O

061 ero o6pa3oBaHusA Mo UHPOPMATHKE?

O0s13aTeIbHBINE MUHMMYM COJEPKAHUSA
Kuace Tembl kypca «OcHOBBI KH0EpP0e30MaACHOCTH»
00pa3oBaTeJIbLHbIX IPOrPaMM
Oomme ceenenus o 6esonacHoctu IIK u Mnrepuera
2 KoMmnproTep — Kak OH NOsBMIICS, Kak nosiBuwiics MHTepHeT OcCHOBHBIE 3Tallbl pa3BUTHS CPEICTB UHPOP-
2 M3 gero crenal KOMIIBIOTED MalMOHHBIX TEXHOJIOTUH
2 Kak MuTtepner npuxoaut B oM. 13 gyero «cuenanay cetb
3 [ToueMy KOMIIbIOTEp HYKHO O€peyb
3 Komnerotep 1 yMCTBEHHBIN Tpy . Kak «1ymMaeT» KOMIBIOTEP M YTO ITOMY MOXKET ITOMEIIATh
4 Korna nosiBuiince komnetotep 1 MuTepHet. Kak BMecTe ¢ IHTepHETOM MOSIBUIIMCH €r0 O0JIE€3HU
2 WuTepHer - cpeacTBO 1l HoMcKa oJie3Hoi nHpopmanuu. [ e n kak uckath nHGopMaluo 1 ypoka. | JIokanpHble U ri100albHble KOMIIBIOTEPHbBIE
Yro takoe (aiin. Kakue ¢aiibl MOXKHO CKaunMBaTh, 3 KAKUE HEJIb3s CETH.
2 Kak HaliTu ¥ cOXpaHUTh NOJIE3HbIE PUCYHKHU U (oTorpaduu. [Touck napopmanu
2 Ckos1pK0 HHPOpPMALIMU MOKHO cKauaTh u3 MiHTepHera? JlunHsas nHdopmanys Ha KOMIbIOTEpe
2 Kak coxpaHuTh pe3ynbTaThl CBOMX HAOIIOACHUN Ha IIKOJILHOM KOMIIBIOTEPE U HEe ToTepsTh ux. Komy | MHdopmannonHsle mporecchl: XpaHEHHE,
NPUHATISKUT paii nepeaaya u o0paboTka HHPOpPMALIUH.
OcobeHHocTH 3arnOMUHaHUS, O0paOOTKU U
nepeaayy HHGOpMaIK YeJTOBEKOM.
2 Kak oOpamiarbest co cBOUMHU U UyXKUMH (paitiamu, 4ToObl UX He noTepATh. Kak 3amummaroT ¢aiisl Coznanne, UMEHOBaHME, COXpaHEHHUE, yJa-
JieHne 0ObEKTOB, OPraHU3alns UX CEMEUCTB.
ApXHMBHpPOBaHHNE U pa3apXUBHUPOBAHUE.
2 Ha kakux ycTpoicTBaX MOXHO COXpaHUTh HMH(OpPMAalLMI0O M KaKk C HUMH IpaBWiIbHO oOpamathes | 3anuck cpeacrBamu UKT undopmarmum o6
(tucky, a1, KapThl U 1p.) 00BEKTax U Mpoleccax OKPYKAroIero Mupa
2 Kaxk npunectu B kiacc ¢pororpaduu U pUCYHKH JJIsl yPOKA U HE MOBPEANTH NIKOJIBHOMY KOMIBIOTEPY | (IPUPOJIHBIX,  KyJIbTYPHO-MCTOPHYECKHX,
2 [{udposoii poroanmapat. Kak ¢ HUM npaBUIbHO 00paniaThCs U Kak MEPEHOCUTH (poTorpaduu Ha KOM- IIKOJIbHOM JKU3HH, WHIMBUIYAIBHOW U Ce-
IBIOTEP MEWHON UCTOPHH):

2 00 yTBepKIeHHH (eepalbHOro KOMIIOHEHTA FOCYIAPCTBEHHBIX 00pa30BaTelbHbIX CTAHAAPTOB HAYAIFHOIO OOIIEro, OCHOBHOTO OOIIEro U CpeaHero (IIOJHOro) 00Iero 00pa3oBaHus.

[Tpuka3z MunuctepcrBa odpazoBanus Poccuiickoit @enepanun Nel089 ot 5 mapra 2004 rona (c msmeHeHusimu Ha 23 utons 2015 rona)
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Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS

Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
- 3aIMCh U300paKEHUH U 3ByKa C UCIOJIb30-
BaHUEM pa3IMYHBIX YCTPOUCTB (LH(PPOBHIX
¢doroannapatoB ¥ MHUKPOCKOIIOB, BHJICOKa-
Mep, CKAaHEPOB, MAarHUTO(OHOB)
2 Bo3bMu ¢ co00# 351eKTpOHHOT0 MOMOLTHUKA. MOoOHIIbHBIE YCTpOHicTBA IIpencraBienus o cpeAcTBax TEIEKOMMYHHU-
3 OOMeH JaHHBIMHU ITPH COBMECTHOM paboTte — ckaiin, IP-tenedonus, ICQ. bezonacHbiit 0OMEH TaHHBIMU | KAIIMOHHBIX ~ TEXHOJOIMH:  DJIEKTPOHHAs
4 WutepHer, TenedoH u kocMoc. [1onp3a 1 0macHOCTH MOOMITLHOM CBSI3U 1ouTa, 4aT, TeJIeKOH(pepeHnu, GopyMbl, Te-
JIEMOCTBI, UHTEpHET-TeIe()OHUS
2 Kak yuntscs B MHTepHeTe. IlonesHble u BpenHble crpanuibsl HTepHeTa Hudopmannonssle pecypcbl o0IecTsa, o0-
2 Kak oTanuaTh 10JIe3HYyI0 U IPaBIUBYI0 HHPOPMALIHIO pasoBarenbHbIe HH()OPMAIIMOHHBIE PECYPCHI.
4 Uto Takoe TuCTaHIMOHHOE o0y4yeHne. EcTb 1 y Hero MUHYCHI?
2 Kak paborats B rpynne. Kak nepeaats ToBapuiliam pe3yabTaThl paOOThl U HE MOBPEIUTh UX KOMIIbIO- | CpeacTBa U TEXHOJOTMM oOMeHa MH(OopMa-
TepaM. YTo Takoe 3JIEKTpPOHHAsI 10YTa 1[Mel ¢ MOMOILBI0O KOMIIBIOTEPHBIX CeTel (ce-
2 Oo6enue B HTepHETE — mepenucka, GopyMmsl, connanbHbie ceTd. CoBMeCTHbIC UTPbI B IHTEpHETE | TEBBIE TEXHOJIOTHN)
4 Bunpl MatepHer-obmenus. bezonacuo nu obuenue B MlurepHere?
2 I'e y3nars npornos noroasl B MuTepuere. Kak Halitu B IHTEpHETE MONIE3HBIE CTPAHULIBI CO Hcnonp30BaHNE MHCTPYMEHTOB IMOMCKOBBIX
3BYKOBOHM nH(popManueir. Kak He TpaTuTh nuiHee BpeMsi Ha MOUCK. Kak HayduThCsl HE OTBJIEKAThCA | cUCcTeM ((popMHUpPOBAHUE 3aMPOCOB) IS pa-
Ha JIMIIHIO HHpopmanuio (2/20) 00TBl ¢ 0Opa3oBaTENbHBIMU MOpPTAJAMHU U
2 Kaxk Haiitu B IHTepHeTe MONIe3HbIN (DUIIbM U HE MOBPEANUTh KOMIbIOTepY. Kak He TpaTUTh BpeMs Ha | JJIEKTPOHHBIMU KaTajloraMu OMOJIMOTEK, My-
IPOCMOTP HEHYKHBIX (UIBMOB (2/15) 3eeB, kHuromsaanus, CMHM B pamkax yueO-
HBIX 3aJlaHUN U3 Pa3IMYHBIX MpPEeIMETHBIX
obuacrei.
2 ITonb3a koMIbrOTEpa 17151 pa3HbIX npodeccuil. [louemy KOMIBIOTEP BaXKHO 3alIUILATH [Ipodeccun, cBsa3aHHbIE C TOCTPOESHUEM Ma-
4 YTo Takoe KOMIbIOTEpHAsi TPAMOTHOCTh TEMaTHYECKUX U KOMIIBIOTEPHBIX MOJIENEH,
4 JIeHb CHCTEMHOTO aIMUHUCTPATOPA | JIEHb IIPOIPAMMHKCTA — YTO 3TO 32 npodeccun? UTo oHM JesaroT | TPOrPaMMUPOBAHUEM, OOECTIEUEHUEM HH-
U1 Knbepoe3onacHOCTH? (dbopMalMOHHOI AEATENbHOCTH UHAWBUIYY-
MOB M OpraHu3alui.
3 Cxonbko crout MHTEpHET? MOXKHO M «ucniopTuTh» VHTEpHET CroumocTs MH(OPMALMOHHBIX MPOAYKTOB,

YCIIYT CBSI3H.
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Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
3 Coxpanenue nosieznoil napopmanuu. Komnekuus cepuiok. HeoctopoxkHoCTh nosib3oBaTens — onac- | CoxpaHeHHe 17l UHAUBUAYAIbHOTO UCTIOJb-
HOCTb JUIsl KOMIIBIOTEPA U JAHHBIX 30BaHMsT HMH()OPMAIIMOHHBIX OOBEKTOB U3
KOMIThIOTEPHBIX ceTei (B ToM uncie MHTep-
HETa) M CChUIOK Ha HUX.
2 Kak MnTepHer nomoraet Tpancnoptry. Yo Oyzer, ecnu MHTepHer nepecranet padorats? Kak komnb- | Ponb uH(OpManuu B coBpeMeHHOM o0O0Iie-
I0TEP YIPABISET TOPOKHBIM ABHIKEHUEM CTBE U €r0 CTPYKTYpax: 3KOHOMUYECKOM, CO-
3 Kommnbrorep u MIHTEpHET B MPOMBILIUICHHOCTH — MIOYEMY OHH HYXIaroTcs B 3ainute. [lomb3a MHTep- | LHaAIBHOMN, KYJIBTYPHOH, 00pa30BaTEIbHOM.
HEeTa U KOMIIBIOTEPA B CEJILCKOM X031 CTBE
3 WHTEpHET B MyTEUIECTBUSAX — MMOJIb3a U omacHocTH. [lokynka OmieroB B MIHTEpHETE M BO3MOXKHEIE
IPOOJIEMBI
4 Kak xomnbroTep nomMoraet HayKe 1 Io4eMy OH HyXzjaercs B 3amuTe. Hayka o 3amure KoMOblOTEPOB
4 ITouck unpopmanuu B MuTepHete. JlocTyn K pazpenieHHO HH(OpMaIMK — YTO 3TO TAKOe JlokanbHble M T100aJbHBIE KOMIIBIOTEPHBIE
4 [Touck nH(poOpMaLUK B CETU: K YEMY BEJIET IIEPEXO0/I [0 BPETOHOCHBIM ccbuikaM. OnacHast iHpopMaIus | CETH.
B CETH [TouckoBble MHGPOPMALMOHHBIE CUCTEMBI.
3 Heny:xHble CCBUIKH, JIOKHBIE CCBUIKH, peKiiamMa. UTo Takoe BPEJOHOCHBIE CAaUThI Opranusaiys novucka vHpopManuu. 3amura
4 [Touck B MnTepuete. I'ne IHTepHET XpaHUT cBOM AaHHbIe. Kak coXpaHUTh B ceTH HalIeHHYIO HH(pOp- uH(popManuu
Manuo. Yto Takoe 061auHbIe CEpBUCHI — O€30TaCHBI JTU OHH?
4 [Torck TOKYMEHTOB B CETH — BCE JIM HalJIeHHbIE JaHHbIE TPaBIUBHI U NoJe3HbI? Kak 3amuTuTh ceds
0T HH(OPMALIMOHHON NEPETPy3KU
5 CereBble UTpbl KAK MacCOBBIE pa3BieueHus. becriaTHble U MJIaTHbIE UTPBI
9 Pucku nHTEepHETa (KOHTEHTHBIE, 2JIEKTPOHHBIE, KOMMYHUKAIIMOHHBIE, TOTPEOUTEIHCKHE)
9 be3zonacHsli ceppuHr
9 be3onacHble pecypcsl AJi MOUCKA
9 [Tpo6yieMbl 371€KTPOHHOM TOProBIN
9 [TpoGrieMHBIE CaliThI
9 JloxHBbIe pecypchl CETH
10 bopnr0a ¢ ucnonbpzoBanueMm MHTEepHETA B TEPPOPUCTUUECKUX, CENAPATUCTCKUX U SKCTPEMHUCTCKUX Lie-
JSIX
10 NHTEpHET KaK Opy»,He MacCCOBOTO MOPAXKEHUS
3 Kakoli Bpes MOTYT IPUHECTH HEUCIIPaBHOCTU MHTEpHETa M KOMIIBIOTEPA U YTO MOKET UX BBI3BATH
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dopmanuu. [IpusHaku u criocoObl HapyIeHUs! KOHGUAeHManbHOCTH. [Ipu3Haku u crocoObl Hapy1e-
HUSI JOCTYITHOCTH HH(OPMAIUN

Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
5 Kak ycrpoeHs! koMmnbproTep U MHTepHET. Knbep6e30macHOCTh — 4TO 3TO TaKoe AnnapaTHble U IPOrpaMMHBIE CPEACTBA Op-
raHU3alM1 KOMIIBIOTEPHBIX CETEH.
5 Yro Takoe mporpaMMHOE U anmnapatHoe obecredeHue. Kakue nporpaMMsl 10JKHBI ObITh ycTaHOBJIEHBI | [IporpaMmHoe obecrieuenue, ero CTpykTypa.
Ha KOMITBIOTEPE [TporpamMmmHoOe obecrieueHue O0IIero Ha3Ha-
YEHUSI.
7 Bo3moxHOCTH U po01eMBbl COLIMATIBHBIX CETEH Opranuzanus JUYHOW HMHGPOPMALIMOHHON
7 beszomnacHsrii mpoduits B conmanbHbIX ceTsax. COCTaBICHHE CETH KOHTAKTOB cpensl. 3amuTa HHPOpMAaIIH.
7 3amuTa NepcoHaNbHbIX IaHHBIX, IOYeMy OHa Hy>kHa. Kareropuu nepcoHanbHbIX JaHHBIX. bruomerpu-
YECKHUE NEPCOHAIIbHBIE JaHHbIE
8 3amuTa KUOepnpoCTpaHCTBA KaK KOMILJIEKC MEPONIPUATHIA, HallpaBJICHHBIX Ha oOecnieueHne uHpopma- | TerekoMMyHUKallMOHHBIE TexXHOoJoruu. Mc-
IMOHHOW 06€30MacHOCTH. ACIIEKThI KHOEpOe30MmacHOCTH [10JIb30BAHUE CPEJCTB TEJIEKOMMYHHKAIUI B
8 Kommbrorepnas n na(popManmoHHas 6€301acHOCTb, 0OHapyKXEHUE MPOOIIEM B CETH, BOCCTAHOBJICHUE | KOJUIEKTUBHOM JeATENbHOCTH. TexHomornu
HapaMeTpOB CHCTEM, CPEJCTBA 3alIUThI OT HECAHKI[MOHMPOBAHHOTO JIOCTYIA K JaHHBIM, KPUIITOTPa- | M CPEICTBA 3aIIUThI HH(GOpPMALUK B II100alIb-
¢duueckas 3amuTa MHGopMaIu HOM M JIOKQJIBHON KOMIIBIOTEPHBIX CETSAX OT
8 VYrpo3sl nH(pOpMaLMHK (TEXHOT€HHBIE, CITyYaiiHbIE U IPeJHAMEPEHHBIE; TPUpPoAHbIe) HeocTopokHOCTh | Pa3pyLICHUs, HECAaHKIHMOHHPOBAHHOTO J10-
N0JIb30BaTENsl KaK OJHA U3 Yrpo3 Julsl HH(OpMAIIMOHHON 0€3011acHOCTH CTyIIa.
8 Uto Takoe 3amuieHHas WHGOPMAIMOHHAS Cpena. 3alluTa KaHaloB Iepefadyd JaHHBIX, CPEICTBa
NpeOTBpalleHNs yTeuku nHpopmanuu, 3aumra nHpopmarun or HCJl (anTuBHpyCcHas 3amura, cpes-
CTBa KOHTPOJIS 3allMIICHHOCTH, CPEJICTBA OOHAPYKEHUS U MIPEIYNPEXKIECHUS aTaK), CpeACTBa ayTeH-
TUdUKAIIH
8 Opranu3anroHHO-TEXHUYECKUE MEPHhI 3alllUThl HHQOPMALIMOHHON cpeibl. CHCcTeMbl OXpaHHOW CUTHA-
JU3alMY, BUICOHA0II0/ICHUE, KOHTPOJIb U YIIPaBICHHE JJOCTYIIOM, CPEACTBAa YHUUTOXKEHUS HH(POpMa-
IIUU, CPEACTBA PE3EPBHOTO KOMUPOBAHUS U BOCCTAHOBJICHHSI
8 TpebGoBanus k O6e30macHOCTH MHGOPMAITUU: COXPAHEHHE 1IETOCTHOCTH, KOH()UICHIIMATEHOCTH U JI0-
crynHoctH. Ompenenenust o OCT PB 51987-2002 «MudopmarmonHas texHonorus. Kommiekc
CTaH/IapTOB Ha aBTOMAaTU3UPOBAaHHBIE CUCTEMBI. THUIIOBBIE TPeOOBaHMS U MMOKA3aTeIN KauecTBa QyHK-
IMOHUPOBaHMsI HHPOPMAIIMOHHBIX crcTeM. OOIIUe MOJI0KEHUS
8 [Tpu3Haky HapylIeHHs LETOCTHOCTH MporpamMm M JaHHbIX. CriocoObl HapylmIEeHUS LEJIOCTHOCTH WH-
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Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM

8 be3onacHocTh MOOMJIBHBIX YCTPOMCTB B MH(POPMAIIMOHHBIX cHcTeMax. VICTOUYHUKU 3apa’keHus Mo-
OMIIBHBIX YCTPOMUCTB (BEO-pecypchl, Mara3uHbl NPUIOKEHUH, OOTHETHI)

8 Yrpo3ssl 6e3onacHocTH B ceTsix WiFi. Merossr 3ammtsl ceteit WiFi

8 Mepsl knbep6e30nacHOCTH A1 KOHEUHBIX MoJb30Barenel. Vcnoiap3oBaHne peKOMEHI0BaHHBIX Bep-
CUll ONepallMOHHBIX CUCTEM U IPUIIOKEHUH, UCIIOJIb30BAHNE aHTUBUPYCHBIX CPEJICTB, HACTPOHKaA BEO-
Opay3epoB, OJIOKHPOBKA CKPHUIITOB, HCIIOJI30BAHNE (PIIIBTPOB (DUIIMHTA, MEKCETEBBIX IKPAaHOB. AB-
tomaruyeckoe ooHopnenue 110

8 Kubepyrpo3st UuTepHeTa (knbepBOiHbI, MAHUITYIUPOBAHKE JIFOIbMU, 3aBUCIMOCTh, BUPYCHBIE aTaKH,
OTCYTCTBME NMPUBATHOCTH)

6 Bu el 3ammThl KHOEpIpoCTpaHCTBa (YTO TAKOE HECAHKIIMOHUPOBAHHBII TOCTYII, pa3pyllIeHue U yTpaTta | 3amuTta HHpOopMaIun
uHpOpMAaLNU, HCKAKEHNE MHPOPMAIIUH)

6 Kak paboratotr MoOWIIbHBIE YCTPOHCTBA. YTPO3bI AJ1i MOOUJIBHBIX YCTPOICTB

6 PacnipocTpanenune BpeJOHOCHBIX (haiiIoB Yepe3 MPHIIOKEHUS Il CMapTHOHOB U TJIAHIIETOB (CKa4H-
BaHMe (oTorpaduii, My3bIKU, UTD)

7 Nudopmarimonnas 6€30macHOCTh

7 Hcrounnku naHHbIX B IHTEpHeTe: mouTa, cepBUCH 0OMeHa daiinamu u np. XpaHeHue JaHHbIX B VH-
TEpHETE

9 Kareropuu nadopmarmonHoi 6€300acHOCTH

9 OcHOBHBIE Yrpo3bl 0€30aCHOCTH MH(OPMALIMU: YTEUKH, OTEpsI LIEJIOCTHOCTH, HapylleHue padoTo-
CIIOCOOHOCTH CHCTEMBI, HE3aKOHHOE TUPaXKHPOBaHUE (BOCIIPOU3BEICHUE)

9 3amuTa KuOeprnpoCTpaHCTBa KaK KOMILJIEKC MEpOTIPUATHIA, HalIpaBJIEHHBIX Ha oOecrieyeHne nHpopma-
IIMOHHOM 0€301acHOCTH

9 3ammTa OT HECAaHKIIMOHUPOBAHHOTO JI0CTYNA K MHPOPMALIMOHHBIM pecypcaM; 3alluTa OT UCKaKEHUS
U yTpaThl HH(OpMALNK; 3aIIUTa OT pa3pyLIEHUs! LEIOCTHOCTU MPOTPAMMHBIX U MH()OPMAIIMOHHBIX
CTPYKTYp; 3allluTa OT MpepbIBaHUs 00CTYKUBAHUS

9 [[IndpoBanme npu nepegade kKoHGuaeHIMAIBHONW HHPOpMaluu. YTo Takoe mudpoBasi MOAMNUCH

9 Peructpanus u ayaut B opranuzanuu 6e3omnacHocT HHGopManuu. YTo Takoe NoJauTHKa 6€30MacHOCTH

9 Kubepreppopusm 1 KubepBOHbI

9 Kubepataku u TexHorennsle karactpodsl. 3amuta [T-undpacTpykTyp KpUTHUECKH BaXKHBIX OOBEKTOB

10 CornuanbHbIe TIOCIEICTBUSL 0€30TBETCTBEHHOTO TIOBEJICHUSI B MHTEPHETE
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Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM

OnacHas uHGoOpManus B ceTH (IIOPHOCANTBI, KNOEpPCEKC, CalThl a3apPTHBIX UT'P, CAThl O HAPKOTUKAX,

HKCTPEMUCTCKHE, CEKTAHTCKUE, TEPPOPUCTUUECKNE U HALIMOHAINCTUYECKHE)
10 Yrpossl g1t IOS-ycrporictB. Yrposs! st Android-ycTpoiicTs
11 [Tpobnembr Ge3omacHOCTH MH(OPMAIIMOHHBIX CHUCTEM. MeToabl o0ecredeHus 3alMThl JaHHBIX B | Opranuzanus vHQOpMaIMK B Cpeae KOJIIeK-

CYB/] TUBHOTO MCHOJIb30BaHUS MH(POPMAITHOHHBIX
11 3anmrTa rocyAapcTBeHHbIX MH(MOPMAIIMOHHBIX CUCTEM pecypcoB.
11 [TpoOnembl Oe30macHOCTH OAHKOBCKUX CUCTEM [IpencraBienue o cucreMax yrnpaBieHHUs Oa-
11 bes3omacHoCTh IJ1aTEXHBIX CUCTEM 3aMU JaHHBIX, IIOMCKOBBIX CUCTEMAaX B KOM-
11 beszonacHOCTh T€OMH()OPMAITMOHHBIX CUCTEM MBIOTEPHBIX CETSX, OMONHOTECUHBIX HH(OP-
11 be3onacHocTh crcTeM OpOHUPOBAHKS OUIIETOB MAalMOHHBIX cHCTeMax. KoMIbloTepHbie ap-
11 be3onacHoCTh KOpHOpaTUBHBIX 0a3 JTaHHBIX XHBBI HH(OPMALHH: JICKTPOHHbIC KaTalory,
11 bezonacHOCTh METUITMHCKIX MH(POPMAITMOHHBIX CHCTEM 0a3pl naHHBIX. OpraHuzanus 0a3 JaHHBIX.
11 Be30macHOCTh MpH yAAICHHOM JIOCTYIIE K pecypcaM KOMIIbIOTepa [Tpumeper 6a3 naHHEBIX: TopH/HIEcKHe, GHO-
11 Xaxepckue ataku. Kak ypoHUTE caifiT. Busl atak JIMOTCHHBIC, 31paBOOXPAHCHHS, HATOTOBLIC,
11 Kubepbe3onacHocTh u kubepnpoctpancTBo. KubepkynbTypa COLHMAJIBHBIC, KaIPOBLIC.
11 HoBele TexHOMOTMM 1 HOBBIE YI'PO3bl HH(POPMALIMOHHON 6€30MacHOCTH (IPUMEHEHHE POOOTOTEXHUKH

u 1.11.). PocT uncna yrpo3 st MOOUJIBHBIX YCTPOMCTB
11 PocT uncna atak Ha ”HQPACTPYKTYPY
11 Kubepmmuonax. Kubepopyxue
11 CrienanbHOCTH, CBA3aHHBIE C 3aLIUTON KUOEPIPOCTPaHCTBA

TexHuka 0e30MaCHOCTH M IKOJIOT U

2 KommnbroTep u 31€KTpOHHAs KHUTA — KaK 3aIllUTUTh UX OT BOJIBL, Xkapbl U xonoaa. [Ipasuna pabotsl ¢ | Cpencrea UKT

ITK v 571eKTpOHHBIMH KHUTAMH be3onacHocTh, rurveHa, 3proHOMHKa, pe-
2 Ecin koMnproTep ciomaics cypcocbepekeHne, TeXHOJIOTn4eckue Tpedo-
2 Yro Takoe MynpTuMeana. CkaHep M NPUHTEP — KaK C HUMH NPaBUIHHO 00palaThCs BaHMs NPH 3KCIUTyaTallid KOMIIbIOTCPHOI'O
2 KomneloTep U 1oMalIHKuEe KUBOTHBIE, KAaK 3alIUTUTD UX ApYr OT Apyra. CTOWT JM pa3MelaTh psioM pabouero mecta. TUNNYHBIE HEUCTIPABHOCTH

KOMIIBIOTED M JIOMAIIHKUE pacTeHus. JIJisi KOMIILIOTEPA TOKE BAKEH YMCTHIA BO3YX u TpynHocTd B ucnonb3oBannu MKT. Kom-
2 Kaxk npaBuiaIbHO BKIIFOYATh M BBIKIIOUYATh KOMIIbIOTEDP. Kak 3allMTUTE KOMIBIOTEP OT MOBPEXKIACHUIN TUICKTAlHs KOMITBIOTEPHOTO pabodero Mecra
2 CrouT 11 B TPAHCTIOPTE BKJIIOYATH IJIAHIIET WM MOOMIIbHBIE YCTPOMCTBA B COOTBETCTBHM C LEIAMHU €r0 UCIIO0JIE30BA-
3 Kak 3arpsiznasieTcst kommnberotep. [ irnena Kkommprotepa HHAL.
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Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
3 BpenuT i KoMIproTep SKOJIOTHH (M3Ty4eHUsI, BOJTHBI) OcHosneie ycrporictBa UKT.
3 UTO IpOUCXOAUT CO CIOMAHHBIM KOMIIBIOTEPOM? CoenuHenue OJI0KOB M YCTPOICTB KOMIIbIO-
5 IIpaBuiia noBeeHNsI B KOMIIBIOTEPHOM KJIacce tepa, apyrux cpeactB MKT, npocreitmme
5 HNuTtepHet B cucteme 6e3onacHocT. Kak 3ammuruth cam MHTEpHET OIepaluy IO YNPABICHUIO (BKIIOYEHHE U
5 TexHrKa 0€30NaCHOCTH MPHU PadOTE ¢ KOMIBIOTEPOM. VICTOUHHKY NMUTAHUS KOMITBIOTEpA BBIKJIIFOYCHUEC, ITOHMMAaHMC CHUI'HAJIOB O TIO-
5 Uto nenath ecau BoJia Morasa B KOMIBIOTEP WM HOYTOYK TOBHOCTH M HEIOJNA/KE U T.JI.), HCIIOJIb30Ba-~
5 Mo3KeT 111 3aropeThCsi KOMITBIOTED HUC Das3MYHBIX HOCHTENeH HH(OpMauuH,
5 MoskeT JIn BUPYC CIOMATh KOMITbIOTEp? YeM TYIIUTh 3aropeBIIyOCs BbIY. TEXHUKY pacxomHbIX Matepuanos. I'nruennueckue,
OPrOHOMUYECKHE M TEXHUYECKHUE YCIOBHS
6e3omnacHoil akcmtyarauuu cpeacts UKT.
MeranpeaMeTHbIE CBA3U:
OBX. OcHOBHEIE MpaBuUIIA MTOJIE30BAHUS OBI-
TOBBIMM TNpHOOpaMH W HHCTPYMEHTaMH,
CpelcTBaMU OBITOBOM XMMHH, NEPCOHAIIb-
HBIMHM KOMITBIOTEPAMHU U JP.
[IpuponoBenenue. 310pOBbE UYeNOBEKa U
0€30acHOCTb KHU3HH
2 Besne nu ects MHTEpHET? MOKET TN KOMIIBIOTEP 3aMEHUTh KoMnac. Kak MoOuiibHbIE ycTpolicTBa o- | MeTanpeIMeTHbIE CBSA3H:
MOTal0T OPUEHTUPOBATHCS] HA MECTHOCTHU OBX. be3zonacHoe NOBENEHHE 4YEIOBEKA B
2 Hesnakomupl B IHTepHeTe. CTpaHHBIE 3BOHKH 10 MOOMIIBHOMY Telle(hOHY IIPUPOJHBIX YCIOBHUAX: OPUEHTUPOBAHHUE Ha
3 Yto nenaTth ¢ KOMIBIOTEPOM B YPE3BBIYANHBIX CUTYAIUIX MECTHOCTH, M10Jla4ya CUTHAIOB Oe/ICTBUS, J10-
5 KomnroTep 1 MOOUITEHBIC YCTPOWCTBA B UYPE3BBIYAITHBIX CUTYAIIHSIX ObIBaHME OTHSA, BOJBI M NUIIH, COOPYKEHHE
5 Komnbiotrep 1 MOOUITbHBIE YCTPOWCTBA B UPE3BBIYAIHBIX CUTYAIUSIX B METPO BPEMCHHOTI'O YKPbITHSL.
5 KomnbroTep 1 MOOWIIbHBIE YCTPOIMCTBA B Upe3BBIYAMHBIX CUTYAlUSX B AaBUATPAHCIIOPTE CuTyand  KPHMHHOTCHHOTO — XapakTepa,
6 Jononuenus k JITI1. Komnerlorep 1 MobuiibHbIE (COTOBBIE) YCTPOHCTBA B ITpaBHiiax 0€30MaCHOCTH MEPBI HPETOCTOPOKHOCTH H MPaBUjIa IIOBE-
6 KommnbroTepsl 1 MOOMIJIbHBIE YCTPONCTBA B IKCTPEMAIBHBIX YCIOBHUSIX AeHHS. DIEMCHTAapHBIC CIOCOOBI Ccamo3a-
6 Yro Takoe reonH(pOpPMAIMOHHBIE CUCTEMBI. I o6anbHbie na(GopMaonHbie CETH 10 CTUXMAHBIM Oejr- | [HTHL
CTBHSAM [Tpuponosenenue. 310pOBbE HYEIOBEKa U
6 Besne i ects MnTeprer. Th npu paboTe ¢ MOOMIBHBIME YCTPOWCTBAMU Ge30MacHoCTb JKU3HA
6 [TepBas momorp nmpu npodaeMax B HHTEPHETE (CTy>KObI TTOMOIITH)
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Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM

6 Kubeparaku Ha HHOPACTPYKTYPY
2 CKOJIbKO BPEMEHH MOKHO MPOBOJIUTH 32 KOMIbIOTEPOM. Kak MpaBMIIbHO CHJIETh 32 KOMIIBIOTEPOM OcCHOBBI 6€30MTACHOCTH KHU3HEACATEIILHOCTH
3 ITonp3a 1 Bper KOMNbIOTEPHBIX UTp. KoMIbrOTEp M HEOCTATOK JIBUKEHUS 3n0poBblil 00pa3 xku3Hu. DaKTOpPhI, yKpen-
3 BoszeiicTBre KOMIBIOTEpA HA 3pEHHUE | JIp. OpraHbl. [ uruena npu pabote ¢ kommnbroTepoM. CTOMT Ju | JHIOIIKME W PaspyIIaoiue 310posse. Bpen-

ecTb 3a KomnbioTepoM. Kommbrotep u ocanka. KoMmmbeiotep 1 kpoBooOpamieHmne HbIE IIPUBBIYKYU U UX NPO(UIIAKTHUKA.
3 Komnbrorep u 302K. ®dusnueckoe U NICUXUYECKOE 3J0POBbE MeranpeamMeTHbIe CBS3H:
3 KomnreioTep Ha ynule ¥ B 00111€CTBEHHOM TPaHCIOPTE IIpuponoBeseHne. 310pOBbE YENOBEKA H
3 Ynuua u MoOMJIbHBIE YCTPOHCTBA 0e301aCHOCTb JKU3HH
3 Komnberorep B rpo3y
4 OnekTpoHHas kHura. [lonb3a u Bpes
4 ITpeBpalieHre BUPTyalbHBIX 3HAKOMBIX B PeabHbIX
5 WnpopmanronHas neperpyska
5 Wudopmanus, BpeaHas s 310pOBbs
5 Meaunusckas nHpopmaius B MIHTepHeTe — Bcerja Jid OHa MoJIe3Ha
6 Komneiorep u 3peHue
6 Bo3zpeiicTBue paanoBosH Ha 310pOBbe U OKpykarotryto cpeny (Wi-Fi, Bluetooth, GSM)
7 Kommiiekc ynpaxHeHul npu paboTe 3a KOMIBIOTEPOM
7 Boznenicteue Ha 3peHue DJIT, )KUIKOKPUCTAIIIMYECKHUX, CBETOANOJHBIX, MOHOXPOMHBIX MOHUTOPOB
8 Komneiotep B pexume Tpyaa u otabixa. MHbopmanmonnas neperpyska
8 BnusiHue KoMnbroTEpa Ha pENPOAYKTUBHYIO CUCTEMY
9 WHcTpyKIus 1o TeXHUKe 6€30MacHOCTH MpU paboTe Ha KOMIbIOTepe. DIEKTPONUTAHUE U MOAKII0Ye-

Hue Kk HTepHery
0 Kommuiekcsl ynpaxxHenuii juis 3penust npu padore ¢ [1K
9 Bpennbie akTopbl pabOTHI 32 KOMIIBIOTEPOM U MX MOCJIEACTBUS
9 ['uruena npu padote ¢ [1K
10 I1K 1 302K. Opranu3zanus paboudero mecta

IIpodaembl UHTEpHET-3aBUCHMOCTH

2 OO6muit KoMIpIOTep — Kak ero nojaenuts? [louemy ponuTeny npoBepstOT, YTO Thl Aenaelib B MHTep- | OCHOBHI colnanbHON HHPOPMATHKU.

HeTe? OTHveckue U MpaBoBbIe HOPMBI HH(OpMAaIH-
3 Uro Takoe UnTepHeT-coobmecTBo. Kak He npeBpaTuTh CBOIO KU3Hb B BUPTYAJIbHYIO OHHOU JEATEIbHOCTH YEJI0BEKA
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Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS

Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
4 Ecnu cnumkoM 1oiaro HaxoauTees: B IHTEpHETE: 4TO TaKoe HUHTEPHET-3aBUCUMOCTh? Meranpeamernsle cBa3u: OcHOBBI Ge3o1mac-
4 CormanpHbie cetu. JleTckue conuanbhbie cetr. Kakyro nadopmarmio o cede clneayeT BBIKIaAbIBATh B | HOCTU KU3HEIEATEILHOCTH. 310pPOBbIH 00-
cers? Kakas undopmanus npunaanexxur Bam? He ciumkom au MHOTO y Bac Jpy3eil B COlManbHOM | pa3 u3HU. PaKTOphl, YKPEIUIAIOINE U Pa3-
cetu? pylLIaroIye 310poBbe. BpenHbple npUBBIUKU
4 BupryanpHas JINYHOCTb — YTO 3TO TAKOE U UX npodusakTuka
4 3aBucuMOoCTh 0T MIHTepHEeT-001IeH s
4 Pasenedyenus B HTepHere. rpel monesnsie u Bpeansie. I Ipu3Haku urpoBoil 3aBUCUMOCTH
4 CeTeBble UTPBI
4 CaliTbl 3HAKOMCTB
5 30K u xomnerotep. Bunpl 3aBucumoctu. Kak onpenennTs Hanuuue 3aBUCUMOCTH
5 JectpykruBHas napopmanms B THTepHEeTE — Kak ee n30exarb
6 Bunsl HTEpHET-3aBUCUMOCTH
7 st yero moxet ObITh nonie3eH I1K u MHTepHeT (pa3BuBaroiiye Urpbl, o0ydeHue, oomeHue 1 T.11.) U
KaK M0JIb3a IPEBPAIIAETCS BO BPE]
7 KubepkynbTypa (MaccoBasi KyJabTypa B CETH) M JTUYHOCTh
7 [Icuxonoruyeckoe Bo3eiicTBre HH(POpPMAIIMK HA YeJIOBEKa. Y IpaBJI€HNUE JUUYHOCTHIO YEPE3 CETh
8 WHTEepHeT- 1 KOMIIBIOTEpHAs 3aBUCUMOCTD (aaaukius). Kpurepnuu 3aBUCUMOCTH € TOYKH 3pPEHUS TICHU-
XOJIOTOB (TIPUOPUTETHOCTh, U3MEHEHHSI HACTPOEHHUS, TOJIEPAHTHOCTh, CUMIITOM pa3phliBa, KOH(MIIUKT,
peunuB). Kak pa3BuBaercs 3aBUCMMOCTb
8 Tunsl ©HTEpHET-3aBUCUMOCTHU (TIpUCTpacThe K padoTe ¢ KOMIBIOTEPOM, K HAaBUTAIlMM U MOUCKY WH-
(dbopmanuu, UTPOMaHUS U IEKTPOHHbIE TOKYIKH, 3aBUCUMOCTh OT CETEBOT0 OOIIEHUS, CEKCYyalbHbIe
3aBHCHMOCTH)
9 WHTEpHET KaK HAPKOTHK
10 Knaccugukanus HHTEpHET-3aBUCUMOCTEH
Metoasbl o0ecnieyenus 6esonacHocT IIK u MurepHera. Bupychbl 1 aHTHBHPYCHI
3 Iewxenue B UutepHere (cepdunr). 3naku MHTEpHETa, pacckasbiBatoiiye 00 ornacHoi nHpopmarun | JlokaneHble U T00alIbHBIE KOMIIBIOTEPHBIE
CeTH.
4 Nure B MHTEpHETE TOJBKO TO, 4TO BaM TpeOyercs. Kak 3ammruThest oT BpenHoro kontenra. Yro | IlonckoBele HMH(OPMALMOHHBIE CHCTEMBI.

TaKoe KOHTEHT-(QUIBTPbI

Opranu3zanus novcka HHGpOpMaIuHu.
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Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS

Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM

4 ITouck nndopmanuu. Uro Takoe nouckossle cepsepbl? Kak ¢ ux momMouipio 3aiuTuTh ce0s OT HexXe-

JaTeabHON nHpopMaIu
4 ITouck nadopmanmu. Pogurensckuii KOHTpoIb. Kakue mporpamMMel Jij1st STOTO CYIIECTBYIOT
4 [Touck nupopmanuu. OOpamiaiiTe BHUIMaHUE HA MPEIYNPEKACHUS O BPEIOHOCHOM COAECPKUMOM I10

HalJeHHON CCBUIKE
6 3amyra MOOMJIBHBIX YCTPOUCTB
6 3amuTa nereit B counanbHbix cetax. [10 mst ponuteneil. OrpaHnueHne BpEMEHN HAX0XACHUS B CETH
7 Mertob! 3auThl HOTO U BUIEOMATEPUAIOB OT KOIMPOBAHUS B CETH
7 3amuTa OT KONUPOBaHUsI KOHTEHTA caiiTa
8 IIpobnemsl 6e30nacHoCTH HHMpacTpyKTyphl IHTepHEeTa (IPOTOKOJIBI MApIIPYTH3ALMK CETH, CUCTEMA

JJOMEHHBIX UMEH, CPEICTBA MAPIIPYTU3ALMHU U T.11.). MeTo/bl 3aIUTHI
8 ITpoBepka nojyiMHHOCTH (ayTeHTH(UKanus) B IHTepHeTe
8 Mepsl 6e3omacHocTH Juid noab3oBaresst WiFi. Hactpoiika 6e3omacHocTH
9 CpencTBa 3alIUTHI B CETH: MEKCETEBBIE IKPAHbI, KpUIITOMAPIIPYTHU3aTOPbI, CEPBEPHI AyTEHTUPHUKALTUI

u T.71. OOMaHHBIE CUCTEMBI JJIs1 3aIUTHl HHPOPMALIUU B CETAX
9 3amuTa caiiToB
9 Cuctembl 0OHapyxeHus atak. be3onacHOCTh XOCTHHIa
9 Th npu 3arpyske daiinon
10 OcHoBHbIE Mepbl KHOepOe30macHOCTH. be3onmacHocTh MpHUI0KEeHUH, CepBEPOB, KOHEUHBIX MOJIb30BaTe-

nen
10 3amuTa OT aTak, MOBbIIIEHNE TOTOBHOCTH
10 Anmnapatnas 3ammra [10 u cetu (31eKTpOHHBIE KJIIOUH, alllapaTHble OpaHIMay3phl)
11 Crnioco0r1 obecriedenust 0€30nacHOCTH BeO-caiiTa
6 Kak 3amututh 1anHsle ot norepb. KonupoBanue u Boccranosnenue. Beerna au MOKHO ciacTé ¢BoM | 3amuTa WH(OpPMAIHH.

JTaHHbBIE TexHoNOrUM U CpeacTBa 3aluThl HHOPMa-
6 3ammra ¢aitios. UTo Takoe MpaBo J10CTyna IIUH B TJI00AIBHON U JIOKAJIbHON KOMITBIOTEP-
7 3ammra Qaitnos. [IpaBa nmons3oBareneit HBIX CETSAX OT pa3pylICHUs, HECAHKIIUOHUPO-
7 3amuTa npu 3arpy3Ke U BBIKIOYEHUH KOMIBIOTEPA BaHHOTO JIOCTYyIA.
7 bezonacHOCTh pH CKauMBaHUU (PaiioB
7 be3onacHocTh nmpu nmpocMoTpe GUILMOB OHJIANH
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Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS

Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
7 3amyra nporpamMm M JJaHHBIX OT HECAHKLIMOHUPOBAHHOIO KOMMpoBaHus. OpraHu3aluoHHble, OPUIH-
YeCKHUE, IPOrPAMMHBIE U IIPOTrPaMMHO-aNNapaTHbIE MEPHI 3aIUThHI
7 3aiyTa NporpaMm 1 JaHHBIX C IOMOIIBIO ApOoJIeH, MPOrPaMMHBIX M 3JIEKTPOHHBIX KIIIOUEH, CepUIHBIX
HOMEPOB, IIEpEeHOCca B OHJIANH U T.1I. HenepemeniaeMble IporpaMmsl.
11 Kak y3HaTh MecTonosnoxeHue komnororepa no [P-agpecy
11 3amMra B HOMCKOBBIX CUCTEMaX ((QUIIBTPHI U1 OTPaHUYEHUS TOTEHLUAIBHO OMTACHOTO COJIEPKUMOT0).
Hacrpoiiku 6e3omacaocTr Be0-0pay3epos (Internet Explorer, Firefox u T.11.)
8 Hactpolika komnbroTepa 11 6e30nacHoil paboThl [TporpamMHBIe cpencTBa Co3/1aHUS UHPOP-
8 OuOKu 1ob30BaTeN s (YCTAHOBKA HECKOJIBKUX AHTUBUPYCOB, YCTAHOBKA CITUIIIKOM OOJIBIIIOTO YHC/Ia | MALIMOHHBIX OOBEKTOB, OpraHU3aLys JU4-
IpOrpamMM, OTCYTCTBHE PE3EPBHOIO KONUPOBAHUSA U T.11.) HOro MH(pOPMAIMOHHOTO MPOCTPAHCTBA, 3a-
8 Meps! TM9HON 6€30MaCHOCTH HPH CETEBOM 00meHrH. HacTpoiiKu NPUBATHOCTH B CONMABHBIX CETAX | IIMTHI HH()OPMALIUH.
9 IIpenoTrBpaienue HecaHKIIMOHUPOoBaHHOTO foctyna K [1K. ITaponu, GuomeTpudeckne MeTO bl 3alUThI
1 ayTeHTU(UKALKs ¢ TOMOIIbIO BHEIIHUX HOCUTENEH
9 IIpocTele 1 AMHAMUYECKU U3MEHSIOIMECS TapOJIn
9 bopbba ¢ yreukamu uHpopmanuu. CpeacTBa KOHTPOJIsL JOCTyIa
9 IIpaBa nonb3oBareneii. CnocoObl pa3rpaHUueHuUs JOCTyIa
10 3amura 1K Ha sTane 3arpy3ku. [Tapamerpsl 6e3onacHoctu [1K. O6HOBICHUS
10 3amuTa ¢aitioBoil cucremsl. PaitioBelie Tabauibl. [IpaBa nocryna
10 Pe3epBHOE KONMpOBaHUE U BOCCTAHOBJIEHKE NaHHbIX. BoccTtanoBnenne OC. AnmapaTHble U IPOrpaMM-
HbIE Cpe/ICTBa
10 YeM 0TIIMYAIOTCS METObI 3AIIUTHI ONEPAIIMOHHOMN CHCTEMBbI, TPOrPAMMHOT0 00eCrieueHus M JJaHHBIX
9 Th npu pabote ¢ nouToit OJIEKTpOHHAsl TNO4YTa KaK CPEACTBO CBS3H;
11 OmnunaiiH cepBHCHI /17151 0€30I1aCHOCTH TMOJIb30BaTElNs B UHTEpHETE (MPOBEpKa KOMITbIoTepa U (haijioB Ha | IPaBHIIA MEPEMHUCKH, MPUIOKCHHUS K IMHUCh-
BUPYCHI OHIIAMH, OHJIaiH JeakTuBalus SMS-BHPYCOB, MPOBEPKa CaiiTa Ha BUPYCHI, MPOBEepKa (ailjioB | MaM, OTIIPABKA M IOJy4EHUE COOOICHHS.
1o e-mail, onpenenenue aapeca crpaHulibl, mposepka croumoct CMC u nip.)
11 Hactpoliku 6e3011acHOCTH TOYTOBBIX IPOTrpaMM
11 DNeKTpoHHAasl ToYTa M CHCTEMbl MTHOBEHHOTO OOMeHa cooOmieHusiMu. HacTpoiiku Oe3omacHoCTH
Ckaiin, ICQ u np.
4 [TpaBunbHO 1 pabotaet kommbioTep? [Ipu3Haku paboTh BUPYCOB 3ammra WHPOPMAIMK OT KOMITBIOTEPHBIX
5 Bupycsl uenoBeka 1 KOMIIbIOTEpa BHUPYCOB
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Kaace

Tembl kypca «OCHOBBI KHOEpP0Oe30MaCHOCTH

Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS
0o0pa3oBaTeIbHBIX NPOrPAMM

I{enu KOMITBIOTEPHBIX BUPYCOB

JleueHue kommprOTEpa

Kak pacnpocTpassitoTcst BUpyChI

HUcrounukm u IMPHUYKUHEBI 3apa>KCHU

Ckopas komnbloTepHas nomoulb. [Ipu3Haku 3apaxeHust KOMIIbIOTEpa

Yto Takoe AHTHUBUPYCHAA 3allIMTA. Kak meunts KOMIIBIOTECP

Kak pa3BuBanuces BUPYyChI

MoryT 1 BUpYychl Bo3JeiicTBOBaTh Ha anmnaparypy [1K

Kak Bupycsl Bo3feiicTBy1oT Ha (¢aiiisl I[IpoBepka Ha Hannmuue BupycoB. CKaHepsl U JIp.

MoskeT 11 BUpycC BO3J€IICTBOBAaTh HAa pabOUnil CTOJ

Uctounuku 3apaxenus [1K

AnTtusupycHoe [10, Buapl 1 Ha3HAUYEHHE

MeTtop! 3amuThl OT BUPYcoB. Kak pacrio3HaroTCsi BUPYCBI

Bupycs! 1151 MOOMIIBHBIX YCTPOMCTB (MOOMIIbHBIE OaHKEPHI U JIP.)

Tunsl BUpycoB. OTIMYMS BUPYCOB U 3aKJIaJI0K

A AR IR IENEENEENIENIEN oYl oY koS RV, RRV) |

[Ipu3Haky 3apa’keHUs] KOMIBIOTEPHBIX Hporpamm. ['ie MokHO OOHapyXHUTh MOJ03PUTENBHBIE MPO-
1[ECChI

10

OC u ux Bo3MokHOCTH B O0pbbe ¢ Bupycamu (Windows. Linux)

PasnoBunHoCcTH BUpycoB. UepBH, TposiHbl, ckpunThl U ap. llnunonckue nporpammsel. ludposains-
KU, Xakepckue yTHiINThl. CeTeBble aTaku

10

AnTtuupycHas 3ammra [1K, cetn 1 MOOMIIBHBIX TOJIB30BaTENEH

AnTuBHpycHsle nporpaMmsl 11 11K: ckaHepsl, peBU30pHI U Ap. BeIsIBIEHNE HEM3BECTHBIX BUPYCOB

10

3amutHoe [10. AHTHBUpYCHBIE TporpaMMbl. MexcereBble 3kpanbl. bpanamayapsr (10)
Haubonee u3BecTHble aHTUBHpYcHble mporpaMMel. Kaspersky Internet Security. Dr.Web Security
Space. ESET NOD32 Smart Security. becnimaTHble mporpaMMBbI-CKaHEpHI

Busl nporpaMMHoro odecrneueHus

10

Hactpoiika antuBupycaoro [10
Kommepueckoe u 6ecrutatnoe antuBupycHoe 110

[TpaBuia MOAMUCKY HA aHTUBUPYCHBIE TPO-
rpaMMbl ¥ WX HACTpOWKa Ha aBTOMAaTHYe-
CKYIO NTPOBEPKY COOOLICHU.

Mowmennuyeckue aeiicreus B Mnrepuere. KuGepnpecrymienus

\ UTo Takoe JEKTPOHHBIC JCHBI'H, KaK C HUMH MPAaBUIILHO oOpamarbes (2/15)
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Kaace

Tembl kypca «OCHOBBI KHOEpP0Oe30MaCHOCTH

Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS
0o0pa3oBaTeIbHBIX NPOrPAMM

ITouck nndopmaruu. «HeHy)HbIe» CCBUIKH M peKama

HNHTEpHET M AKOHOMMKA — ITOJIb3a M ONMMACHOCTh. KTO M Kak MOKeT HaBpeIuTh B IHTepHETE

BHGKTPOHHS.H TOPIroOBJIsA — €€ OIIACHOCTHU

CkouibKo cTosT ommobku B MIHTEpHETE

[Touck B MnTepuere. Ecian Bam cooOIIatOT 0 BBIUTPHIIIE B JTOTEPEIO

ITouck B I/IHTCpHCTe. Ecau Bam npeJjiaratoT yCTaHOBUTb HOBOC ITPUJIOKCHUC

ITouck B UnTepHere. Eciiu Bam npeaaraiot OECIIaTHBIE HTPEI

ITouck I/IH(bOpMaI_II/II/I. Ecau Bam IpejIaratOT 4To-TO KYIIUTh

KubepnpecTyniaeHus: — 4To 3To Takoe

BupryansHble 1py3bs — KTO OHH

NN N KK PA|PA LW WW W

OmnacHocTr MOOMIIbHOM CBsI3U. [IpeyioxeHns Mo yCTaHOBKE BPEAOHOCHBIX MPUIOKEHUH. MOIIICHHU-
yecke SMS

(@)}

HpOCJ’IYI_HI/IBaHI/IC pa3roBOpPOB. Onpe,ueneHI/Ie MCCTOITOJIOKCHU A TCJ'IG(I)OHa

|

Bunel momennnyectBa B MIHTepHete. @umuHr (papMuHr)

A3zaptable urpel. OHnaitH-ka3uHo. bykMmekepckue KoHTOpbI. [Ipemnoxkenus aAjig «MHBECTUPOBAHUS»
JIEHET. BBIMTPBII B JIOTEPEIO

MormeHHn4eckue aeiictBust B cet. Ilpeanoxenus o pa3010KUpOBaHUM MporpamM (OJI0KHPOBLIMKH
windows). JIo>)kKHbIE aHTHBHUPYCHI

ITonmeHna cTpanull B MHTepHETE (CalThI-KII0HBI). DanbirBbie PailliooOMEHHUKN

MomuenHnveckue aeicteust B cetu. COOp «10KepTBOBaHUI» Ha OJIArOTBOPUTENBHOCTD. «Jlerkuii 3a-
pabotok» B Untepuere. [Tupamus

Yro Takoe BHGKTpOHHBIﬁ KOHICJICK — y,[[06CTBa u HpO6HCMBI Oe3omacHoCTH. «OOMEHHUKN) JJIA DJICK-
TPOHHBIX JCHET

MorreHHUYeCTBO TIpH pacnpoctpanenun «oecrmatHoro» I10. Tlpogaka «oOydaromux KypcoBy s
OunsHeca

IInatHBIC MPCAJIOKCHUSA pa6OTBI. IInatHBIN IPOCMOTP BUACOMATCPUAIIOB

Texnonornn ManunynupoBanus B lHTepHeTe

Tb npu uHTEepHET-001ICHUN

Tb npu peructpanuu Ha BeO-caiitax. Th Ha caiiTax 3HAKOMCTB

—|—|\O| 00|00
p— | p—

Komnerorepnoe nuparctso. [lnmarunar

[IpaBoBbIe HOPMBI, OTHOCALIUECS K UH(DOP-
MallMy, MpaBOHApYyLIEeHUs B WH(POPMAIMOH-
HOM cepe, Mephl UX MPEAOTBPAILEHUS.
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Kaace

Tembl kypca «OCHOBBI KHOEpP0Oe30MaCHOCTH

Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS
0o0pa3oBaTeIbHBIX NPOrPAMM

11

KubepHaemHnky 1 KuOEpACTEKTHBBI

11

Ornenka ymep6a oT KuOeprpecTynaeHui

[Touck nHpOpMAIMU: eciiu y Bac TpeOYIOT IMYHYIO HH(OPMALIKIO TPH CKaYMBaHUM JTaHHBIX. UTO Takoe
JTr4aHas “HGOpMaIus

BI/II[I)I HHTCPHCT-MOILICHHNYCCTBA (HI/ICBMa, PCKiIaMa, 0X0Ta 3a JJMYHBIMH JaHHBIMU 1 T.H.)

3

VYTeuka u O6Hap0):[OBaHI/Ie JINYHBIX JaHHBIX

|

[Ton6op u mepexsar napoJsieid. B3joMbI akKayHTOB B COIMATBHBIX CETAX

Jlnunas wuHbopmanusg, uHGOPMALMOHHAS
0e30macHOCTb, WH(POPMAIMOHHBIE 3THKA U
paBo

CeteBoii dTuker. Ilcuxos0orus u cerhb

UYT0 Takoe MHTEPHET-3TUKET

Kak BecTu ce0st «B rocTsIx» Yy CETCBBIX I[py3€l>i

ITomoraet 1u KOMIIBIOTCP CTAaThb JIy‘IIJ_IC? O6H_IGHI/IC B COMAJIBHBIX CCTAX

Otuker B HTepHeTe npu paboTe ¢ NPOEKTOM B IpyIiIe

YTo Takoe HETUKET U IIOYEMY OH ITOSABUJICH

[TpaBuna obOuienus B Uutepuere. OCHOBBI CETEBOTO ATHKETA

HepenHCKa B CETH. DTHKET IIpH TICPCIHCKE. Yto Takoe cram

IIpaBuia noBeeHUs B CKalne

UYro takoe popym. 3auem cymecTByeT Moiepanus

OO11eHre B CETH U €ro MOCIeACTBUs. Arpeccusi B CEeTH

[Icuxonornueckoe BnusiHue yepes MHTepHeT

Kak 3ammrtuth cebst B UHTepHeTE

Yro Takoe JTNIHEIC JaHHBIC. BCG, YTO BBIJIOKCHO B I/IHTepHeT, MOXET CTaTh U3BECTHO BCEM

«JInmasist uadopmarmsi» o cede u apyrux B UatepHere. Kakas nHdopmaius npuHaiiesKuT Bam

AHOHUMHOCTB B CETU

NNV N[N (W |

Uro takoe 3TukeT. Buabl aTHKeTa (JTMUHBIN, 1€70BOM, MMCbMEHHBIN, TMCKYCCUOHHBIN U 11p.). Paznuuus
JTUKETA B Pa3HBIX CTPAHAX

Kaxk mosiBusicst HeTukeT, uyTo 9T0 Takoe. O01mue mpaBusa CETeBOTO ATHKETa

OTHKa HHCKYCCHﬁ. BzauMHoe YBAXKCHUC IIPpU I/IHTepHCT—06H_[eHI/II/I

DTHUKET 1 0€30MacHOCTh. DMOIIMH B CETH, UX BBIPAKCHUE

(o)} ] fo o)

PeanpHas 1 BUpTyanbHasi THYHOCTb, pealbHbIC BCTPEUH C BUPTYATbHBIMU 3HAKOMBIMHU U X OMACHOCTH,
YTpo3bl U OCKOPOJIEHUSI — YEM 3TO MOXKET 3aKOHUUTHCS

OCHOBBI COLMAIBHOM HHPOPMATUKH
OTHuYecKue U MpaBoBble HOPMBbI HH(OPMAIH-
OHHOM JIeATEIILHOCTHU Y€JIOBEKA.
WudopmannoHHas 3THKa ¥ IpaBo, nH(popMa-
IIMOHHAs Oe30macHOCTh. [IpaBoBbIE HOPMBI,
OTHOcsIMecs K MHPOpMalUU, MpaBOHAPY-
IIeHHs B MTHPOpPMAaIMOHHON cepe, Mephl nx
IIPEIOTBPALLEHUS.
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Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS

Kaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
o0pa3oBaTe/bHBIX IPOrPAMM
6 [Tcuxonoruveckass oocranoBka B MHTepHeTe: rpudUHT, KHOEPOYIITUHT, KHOEPMOOOUHT, TPOJIJIUHT,
OymMIuY
6 Ecinu BB cTasM %KepTBOH KOMIBIOTEPHON arpeccuu: ciayO0bl TOMOIIU
9 IIpuMepsl STUYECKUX HAPYLIECHUN
10 3HaueHUe CETEBOT0 ITUKETA
6 JInuHoe ob11eHNe U OOIIEHUE B IPYIIIE — YeM OHH OTIMYAOTCs (YaThl, (POPYMBI, CIIy>KObI MTHOBEHHBIX | [IpuMepsl opraHu3any KOJUIEKTUBHOTO B3a-
COOOMICHNH) umojeicTBus: Gopym, TernekoH(pepeHIus,
8 be3onacHas paboTta B ceTu B IpolLecce ceTeBO KOMMYHUKAIUH (4aTbl, GOPYMbl, KOHPEpEeHINH, CKaii, | Yat.
colMaNIbHBIC ceTH | Tp.). CeTeBoii 3TUKET. TepMUHBI CETEBOTO STHKETA: OBEPKBOTHUHT, (hiieiM, iy,
o dTONUK, CMAMIIUKH | JIP.
IIpaBoBble acneKThl 3alIUTHI KUOEPIPOCTPAHCTBA
6 CobctBenHocTb B IHTEepHETE. ABTOpCKOE IpaBo. MHTemekTyanbHas coOcTBeHHOCTb. [iiaTHast u Oec- | [IpaBoBble HOpMBI, OTHOCAIMECS K UH(DOP-
1aTHas nHGopManys Maluy, IpaBOHAPYIIEHHUs] B UHPOPMAIOH-
7 3amyra npaB noTpeOUTeNeH MpH UCIOIb30BaHUH ycayr IHTepHeT HOM cdepe, Mepbl X MPeTOTBpPAILEHUS
7 3amra npaB noTpeduTesnel ycayr npopaiaepa MertanpeamMeTHble CBA3M:
8 Kak paccrnenyroTcst npecTyrieH s B CETH OOmectBo3Hanue. I[IpaBoBoe perynaupoBa-
8 OTBETCTBEHHOCTD 32 HHTEPHET-MOUIEHHUYECTBO HHE OOIICCTBCHHBIX OTHOLICHUN
9 IIpaBoBbIe aKThl B 00J1aCTH MH(MOPMAIIMOHHBIX TEXHOJOTUHN U 3alIUThl KHOEPIPOCTPAHCTBA
10 OTBETCTBEHHOCTb 3a KMOEPIPECTYIICHUS
10 Koncturyimonnoe npaBo Ha MOUCK, TOJIYYSHHE U pacnpocTpanenne napopmannn. OenepaibHbIN 3a-
KoH 0T 29.12.2010 N 436-®3 (pex. ot 28.07.2012) "O 3amuTe neteit oT HHPOpMAIIH, TPUUUHSIIONIEH
BpEJ1 UX 370pOBbI0 U pa3BuTHi0" (nefictByer ¢ 1 cenTsiops 2012 roga)
10 HNudopmannonnoe 3akononatenscTBo P@. 3akon PO "O6 undpopmanuu, nHHOpMaIMOHHBIX TEXHOJIO-
TUsIX U 0 3amuTe uHpopmanuu”
10 VYT070BHAs OTBETCTBEHHOCTH 3@ CO3/1aHUE, UCIIOIb30BaHUE U PACTIPOCTPAHEHHE BPEAOHOCHBIX KOMIIb-
10TepHBIX mporpamm (cT. 237 YK PD)
10 [IpaBoBast oxpana nporpamm ans 9BM u BJl. Kommepueckoe [10. becinatnoe I10 (FreeWare, Free,
Free GPL, Adware), ycinoBrao-6ecrnaraoe 10 (Trial, Shareware, Demo)
11 [IpaBoBBIE OCHOBBI JI 3aLIUTHI OT ClIaMa
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Oo0s13aTeJIbHBIIE MUHUMYM CO/IE€PKAHUS
Kuaace Tembl kypca «OcHOBBI KHOepOe30MacHOCTH
0o0pa3oBaTeIbHBIX NPOrPAMM

11 [IpaBOBBIE OCHOBBI 3aIIUTHI HHTEIUICKTYaIbHON COOCTBEHHOCTU. ABTOpPCKOE TIpaBo. [IpaBoBas oxpaHa

nporpamm i1 OBM u BJ1
11 Jlunensuonnoe 110. Buapl munensuii (OEM, FPP, kopriopatuBHblie nutieH3uu, noamnucka). [10 ¢ ot-

KkpbIThIM K010M (GNU GPL, FreeBSD)
11 [IpaBo Ha uHpOpPMAIUIO, HA COKPBITUE JaHHBIX, KaTeropuu uHpopmanuu. [lepconanbubie u 001IE0-

CTYIIHBIE JIaHHbIE, OIPaHUYEHHBIN JOCTYyM. 3aKoH «O NEepCOHAIBHBIX JaHHBIX». YKa3 npe3ujeHra PO

0 CO3JJaHUM JICICTBEHHOM CUCTEMbI TPOTUBOICHCTBUSA KOMITbIOTEPHBIM atakaM oT 15 suBaps 2013 r.
11 Yronosusiit konekc PO, paznen «lIpecrymienus B cepe KOMIBIOTEpHOM HHDOPMALIUN

I'ocynapcTBeHHasi NOJMTHKA B 00J1acTH KH0ep0e30NacHOCTH

3 Kak rocynapcrso 3ammimiaet nHQOpMAaIIo WudopmaninoHHbie pecypchl U KaHaJbl TOCY-
4 Boiinel Hamero Bpemenu. Uto takoe kubepBoiiHa JlapcTBa, 00I11eCTBa, OPraHU3aluu, UX CTPYK-
4 Uro Takoe undopmanus. [IpaBo na uadopmanuio 8 Koncruryrmm Typa.
4 [ToueMy roCyapCcTBO 3aMIMINAET HH(HOPMALIUIO 3amuTa HHGOPMALKH
4 3amuTa rocyjapcTBa 1 3aliuTa KUOepnpoCcTpaHCTBa
9 JlokTprHa nHGOPMAIIMOHHOM 0€30MaCHOCTH
10 Kubepsoiicka
10 3amuTa KHOeprpoCTPaHCTBA KaK OJTHA U3 3a7a4 BOOPYKEHHBIX CHII
10 WNupopmannonnas Boiina. MlHpopmaimoHHoe opyxue
10 ITaTpuOTU3M U UHTEPHET
11 WNnpopmannonnas BoiiHa. Hpopmanmonnoe Bo3zeiicTBue. BoenHas, rocyqapcTBeHHas, KoMmepue-

CKas TaiiHa. 3aluTa CaiiTOB TOCYIapCTBEHHBIX OPTaHOB (IEKTPOHHOE MPABUTEIHCTBO)
11 Kakue opransl BIacTi OTBEYAIOT 3a 3aIIUTY KHOEPIPOCTPAHCTBA
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4. [IpuMepsbl YPOKOB MO Kypcy «OCHOBbI KU6€P6€e30MacHOCTH»

4.1. 2 xnacc. Kak npyuHecTH B KJ1acc poTorpaduu U pUCyHKH AJIS1 YPOKA U He MO0-
BpeAUThb LIKOJIbHOMY KOMNbIOTEPY?

Oxpyxawmuii mup: «Kakue ObIBaIOT pacTEHUSD

XapakrepucTuKa JesiTeIbHOCTH y4yammxcesi: [lonumaTts yueOHyI0 3amauqy
YpOKa M CTapaTbcCs €€ BBIIIOJIHUTD; YCTAHABIMBATH 110 CXEME Pa3INUMs MEXIY TPyIl-
naMHu pacTeHMii; paboTaTh B Mape: Ha3bIBaTh U KIACCHU(PHUIMPOBATH PACTECHUS, OCY-
HIECTBJISITH CAMOIIPOBEPKY; MPUBOIUTH IPUMEPHI IEPEBbEB, KyCTAPHUKOB, TPAB CBO-
€ro Kpasi; ONpeesATh PACTEHUS C IOMOLIBIO ATIIACa — ONPEACIIUTENS; OLEHUBATH 3C-
TETUYECKOE BO3JICHCTBHE PACTEHHUI Ha YesIoBeKa; paboTaTh CO B3POCIBIMH: HaOIIO-

JaTb M1 T'OTOBHUTH pPacCCKa3 (d)OTODaCCKa?») O KpacoTe DaCTeHHﬁ; (bOpMYJIHpOBaTB BbI-

BOJbI N3 U3YUCHHOI'O MaTCpHalad, OTBCYATh HAa HTOI'OBBIC BOIIPOCHI M OLICHNBATL CBOH

JOCTUKEHUS HA YPOKE.

Ha stame npencraBieHus ydanuMUCs TIOJITOTOBJICHHBIX C MTOMOIIBIO CTAPIIIAX
dboTtorpaduii (B COOTBETCTBUH C JJOMAIITHUM 33JIaHUEM ) TIPEIJIaraeTCs TeEMa U3 MOYJIS
«O6mue ceenenus o 6e3omacHoctu [1K u MaTepHeray.

Iean: 3HAKOMCTBO ¢ TIpaBUJIaMU OOpaIICHHs] ¢ yCTPONCTBAMH BHEIIHEW Tia-
MSITH.

3agaum:

oOpa3oBareJibHbIE:

MMO3HAKOMHTH C MIPUEMaMU M KOMTUPOBaHUS (PailioB Ha pa3IUYHbIC YCTPOUCTBA
¥ OCHOBHBIMH CITOCOOAaMHM MPOBEPKH BHEITHUX YCTPOMCTB Ha HAIMYUE BUPYCOB

pa3BuUBaOIIUeE:

Croco0CTBOBATH (POPMUPOBAHUIO HHOOPMAITMOHHON KYJIBTYPhI YUaIIHXCS

BOCIHTATEJIbHbIE:

BOCITMTBIBaTh OTBETCTBEHHOE OTHOIICHHE K padore ¢ [1K.

3nanus:

OCHOBHBIC ITPHUCMBI pa6OTBI C KOMIIBIOTEPOM
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OCHOBHBIE TIpaBujia pabOTHI ¢ HOCUTEIIMU UH(POPMAITUN
Ymenus:

BBITIOJTHATH OCHOBHBIE JICHCTBUS C (hailiaMu

Hasuvixu:

KonupoBaHue ¢aitnon

nmpoBepka (paitioB Ha BUPYCHI

MeTtoabl 1 popMbl 00ydeHHUsI: CIIOBECHBIH (paccka3), HATJISIHbIN (IeMOHCTpa-

1Us1), TPAKTUUECKUIi; HHTEepaKkTUBHAsA ¢opMa oOyueHus: (0OMeH MHEHUSIMU, UH(DOP-

Maliueit), onpoc.
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Hcnoan3dyemas iuteparypa u web-pecypcsl:

. [Monexaesa O.A. Meroaunueckoe nocodue as yunreneit. Uapopmaruka. YMK

JUIsl HavaiabHOM mikonbl. 2-4 kimacceel. — M.: BUHOM. JlaGoparopusi 3HaHuM,

2013.-136 c.: un.

. PpDKKOB B.H. MeTtoauka MIPETO/IaBaHUs uHpopMaTuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoka:

1) [TocTanoBka uenu ypoka (1 Mun).

2) AxTyanu3aius 3HaHui (2 MUH).

3) N3ydeHune HOBOTO MaTepualia u npaktudyeckas padora (5 MuH).
[TonxiroueHne ycTporncTBa NaMsITH K KOMIIBIOTEPY.

3amycK aHTHUBUpYCA U1 IPOBEPKU YCTPOMCTBA.

4) 3akpernieHue U3y4eHHOro MaTepuania (2 MuH).

TexHuuyecKue cpeacTna:

KoMmbroTepsl 1 pa3iauyHble yCTPOMCTBA AJIs XpAaHEHHS] HH(POPMALIUH.

Xox ypoka


http://nto.immpu.sgu.ru/sites/default/files/3/__12697.pdf

1) IlocTanoBKA 1eJIH YPOKA.

JesiTeJJbHOCTD yuMTeas: Bbl y)ke ydninnch HaxoauTh B MIHTEpHETE HYXHYIO
UH(pOPMAIIMIO U COXPaHATh €€ Ha KoMIbloTepe. Bbl 3Haere, uTo Takoe (aiiia u 4To ¢
HUM MOXHO Aenats. Ho 4To nenarts, eciiu Hy»KHO nepeHecTd (aiil ¢ 0JHOTO KOMITbIO-
Tepa Ha apyroi? Jljist 3Toro ecTh MHOTO cioco00B. PaccMOTpuM OJIMH U3 HUX.

JlaBaiiTe BCIIOMHUM, YTO Takoe (ailyl u T OH HaXOJAUTCA.

JeATeJbHOCTD yuyammxesi: Gaitn — 370 yacth uHpopManmu, XpaHsuieincs Ha
JUCKE KOMIIBIOTEPA WM HE APYTOM YCTpOMCTBE. B (aiine MoxkeT coaepKaThCsl TEKCT,
PUCYHOK, My3bIKa, PriIbM B MHOTOE nipyroe. Kaxapiii (haitn nmeer coOCTBEHHOE MM,
0 KOTOPOMY €ro MOXHO HaiTtu. MHdopmaliuio, HallAEeHHYIO B CETH, MOYXHO COXpa-
HUTH B BUJIE (haiiia Ha JHCKe.

2) U3y4yeHue HOBOI0 MaTepHaJia

JesareapHocTh yuyMTeasi: IlocMOoTpuTe, CKOJIBKO CYIIECTBYET pPa3HbIX
YCTPOMCTB, HA KOTOPBIX 3alMCaHbl (Dailibl (CaeayeT JeMOHCTpAIUs JUCKEThI, (uiem-
Hakonurens, CD-nucka, poroanmnapara, cMaptdona). Ilokaxure, Ha Kakux ycTpoil-
CTBaX COXpaHWIU (ailsibl BBI.

Brl BunTE, KaKk 3TH yCTpOMCTBA OTJIMYAOTCA APYT OT Apyra. Ho ecTh y HUX U
oO11ee — yToObl Y3HATh, UYTO HA HUX XPAHUTCS, UX HY’KHO MOJKIIFOUNUTH K KOMIIBIOTEPY.

JIns KaXa0ro U3 yCTPOMCTB €CTh CBOM CIOCO0O MOJKIIOUCHHS K KOMITBIOTEPY
(manee paccka3 COmpoOBOXKIAETCS TEMOHCTpaueil). J(uckera BCTaBisieTcs B cCieuaib-
HBIA AUCKOBOJ JUIsl TMOKUX AUCKOB. [IpaBaa, Ha TUCKETYy MOKHO 3aIucaTh COBCEM He-
MHOTO MH(popmaru. ONTHYECKUI TUCK MO3BOJISIET COXPAHUTh B COTHHU pa3 OoJibliie
uHpopmanuu, yem auckera. s CD u DVD Toxe cymectByet cBoii nuckoBo. Flash-
HAKOIMUTEIN HECMOTPS Ha CBOM MaJ€HbKUE pa3Mepbl MOTYT XPAaHWUTh B JECATKU pa3
OoJsibiiie HHGOPMAIIUU, YeM ONTHYECKUM AUCK. [ToakTrouaroTcs OHM Yepe3 creruaib-
Heie USB-pazwsembl. OOpatute BHUMaHHE, YTO TAaKOE YCTPOMCTBO JOJKHO BCTaB-
JSTHCSI AKKypaTHO W MPABUJIBLHO — €CJIM BCTAaBUTh (IICHI-HAKONUTEIb HE YIAETCs, TO
CKOpEe BCEro €ro NpoCcTo HEMpaBWIbHO NMoBepHyIH. Ho HE TONbKO (heni-HakonuTeNb
HY>KHO BCTaBJISITh MPABUIIBHO — OTO Kacaercs BceX yCTpoucTs. IIpu HenpaBuwibHOM

oOpamieH MOKHO MOBPEIUTh U YCTPOIMCTBO MaMsATH U KOMIbIOTEp. Takke HYKHO
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YMETh NMPaBUIILHO U3BJIEKATh YCTPOUCTBO U3 KOMITbIoTEpa. Daiiibl MOKHO XPaHUTh U
Ha Jpyrux ycrpoicTBax. Hampumep, ectb mamsarh y mudposoro ¢oroamnmapara. Ero
TO>KE MOXHO MOJKIIOYUTh K KOMITbIOTEPY depe3 pazbeM USB, HO ¢ moMolibio crieru-
allbHOTO Kalens (WM MepexOoJHOr0 YCTPOWCTBA), KOTOPBIA MO3BOJSET COCIUHUTH
pazseM USB xommwrorepa u pazbem Micro-USB ¢oroanmapara. Takum ke criocooom
MOKHO MOAKJIIOYUTH K KOMIbIOTEpY cMapT@oH uiu 1ieep. Hekoropsie ycTpoiicTBa
nojikiIroyaroTess uepe3 pazbeM Mini USB, moxoxwuit Ha Micro-USB, HO HECKOIbKO
Oonpiiero pasmepa. Hampumep, Takue pazbeMbl ObIBAIOT Ha MEPEHOCHBIX KECTKHUX
nuckax (BuHUecTepax). beIBaloT u Apyrue BUbl pazbeMoB. Kadenb 1Jist MOaKII0ueHUS
K KOMITBIOTEPY JOJKEH BCETJa XPaHUTHCSI BMECTE C TAKUM YCTPOIMCTBOM MaMSTU U
MOJKJIIOYATh KaXKJI0€ YCTPOUCTBO HY)KHO Yepe3 COOCTBEHHBIN KaOesb WM TOYHO Ta-
KOU XKe.

Yepes kapapuaep MOXKHO MOJKI0YATh K KOMIBIOTEPY KapThl mamsitu (duer-
KapThl). KapThl mamMsTH UCHIONB3YIOTCS B IU(PPOBBIX (hoTOAMNIapaTax, COTOBBIX Teje-
(doHax, HOyTOyKax, HUPPOBBIX ayAUOIPOUTPHIBATENSX.

Mo’kHO NOAKIIOYAThCA K KOMIBIOTEPY U BOBCcE 0€3 MpoBoJoB. [t 3T0ro B co-
CTaBe KOMITbIOTEPA JIOJHKHO OBITh YCTpoHCTBO bluetooth-amanrtep, a cam KOMIIbIOTED
JIOJKEH HaXOIUTHCS OT BAILIETO YCTPOMCTBA XPAHEHHUS TAHHBIX HA Jayblie yeM Ha 10-
100 m. Tax MOXHO MOAKIIOYUTH K KOMIIBIOTEPY COTOBBIN Tenedon. Yepes bluetooth
uH(popmanuein MOryT 0OMEHUBATHCS, HAPUMeEp, JBa TenedoHa, KOMIBIOTEP U IPHUH-
TEp U T.1.

Kak Bunute, aitibl MOXKHO COXpaHsATh HA MHOTUX ycTpoiicTBax. M ecnu mpa-
BWJIBHO TOJKIIOUUTh YCTPOUCTBO MaMSITH, TO CIIMCOK XpaHAIIMXCA Ha HeM (aitioB
MO>HO yBUIETh B [IpOBOHMKE M CKOMMUPOBATh MX HA JKECTKUM NUCK (MU 3aMUCaTh
Ha HUX (DaiJIbI C KECTKOTO JUCKAa KOMIIBIOTEPA Ha YCTPOUCTRO).

Ho 3naet 11 kT0-HUOY b, YTO TAKOE BUPYCHI?

JleITeIbHOCTDH YYAIMXCS: HAWTH OTBET B MPOIECCe OOCYKICHHUS.

HesaTeabHOCTH yuuTes: Bupyc — 310 nmporpamMmma, KOTOPYRO Bbl CKOPEE BCETO

Jake U He 00OHApYKHUTE Ha CBOEM yCTpoicTBe. Ho 0HAa MOKET MPUUNHUTH KOMITBIOTEPY
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HE MEHBILUI BPE/l, YEM UEJIOBEKY — BUPYC CEPbE3HON 00J1€3HU. B caMbIX MIOXMX CIly-
YasX Bbl MOXKETE MOTEPAThH BCIO HHPOPMAIIHUIO C Balllero KoMmbioTepa. Bupyc nepena-
€TCSl OT OJHOIO KOMIIBIOTEpa APYrOMY Pa3HbIMU IIyTSMH, U OYEHb 4YaCTO — 4Yepes
YCTPOMCTBA NAMSTH, KOTOPBIE YK€ MOAKIIOYAINCH K 3apaKCHHOMY KOMIIBIOTEDY.
YToObI HE 3apa3uTh KOMIIBIOTEP, BCEr/la MPOBEPSUTE MOAKIIOYAEMOE YCTPOUCTBO C
IIOMOILBIO CIEUAIBHON ITPOrPaMMBbl — AaHTUBHPYC.

Ceituac Bl HOJKJIFOUATE K KOMIBIOTEPY Balll ChEMHBIN HakonuTenb. Eciu cpa3y
HE I10JIy4aeTcsl, POBEPHTE, BCE JIM NIPaBUIBHO BHI Jenaete. [lociie noakiroyeHus He
CIIEIIMTE OTKPBIBATh YCTPOMCTBO B IPOBOJHUKE, CHAYAJIA 3aIlyCTUM aHTUBUpYC. [l
ATOTO HanJeM B «MOW KOMIIBIOTEP» UMS HAILIETO YCTPOMCTBA.

JleATeJIbHOCTD YYAIIMXCS: TOAKIIOUEHNE (PIen-naMaTy Win JIp. YyCTPONCTBA,
3amyck «Mou KOMIIBIOTEPY.

JleTeJIbHOCTh YYHTEJIA: Celyac BbI IICJIIKHETE IIPAaBOM KHOIKM MBIIIU Ha
3Ha4yKe yCTpOoicTBa NaMsTH U BbiOepeTe B MeHIO MyHKT «[IpoBeputh Ha Bupychi». Eciin
BUPYC OOHApYX €EH, NPOrpaMMa-aHTUBUPYC COOOUTUT 00 3TOM.

JeATeJIbHOCTD YYAIMXCH: 3aIlyCK IIPOBEPKU YCTPOMCTBA.

JesiTeIbHOCTh YYHTEJISI: ceiiyac Bbl CKOMMpYyeTe ¢ pabovero Croya Ha CBOE
ycTpoicTBo namatu Qaiin «I[IpaBuna paboTel ¢ ycTpoilcTBaMu XpaHeHUs: uHpopma-
mun». Caenath 3T0 MOKHO HECKOJIbKMMU criocobamu. [loka paccMoTpum KonupoBa-
HUE Yepe3 KOHTEKCTHOE MEHI0 U KoMaHAy «OTnpaBuThy. Jloma oTKpoiite 3TOT (haidn u
MIPOYUTANTE.

JleITeIbHOCTH YYALMXCH: KOMMPOBaHUE (paiiia Ha yCTPOUCTBO.

JlesiTeJIbHOCTH YYUTEJIA: ceiiuac Bbl CKONUPYETE (paiiyl ¢ BaIllero yCTponucTBa B
nanky «Mou nokymeHTbD». [li1d 3T0oro Haiaute B «MOM KOMITBIOTEP» 3HAYOK BaILIETO
YCTPOMCTBA U OTKPOMTE €ro JIEBOM KHOMKOM MbIN. BriOepute Qaiin u BbI30BUTE Mpa-
BOI KHOMKOM KOHTEKCTHOE MeHI0. HaiiauTe myHKT « OTOpaBUTh». Y KAXKHUTE KyAa CKO-
nupoBath ¢aitn («Mou TOKyMEHTBD).

3anomMHUTE TIpaBUIIa NepeHoca (paitjioB Ha KOMITbIOTED:

1) npaBuIbHO MOJKIIOYANTE YCTPOMCTBO K KOMIIBIOTEPY
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2) HUKOI'/Ia HE OTKphIBalTe (pailyibl U HE KOMUPYITEe UX 0€3 MPOBEPKU aHTUBU-

pycom

3) Bcerja MOMHHTE, KaK 3allyCKaeTCs MPOTpaMMa-aHTUBHUPYC
JlesiTeILHOCTD YYAIIUXCS: KOTMpOoBaHUE ¢aiia Ha KOMIIBIOTEP.

JleATeJILHOCTH YUMTEJISl: a TeTeph OTKPOiTe Bal (paiin ¢ u300pakeHueM pac-

TEHHUH U TPOJIOJKUM Oecey O HUX.

4.2. 3 knacc. Kak 3arpsisisgerca KomnboTep. [urueHa komnoorepa

Oxpyxawomuia mup: «Hanéxnas 3amura opranuzMa

XapaKTepI/ICTHKa ACATCIABHOCTH YYalllUXCH: ITonumats y‘—Ie6HyIO 3ajjavy

YPOKa U CTPCMUTHCA ¢€ BBINOJHUTL. B IMpoHeCCC N3yYCHUA TCMbI UCIIOJB3YCTCA IIPC-

3CHTalNA «Koxa — HaJACKHAaA 3allUuTa OpraHu3mMa».
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ITocne nmokaza mpe3eHTaluy MOKHO EPENTH K TEME O TUTHEHE KOMIIBIOTEPA.

IeJsb: 3HAKOMCTBO ¢ ITpaBwiIamMu dKkcrutryatannu [1K.

3agaum:

o0pa3oBaTe/ibHbIE:

MMO3HAKOMHTh C HaBbIKAMH yX0/1a 3a MEePCOHATbHBIM KOMIIBIOTEPOM
pa3BUBaOLIKE:

croco0CTBOBATH (POPMUPOBAHUIO UH(DOPMAITMOHHON KYJIBTYPhI YUaIIUXCS
BOCIIMTATEJIbHbIE:

BOCIMTHIBATh AUCLUUIUIMHUPOBAHHOCTH Iipu padoTe ¢ [1K.

3nanus:

OCHOBHBIE ITPHUEMBI PA0OTHI C KOMITBIOTEPOM;

OMAaCHOCTH MPH paboTe € INEKTPUUECKUMHU TPUOOpamMHu.

Ymenus:

OCHOBHBIC TTPHUEMbI HABUTAIINHU T10 (haliJIOBOM CUCTEME;

OCHOBHbIE ITPUEMBI TOMCKA HHPOpMaluu B ceTu HTepHET.

Hasvixu:



MOKMCK U IPOCMOTP (paitsios.

Tun ypoka: ypok u3y4eHusi HOBOrO MaTepHaia.

MeTtoanbl 1 (popMBbI 00yUeHHS: CIOBECHBIN (pacckas), BUJIEOMETO/I, HATJISTHbII
(TeMoHCTpaIys), MPaKTUIECKH; HWHTEpakTHUBHAs ¢opMa oOyueHus (0OMEeH MHEHH-

MU, HH(OpMaIIUE ), OIpoc.

Hcnoab3yemas aureparypa u web-pecypcesbl:

1. Tonexaesa O.A. Meroanueckoe nocodue s yuureneit. Uundopmaruka. YMK
JUIsl HavaiabHOM mikosbl. 2-4 kmaccesl. — M.: BUHOM. JlaGoparopust 3HaHuM,
2013.-136 c.: nn.

2. PbDKKOB B.H. Metonuka MPETOIaBaHUS uHpopmaTuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoKa:

1) [TocTanoBka nenu ypoka (1 Mun).

2) AkTyanu3aius 3HaHul (2 MUH).

2) N3yueHnue HOBOro Matepuana (5 MUH).
OObsicHEeHUE HOBOTO MaTepurarna.
[IpocmoTp mpe3eHTanuu.

4) 3akperieHue U3y4eHHOro Marepuaia (2 MuH).
TexHu4YecKHe CpeacTBa: MPOEKTOP, KOMITBIOTEPHI.
Xox ypoka

1) IlocTtanoBKAa HeJIH YPOKA.

I[GHTCJIBHOCTL YUMTEIA: MkI ¢ BaMu Y3HAJIU O 3HAYCHUHN KOKHU JI1 HCIIOBCYC-

CKOro opranmisma, y3HajJind O TOM, KaK KOXXa 3allluIIacT HaC, KaK OHa IMOMOracT HaM
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http://nto.immpu.sgu.ru/sites/default/files/3/__12697.pdf

JBIIATh, PETYJIMPOBATh HAllla TEMIIEpaTypy. B 3TOM HaMm Kak Bcerga nomMor KOMIIbIO-
Tep. Kommpiorep oueHb moMoraer HaM — B yueOe U B OT/bIXE. A MPaBUIBHO JIU MbI
oOparaemcsi ¢ KOMIbIOTEpOM?

JlaBaiiTe cHavasa BCHOMHUM, KaK paboTaTh 32 KOMIIBIOTEPOM, YTOOBI HE TTOBpE-
JUTh CBOEMY 370pOBbIO (OMPOC MO MaTepuaiam 2 Kiacca).

JesiITeIbHOCTh YYAIIMXCH: 32 KOMIBIOTEPOM HEJb3sl MPOBOAUTH OoJbIie 15
MUHYT HOJPSII, HY’KHO CHJIETh MPSAMO, YTOOBI HE UCKPUBUTH TO3BOHOYHUK, HENB3SI CU-
JIE€Th CIUIIKOM OJIU3KO K 3KpaHy, HE CHJIETh 32 KOMIIBIOTEPOM Mepe]l CHOM, CO BCEMHU
BOIIPOCAMHU cpa3y oOpamarbCs K B3pOCIbIM U T.I1.

3) U3y4yeHue HOBOI'0 MaTepHaJia

JleATeJIbHOCTh Y4YUTeJIs: Bbl IOMHUTE, Kak Oepeub CBOE 3/J0pOBbE. A KTO IO-
3a00TUTCS O 310POBbE KOMIBIOTEpA? Y HEro BEIb TOXKE €CTh CBOM «OPraHbl», Jaxe
CBOs «KOKa». MBI 3HaeM 0 TOM, YTO 3a CBOEU KOKEH HY>KHO CIEAUTH, COIEPIKATh €€ B
yuCcTOTEe. A Kak oOpalaTbcsi ¢ KOMIBIOTEPOM, YTOOBI €ro «OpraHu3m» He 3adosen?
310pOBbE KOMIIBIOTEPA 3aBUCHUT OT JBYX IUIaBHBIX Bemieu. [lepoe — 3TO mopsiaok B
nporpaMmmax M B TOM MH(OpManmu, KoTopasi Ha KOMIbloTepe XpaHuTcs. O0 3TOM Mbl
C BaMHU MOCTOSIHHO TOBOPUM Ha HallIMX KUOep-pasMuHKax. Bropoe — 310 mopsaok u
YUCTOTA BHYTPHU U CHAPYKU KOMITBIOTEPA.

JeATeJIbHOCTh yYalUMXCHd: IPOCMOTp Ipe3eHTauuu «YTo y KOoMIbroTepa
BHYTpu» (cM. puc. 1).

JleATeJIbHOCTD y4uTes (IOSICHEHUs NPU NMPOCMOTPE MPE3EHTALMU): TeNephb
BbI BHJIENU, KAK BBINVIIUT KOMIBIOTEP, C KOTOPBIM OOpAIalOTCsl MPABUIBHO U YTO
OBIBAET C TEMU KOMIIBIOTEPAMHU, O KOTOPBIX HE 3a00TATCA. A TOUEMY IPSA3HBIA KOMITb-
10Tep joMaerca? ['maBHble IPUYMHBI TOJIOMOK:

- BLJIb BpEJTHA HE TOJIBKO JIJI HAac, OHA CaMbIi OOJIBIIION Bpar koMmbloTepa. 13-
3a IBUIA YaCTH KOMIIBIOTEPA HE MOTYT JOCTATOYHO OXJIAKIATHCS, NEPETPEBAIOTCS U
BBIXO/JAIT U3 CTPOs. A ellle U3-3a MbUIM BEHTWIATOPBI MOTYT IPOCTO MEPECTaTh Bpa-

aThCH,
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- ’Kapa: 4acTu KOMIIbIOTEPA U pabOTE BBIAEISAIOT MHOIO TEIJIA. DTO TEIJIO OT-
BOJMUTCS C MMOMOIIBIO KYJIEPOB (BEHTHJISITOPOB) U MPOCTO 32 CUET CBEIKETO MPOXJIA-
HOT'O BO3[yXa B IOMEIICHUU. B jkapKkoM NOMEIIEHUH KOMIIBIOTEPHI OYEHb OBICTPO
HarpeBaroTCs A0 HEJOMYCTUMOM TEMIIEPATYPHI;

- CBIPOCTb: €CJIH MAPbl BOJBI KOHAEHCUPYIOTCS B KOMIIBIOTEPE, 3TO MOKET MPH-
BECTH K KOPOTKOMY 3aMBIKaHUIO, U KOMITBIOTED IIEPErOPUT.

Jlyuiie Bcero, eciid oKa KOMITbIOTEP MOYUCTUT KTO-HUOYAb U3 B3pocibIX. [Ipu
YHCTKE KOMITBIOTEpPA HYKHO COO0aTh NpaBuia:

- YACTUTH TOJIBKO BBIKJIIFOUEHHBIA KOMIIBIOTED;

- IPOTUPaTh MOHUTOP CHEUUATBHBIMU Cal(ETKAMHU WM CIIETKA BIAXKHOW YU-
CTOM TKaHbIO; HE UCIIOJIB30BATh JUISl YACTKHU TAKUE BEUIECTBA KAK CIUPT WJIU allETOH;

- YACTUTH KJIABHATYPY MBUIECOCOM U €XKEIHEBHO MPOTHPATh KHOIIKH;

- ToYalle IPOTHUPaATh «MBIIIb» BIAXHOW TKAHBIO WM CHEUUAIbHBIMHU CpE.-
CTBaMHU;

- YUCTUTh XOTsI OBl pa3 B MECSAL CUCTEMHBIN OJIOK BHYTPHU OCTOPOKHO C MOMO-
LIbIO ITBUIECOCA U MATKON KHCTOYKHU;

- IPOTHUPATH KOPITYC CHAPYKU MATKOW BIA>KHOW TKAHBIO.

Kax BbI nymaere, Kakasi 4acTb KOMIbIOTEpA MA4YKaeTCsl OOJIbIIE BCEro?

JleATeJIbHOCTD YUALIUXCS: HATH OTBET (KJIaBUATypa) U MOSICHUTD €TO.

JesTeIbHOCTH yUuTe Isi: YTO BBl MOXKETE CAENATh AJIA TOrO, YTOOBI 3J0POBHE
KOMIIBIOTEpA OCTABAJIOCh B MOPAJIKE Kak MOXHO nosbiie? CoOmropaiite cienyromue
npaBuia:

- Bpsia nmu oT yMCTKH Oy€T MHOTO TOJIKY, €CJIM KOMITBIOTEP MOCTOSTHHO CTOUT B
OBUIBHOM MECTE, WM OKOJIO OaTapeu, WM Ha COJHIIE — TaK OH JJaXKe U MOCJe YUCTKU
OBICTPO TIEpPErPeeTCs U 3aNbLIUTCA.

- Henb3st nepxarb KOMIOBIOTEP B TECHOTE M 3aBAJIMBATH €TI0 YACTH IMOCTOPOH-
HUMHU NpEAMETaMU — HAIPUMED, CKIIaAbIBaTh KHUTH Ha CUCTEMHBIHN OJIOK.

- 1 yx coBceM He clle[lyeT €CTh 3a KOMIIBIOTEPOM U OpaThCsl 32 HETO MOKPBIMH,

JKUPHBIMU WJIU MIPOCTO TPSA3HBIMU PYKaAMHU.
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- W eme BaxxHOE IPAaBWIIO: HE 3aCTaBISINTE KOMIIBIOTEpP pabOTaTh CIMILKOM
JIONITO, BeAb Y KaXKJOM JeTalu KOMIIbIOTepa €CTh CBOM CpOK CitykObl. Uem mosbiie
KOMIIBIOTEp paboTaeT 3psi, TeM ObICTpEEe OH CIOMAaETCsl MPOCTO OT «cTapocTu». Ho u
CJIMILIKOM 4YacTO BKJIFOYATh M BBIKJIIOYATh KOMIIBIOTEP TOXKE HE Haao. Jlydiie TOYHO

OIIpCACIINTDb, KOT'/Ia BbI CO6I/IpaCTeCB IIOJIb30BAaTHCA KOMIIBIOTCPOM U HC BKIIIOYATH €Io

B IPYTO€ BpeMH.

4) 3akpenJieHue U3y4eHHOT0 MaTepuaJja

Ha3zBaTh HeCKOIBKO BEUIEH, BPEIHBIX ISl UEIIOBEYECKON KOXKU U KOMIIBIOTEpa
(TIBLITB W TPSI3b, JKapa).

HesaresbHOCTB yunTeisi: CeroiHsi Mbl paCCMOTPENIU IPABUIIA YXOa 32 KOMITb-
torepom. Ecnu Bl OyzieTe ux coOt01aTh, KOMIBIOTEP MIPOCTYKUT J0JITO, U BB HE TI0-
TepsIeTe W3-3a €0 IMOJIOMKH IOJIC3HYI0 HHPOPMAITUIO, KOTOPYIO XOTEII ObI COXPaHUTh.
JloMa mocMOTpHUTE, NMPABUIIBHO JIM PACIIOJIOAKEH Balll KOMIIBIOTEP, Y3HAUTE, JABHO JIU
ero unctuiu. [Tomorure poauTensiM, Koraa OHU OyIyT YUCTUTh KOMIBIOTEP: HAMPHU-

Mep, MPOTPUTE KOPIYC UITU KIIABUATYPY.

4.3. 4 knacc. Bugbsl UHTEepHeT-061eHUsI. be3onacHo jin o61meHre B UHTepHeTe?

Oxpyxarwomuii Mup: «lIpaBuna BeXIHBOCTIY.
TemaTuueckoe muianupoBanue: [IpaBuia stukera B o0eHun. @opmyJisl Ipu-
BETCTBHS M MPOIIaHKs. DTUKET 001meHus o tenedony. [IpaBuna moBenenus B oo01ie-

CTBEHHOM TPAHCIIOpTE.
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B mporuiecce u3yueHust TeMbl pacCMaTpPUBAIOTCSI BOMPOCHI HHTEPHET-O0IICHHUS.

3agaun:

o0pa3oBaTesbHbIE:

MO3HAKOMHTH C BUJaMH 001IeHus: B IHTepHeTe

BBISICHUTDH CTETICHb OCBEIOMJIICHHOCTH yUaITUXCs 0 0€301MacHoi padoTe B CETH
MO3HAKOMHMTH C TIpaBHJIaMU Oe301acHoi paboTsl pu MHTEpHET-001IeHUN
pa3BHUBaloOLIHeE:

Coco0CTBOBATH (POPMUPOBAHUIO UH(DOPMAITMOHHON KYJIBTYPhI YUaIIHXCS
BOCHIUTATE/IbHBIE:

BOCIIUTHIBATh OTBETCTBEHHOE OTHOIIIEHUE K OOIICHUIO B CETH

3nanus:

OCHOBHBIE BU/JIbI IPOTPAMM JIsI OOILIEHUS B CETH;

4ero He CJeIyeT JeNaTh IPH CETEBOM OOIIECHUH.

Ymenus:

OCHOBHBIE TTpHEMBI paboThI ¢ mporpammont Skype.

Haegvixu:

Co3naHne KOHTakToOB B Skype

Tun ypoka: ypok n3ydeHus HOBOro Marepuana.

MeTtoasbl 1 (popMbI 00yUEHHS: CIIOBECHBIH (pacckas), BUAECOMETO/I, HArJISIIHbIN
(IemMoHcTpalus), NPakTUYECKU; MHTEpaKTUBHAsg Gopma oOydeHus: (0OMEH MHEHH-
saMH, “H(pOpMaIen), orpoc.

IIporpaMmmHo-IUAaKTHYECKOE o0ecniedeHne: pe3eHTanuu «Kak MoXXHO 00-
matbes B MaTepuere», «Cpencta mis odmenus B Mlatepuerey, «IIpo6aemMbl mpu 00-

meHnu B lHTEpHETEY.

Hcnoab3yemas aurepatypa u web-pecypcsl:
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3. Tlonexaea O.A. Metoandeckoe nocodue s yuureneid. Uudpopmarrka. YMK
JUIs Ha4alnbHOM mmiKoJbl. 2-4 kinaccel. — M.: BUHOM. JlabGopaTtopusi 3HaHwmid,
2013. - 136 c.: um.

4. PbIXKKOB B.H. Mertoauka MpenogaBaHus uHhopmaTuKu//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JdTanbl ypoka:

1) [TocTanoBKa LIeTM YpOKa U aKTyalau3alus 3HaHUH (2 MUH).
2) U3ydyenue HOBOro MaTepuania (5 MUH).

OOBsicHEHHE HOBOT'O MaTepuaa.

[IpocmoTp npe3eHTanuu.

3) [Ipaktruueckas padorta (3 MUH).

Nudopmarnus o noManiHeM 3aaHuu.

TexHuuyeckue cpeacrBa: IIpOCKTOP, KOMIIBIOTCPEI.

Xoxa ypoka

1) IlocTanoBKA HeJH YPOKA.

JeATeJIbHOCTD YuHTes1: BbI y3HaIu o ToMm, 4yTo Takoe rpasuia oOuieHus. O6-
IaThCSl MOYXKHO HE TOJBKO JUYHO, HO U B MHTepHeTe. Bbl HaBepHsKa yxe o0mainch
TaK CO CBOMMH JIPY3bsIMU U OJIM3KUMHU U 3HAETE, UTO MIHTEpHET NO3BOJISET epeaaBaTh
NUCbMa, PUCYHKH, PoTOrpaduu, My3bIKY, (DUIbMBI, a TAKXKE PEUb.

2) AKTyaJau3auus 3HAHUH

JesiTteibHOCTD yuuTeJsi: Pacckaxute, 4To Takoe 3yeKTpoHHas mouyta? Urto
MOYHO MEPECHIIATh C AIEKTPOHHBIMU NMcbMaMu? Ha3zoBUTE MOYTOBBIE MPOrPAMMEI,
KOTODBIE BbI 3HAECTE.

JleTeJIbHOCTh yYalMXCsl: BCIIOMHUTH O IpOTrpaMmax Uil Nepefadyu dJeK-
TPOHHOM MOYTHI, O IPABUIIAX MEPECHUTKH BIOKEHHBIX (HAUIIOB U T.II.

3) N3y4yeHune HOBOI0 MaTepHaJia
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JesITeIbHOCTh YYaIIUXCS: TPOCMOTP npe3eHTanuu «Kak MoxHO o0maTecs B
HNHuTtepHeTe».

JesiTeIbHOCTD yUUTeJIsl (IOSICHEHUS PU POCMOTpE Mpe3eHTanuii): atepuer
MO3BOJISIET CBSA3ATh MEKIY COOOM JTFOOBIX JIFOIEH B MHUpPE, ITOATOMY, KaK TOJIBKO OH TI0-
SBWJICS, CTaJId CO3/IaBaThCsl pa3HbIe CHOcoOBI i obmenus B Muteprere (Skype,
Viber, Tenerpamm, ICQ, QIP, Maitn AreHT u T.11.).

Oo6menne B THTepHETE MOXKET MPECIIeI0BATh Pa3HbIC IIETU: MPOCTas mepeaadya
uHpopmaIuu, auanor, oOLIeHue B TpyMIe, COBMEeCTHas padoTa, caMOBbIpakeHue. B
3aBUCUMOCTH OT TOTO, C KaKOH IEJIBIO JIFO 001IaroTcs B IHTepHETE, OHU BHIOMPAIOT
cpeacTBa o0uieHus. Eciiu Hy>KHO TPOBECTH COBMECTHOE 00CYKACHUE — UCTIOJIb3YIOTCS
KOH(epeHIIMH, MTO3BOJISIONINE BUJETh U CIBIIIATH APYT APyra, KaK eCciu Obl yYaCTHUKH
HaXOJWINCh B OHOM MOMENIEHUHU, XOTSI OHU MOTYT IIPU ATOM OBITh M B Pa3HbBIX CTpa-
Hax. Ecnu 10cTaTo4Ho TOJIBKO OOMEHUBATHCS KOPOTKUMHU COOOIIEHUSIMH, UCTIOJIb3Y-
I0TCS 4aThl. IHTEepHET-TIJI0MA KU, Ha KOTOPBIX MPOBOASTCS 00CYXI€HHS TI0 BHIOpaH-
HBIM TeMaM, Ha3biBatoTcs HTepHEeT-Ppopymamu. Emie oqHO y100HOE CpeacTBO MTHO-
BEHHOT'0 0OMEHa TEKCTOBBIMU COOOIIeHUsIMU — MHTepHeT-Tielpkephl, Takue kak [CQ
unu QIP. Dta nporpamma mo3BoJsieT B JI000I MOMEHT y3HATh, KTO M3 BalllUX MOCTO-
SHHBIX COOECETHUKOB HAaXOJUTCS B CETU W roToB K oOiienuto. Emne 6osiee ynooHas
nporpamma — Skype, KOTopas MO3BOJIIET cOBepIIaTh 3BOHKHU 1o MHTepHET-Tenedony
(B TOM uHcIie ¥ BUACO3BOHKH), a TAK)KE BECTH MIEPEMUCKY U TPOBOIUTH KOH(EPEHIIUH.
Kpome Toro, oOiieHue B CETH BO3MOKHO C TTOMOIIBI0 MHOTOUYHUCIEHHBIX MPOTpaMM
st emaptdonos (Fring u ap.).

Bce atu nporpamMbl o4eHb YI00HBI U oJie3Hbl. HO mpo6siemMbl KUBOTO Yeso-
Beueckoro oOmieHus nepenutn U B UutepHet. Hemoctatku BocniuTanusi, CTpeMIICHHE
COJITAaTh, HABPEAUTH OKPYXKAIOIIUM, OCKOPOUTH, OKJIEBETaTh UM YHU3UTD, JKEJIAaHHUE
3asBUTh 0 cebe B nmyxe crapyxu lllamokmsax «XopomwmMmu aenamMu MpOCIaBUTHCS
HEJIB35» — BCE 3TO €CTh U B ceTH. OOIIEeHNEe B CETH MOXKET HE TOJBKO HAHECTU 00Uy
WJTU TIOCCOPUTH JIFOJIeH — €CTh U 60JIee ONaCHBIE TIOCIICCTBUS HE0O yMaHHBIX IMTOCTYTI-

KOB. U 31eCch TOkE «BCE KaK B KU3HW»: HE3HAKOMBIE JIFOAU MOTYT JaTh BaM JTYPHOM
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COBET, OHU MOTYT IPEJIOKUTh BaM O€300UIHBIE C BUY, HO OUYE€Hb OIMACHBIC IO I1O-
CJIEAICTBUSIM Pa3BIICUCHHUSI, HAKOHEII, TPOCTO OKA3aThCsl MPECTYTHUKAMMU.

Cawmas pacnpocTpaHeHHas mpo0jieMa, KOTOPYIO Co3ar0T ce0e JIF0 1 IIpH 00I1IIe-
HUU B CETH, OOBSACHACTCS WX HEPa30OPUUBOCTHIO M JIETKOMBICTHEM. Eciu BeI 3HaeTe
YEJIOBEKa, KOTOPOTO XOTUTE BKIIFOUUTH B CBOM CIIMCOK KOHTAKTOB JJII OOIICHUS — 3TO
XOpOIII0; HO YacTO BaM IpeJjiaraloT cTaTb COOECETHUKOM COBEPIIEHHO HE3HAKOMBIX
monen. B ceTn 4enoBek 3a4acTyro HE BUIEH, OH CKPBIT IICEBJOHUMOM, KaK MACKOM.
Co3gaTh KOHTaKT OYEHbB JIETKO, @ BOT BO UTO BBUILETCS CETEBOE OOIICHHE — H3BECTHO
HE Bcerja. Xopolio, eclid TpoOJeMy YIacTCs PEIIUTh MPOCTHIM YJaJI€HUEM Hexena-
TEJIbHOI0 KOHTaKTa. Bail cobeceJHUK B CETH MOKET BaC OOMaHbIBAaTh U TPUTBOPATHCS
TE€M, KEM B JICUCTBUTEIILHOCTH HE siBJIsieTcsa. HO M I Bac €CTh OMacHOCTh YBJICUbCS
CBOEH KaXKyIlleWCsl HEBUJIUMOCTHIO U OE3HAKAa3aHHOCTHIO U CAMOMY HauaTh OOMaHbI-
BaTh WJIM YHIOKATh JIFOJICH, YTO YK KOHEUHO HE CJIeNIaeT Bac Jiydiie. MoXKHO CIIPOCUTH:
a MoyeMy TOTJla He COOOIIUTh B CETH BCE CBEACHHUSA O ceOe, KOTOPhIC MO3BOIMIIA OBl
JTIOASIM OOIIAThCS UMEHHO ¢ TOOO#, a He ¢ TBOMM HHUKOM? DTO, KOHCUYHO, OBIIO OBI
OYCHBb XOPOIIIUM peIIeHUEeM, eCIM Obl Ballel nH(popmMalueir He CMOTJIM BOCIOJIb30-
BaThCsl KUOEpIpecTynHUKU. Beap ecnu Baliv JUYHBIE JAHHBIE CTAHYT JTOCTOSTHUEM
3JIOYMBIIJICHHUKA, TO BO3MOKHBI JIFOObIe HEPUSITHOCTH: MPECTYIMHUK CMOXET JIei-
CTBOBATh OT BallleTO UMEHHU, OH CMOYET ITOJIMCHSTH Ballly HH(GOPMAITHIO APYToi, BpeI-
HOM I BaC; HAKOHEIL, OH MOKET Y3HATh CBEACHUS O WICHaX Balle ceMbu. [loaTomy
MIpY BCEX HEJIOCTATKAX MCEBIOHUMOB UMH MTPUXOIUTCS MOJIB30BATHCS.

Kpome Toro, MHOTME mporpaMmbl Jjisi UHTEPHET-OOIICHUS MpeasiaraloT pe-
KJIaMy, WJIM YCTaHOBKY HOBBIX MPOTPAMM, UJIM CCHUJIKM Ha KaKHe-TO HOBBIE PECYPCHI.
Kak M0kHO 3HaTh, Kakue U3 HUX Toyie3Hbl? [loMHUTE MpocToe MpaBuiIo — HE MOI0H-
paiite yTo nonaio B MHTepHeTe, Kak U Ha yiule. Bee 3Tu npeioxkeHuss MOryT Ipu-
BECTH K JIOBOJILHO TE€YAJIbHBIM MOCJIEACTBHUSM, U3 KOTOPBIX 3apaKCHUE BaIlIETO KOM-
npIOTEepa WK cMapT(oHa BUpycamu OyET elle He CAMbIM CTPAITHBIM.

Hy 1 xoHeYHO, 0OUeHb IPOCTO YBICUYLCS CETEBBIM OOIIEHUEM U HayaThb TPATUTh
Ha HETo Ja)XXe TO BpeMs, KOTOPOe HEOOXOAMMO JIJIsi BaXKHBIX JIEI — YPOKOB, CIIOPTAa,

paboThI IO OMY, OOILIEHHUS ¢ POJHBIMHU U BIIOJIHE PEATbHBIMU JAPY3bSIMU.

60



C KakuMH M3 MEPEYMCIICHHBIX MPOOJIEM BaM, BO3MOXXHO, YK€ MPUXOJUIIOCH
CTaJIKUBATHCA?

3) IlpakTnyeckas padora

JleAATeJILHOCTh YUUTEJS: ceifuac Mbl 3allyCTUM Iporpammy Skype U mocMmoT-
pHUM, YTO TaKO€ KOHTAKT M KaK UM YIPaBIATh (yAaleHue, OJIOKUpoBaHUE, pa30I0KH-
pOBaHUE, YEPHBII CIHUCOK U T.1.).

JleATeJILHOCTD YUYAlIUXCS: U3yUYeHE KOHTaKTOB B Skype.

4) 3akpenJieHue U3y4YeHHOI0 MaTepuaJia

Ompoc:

1) Ha3BaTh KaK MOKHO 0OJIbIlI€ U3BECTHBIX MHCTPYMEHTOB JJIsI CETEBOIO O0IIIe-
HUS

2) MepevncInTh U3BECTHBIE OMACHOCTH MHTEPHET-O0IICHHUS

3) npuBecTH paBuiia O6€30MaCHOCTH ISl CETEBOTO OOIICHUS

JesATeJbHOCTD yunTeJisi: CeroHss Mbl pacCCMOTPEIN HEKOTOPBIE CIIOCOOBI 00-
nieHus: B uHTepHeTe. MX, KoHeuHo, ropa3fo Oosbiie. M onacHocTell Toxke ropasio
Oonbie. HyHO X0poI1110 3alIOMHUTH OCHOBHBIE IpaBuiia 0€30MaCHOCTU U BCET/1a BbI-
MOJTHSATH WX, KaK MpaBUiia JOPOKHOTO ABMKEHHs. JJoMa cripocuTe poauTeneii 0 ToM,
KaKHUMH ITPOrpaMMaMHu JIJIs1 OOIIIEHUS BaM Pa3pelaeTcsl MOJIb30BaThCA U PACCKAKHUTE O
TeX MpaBHJaXx OE30MaCHOCTH, KOTOpbIe BBl y3HaNU. OOCYIUTE HUX C POAUTEISIMH.
Haiinure HoByt0 mHbopMmanuio mno 3amnpocy «lIpaBuna Ge3omacHOCTH Mpu padoTe B

CCT.

4.4. 5 Knacc. 340poBbIii 06pa3 »KU3HHU U KoMnbloTep. Buabl 3aBucumoctu. Kak
onpeaeJUTh HAJINYHUE 3AaBUCUMOCTH

OcHOBBI 0€30NACHOCTH KU3HEAEATEJILHOCTH: «370pOBbE U 3I0POBBIN 00pa3
JKU3HHU. [[BUKEHUE U 310POBBEY.
TemaTnueckoe miiannposanme: Kak coepeus 3penue? Paznuunbie BUIbI HApY-

IMCHUA OCaHKU N UX IIPUYNHEI. JInuHas rurueHa.

[Ipu n3ydyeHnn TeMbl IPOUCXOJIUT 3HAKOMCTBO C OCHOBaMU (DPHU3UUECKON U MCH-

xosoruueckon 6ezonacHoctH mpu padote ¢ [1IK u UuteprHeTom.
61



3agaum:

o0pa3oBaTesbHbIE:

MO3HAKOMUTH ¢ BUJIaMu HTepHET-3aBUCUMOCTH

MO3HAKOMUTH C TIPaBIJIAMHU TICUXOJIOTHYECKOM caMo3aIluThl ipu padote ¢ Murep-
HetoMm u [TIK

pa3BUBaOIIKeE:

croco6cTBOBaTh (HOPMUPOBAHHUIO MHPOPMAIIMOHHOM KYJIBTYPHI yUaIIHXCS

BOCHHTATEJIbHbIE:

BOCIIUTHIBATh OTBETCTBEHHOE OTHOIICHHE K (PU3NYECKOMY MU TCUXUYECKOMY
3JI0POBBIO.

3nanus:

OCHOBHBIE NCTOYHUKHU 3aBHCUMOCTH;

OCHOBHBIE BU/Ibl 3aBUCIMOCTH;

Mepbl OOPBOBI ¢ 3aBUCUMOCTBIO

Ymenusa:

OIIPENENATh CTENIEHb OMACHOCTH MCIIOJIb30BAHUS pecypca
Haegvixu:

OCHOBHBIE TTpreMbl padoThl ¢ [1IK u MHTEepHETOM.

Tun ypoka: ypok u3y4eHusi HOBOrO MaTepHalia.

MeTtoabl U (popMbI 00yUEHHUS: CIIOBECHBIH (pacckas), BUACOMETO/T, HATJISIIHbIN
(ZemMoHcTpalus), NpakKTUYEeCKU; MHTEpaKTUBHAs GopMa o0yueHus (0OMEH MHEHH-
MM, UH(QOpMaLuei), orpoc.

IIporpamMmmHo-auaaKTHYECKOE olecmedeHne: npe3eHTauns «BpenHeie npu-

BBIYKHN».

Hcnoab3yemas aureparypa u web-pecypcesl:
5. Bbocosa JI.JI., bocoBa A.FO. Mndopmaruka u MKT. [loypouHoe niaHupoBaHue

1 5 kimacca. Meroaumdeckoe mocooue. — M.: BUHOM. JlaGoparopus 3HaHHH,

2012.
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6. PepKKoB B.H. Mertoauka MpernoaBaHus uHpopmatuku//

http://nto.1mmpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoka:

1) ITocranoBka nenu ypoka (1 mun).

2) Axryanuzanus 3HaHui (1 MuH).

3) U3yuenue HoBOro Marepuaia (7 MuH).
OObsicHEHHE HOBOTO MaTepuara.

IIpocMoTp mpe3eHTanuu.

4) 3akperieHue u3yuyeHHoro matepuania (1 MuH).

Nudopmarus o noMaiiHeM 3aaHuu.

TexHu4YecKHe cpeacrBa: IIpOCKTOP, KOMIIBIOTCPEIL.

Xoxa ypoka

1) ITocTanoBKa HeJIM yPOKA.

JesiTeiIbHOCTH yunTeJisi: Bbl yxke 3HaeTe, Kak MPaBUIIbHO CUJIETh 32 KOMITbIO-
TEPOM, CKOJIBKO BPEMEHHM MOKHO 32 HUM MPOBOJUTH. KOMIbIOTEp — OTHO U3 CaMbIX
MOJIE3HBIX YCTPOMCTB, HO X OH MOXKET CTaTh MPUYNHOMN OOIBIINX OCI.

Bce BBI 3HaeTe, 4TO CyIIECTBYIOT BPEIHBIC TPUBBIYKU, OMIACHBIE JIJISl 3JI0POBbS
YeJIOBEKA U I OKPYKAloIUX. XYK€ TOTO — 3TO 3aBUCUMOCTH, T.K. OHU CTAHOBSITCS
MOTPEOHOCTSIMU YeJIoBeKa, 0€3 HUX OH HE MOXET cyliecTBoBaTh. Kypenue, ankoro-
JIU3M, HAPKOMaHHUSI — 3TO CMEPTEJIbHO OMACHbBIE 3aBUCUMOCTH, KOTOPbIE JIEFKO MPUO0-
PECTH, HO OT KOTOPBIX OY€Hb TPYAHO M30aBUTHCA. K coxaneHuo qaxe Takue moJies-
HbIE U300pETEeHHS KaK KOMITbIOTep U IHTEpHET TOKe MOT'YT CTaTh HCTOUHUKAMH CMEP-
TEJIbHO OMIACHBIX 3aBUCUMOCTEM.

2) AKTyaau3anus 3HAHUH

JesiTeJIbHOCTH yuuTeJisi: Bol 3HaeTe MHOTHE CITOCOOBI UCTIOB30BAHUS KOMITb-
1oTepa Juisi padoThl U OTAbIXa. He 3aMeuany iu BbI, Ha YTO BBl TPATUTE 32 KOMITBIOTE-

poM 0o0JIbllIe BpeMEHHU — Ha pabOTy WIJIM Ha pa3BJICUCHUS !
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JesITeIbHOCTD yYaIIUXCS: BCIOMHUTH 00 YU4eOHBIX U O(UCHBIX MPOrpaMMax,
Opay3epax, CpeiCTBax HHTEPHET-00ILEHUS, UTPax U T.II.

3) U3yuyeHne HOBOI0 MaTepuaJja

JesiTeJIbHOCTh y4alMXCH: TPOCMOTp Tpe3eHTanuu «Kak pa3BuBaeTcsi KOMIIb-
FOTEPHAs 3aBUCUMOCTBY.

JesiTeIbHOCTh yUHTeJs1 (TOSCHEHHS MPU MPOCMOTpE Mpe3eHTanun): Jlroboe
3aHSTHUE MOXKET MPEBPATUTHCS B MPUBBIUKY — KaK MOJIE3HOE, TaK U BpeaHOE. XOpOIIne
MPUBBIYKHU — BOBPEMS JI€JIaTh YPOKH, YUTATh, yOUPATh KOMHATY, 3aHUMATHCS CIIOPTOM.
[IpuBbIUKa YacCaMU CMOTPETH TEIEBU30P UIIN UTPATh B KOMIIBIOTEPHBIEC UTPBI — 3TO YKE
xyxe. C BO3pacToM, K COXKaAJICHUIO, YeJIOBEKY CTAHOBHUTCS U3BECTHO BCE OOJIBbIIE BPE/I-
HBIX 3aHATHI — KypeHHEe, YIIOTPeOIeHUE aTKOroJisi 1 HApKOTUKOB, a3apTHHIE UTPHI — U
3TO €Ll JaJIeKO HE BCE, UTO MOKET NPUUYMHUTH Bpel. Ho Xyxke Bcero 1o, 4To 3HAKOM-
CTBO CO BCEMHU BpPEIHBIMH 3aHSATUSIMH OUYEHb JIETKO MOXKET MEPEPACTH B KPEMKYIO
npyx0y. [locneacTBus sxe Takoi Apy>KObI — pa3pyllieHHas )KU3Hb U TOPE CEMbH U JIPY-
3ei. MOKET BOBHUKHYTH BOITPOC — & IPUUYEM 3€CHh KOMITBIOTEP? DTO )K€ HE HAPKOTHK,
HE CUTApEThl — KaKKUe OT HETO MPOOIeMbI?

Kax 6e300uaHOe, B 0OIIEM-TO, 3aHSATHE MOXKET MPEBPATUTHCS B MPUBBIUKY, a
MPUBBIYKA B 3aBUCUMOCTH? [ICHX07I0TH rOBOPSAT O CIEAYIONIMX ATAIlaX Pa3BUTHS 3aBU-
cumoctu. CHayana TpaTUTCs BPEMS B MOUCKAX «IIOIXOJSIIE» BUPTYaJbHOW peajb-
HOCTH. CTaHOBUTCS SICHO, BO UTO YEJIOBEK TOTOB IOTPY3UTHCS C TOJIOBOWY, HE CUUTA-
SCh CO BPEMEHEM U 3710pOBbeM. UTO 3TO OyAET JIJIsl Ka)K0TO KOHKPETHOTO YEIOBEKa —
OeCKOHEUHOE OOIIEHUE B COIUANIBHBIX CETAX, KOMIBIOTEPHBIC UTPBI WJIM TTOCTOSIHHBIC
nyTtenecTBus 1Mo MHTepHETy B MOUCKaX 3a4acTyr0 HEHYKHOM U O€CCMBICIICHHON WH-
dbopmanuu? Ho BOT 3aHsITHE BRIOPAHO M HA HETO TPATUTCS Bce O0Jbie BpeMeHu. [1o-
CTENEHHO MPOCTasi TpaTa BPEMEHHM IepepacTaeT B HEUTO Oojiee Cephe3HOe: peabHas
KU3Hb CTAHOBHUTCSI HEMHTEPECHA, BCE L[EJIM U CMBICI MEPEHOCITCS Ha KU3Hb BUPTY-
aNbHYIO — BaM OyJIeT Ba)KHEE MHEHHE MOCTOPOHHUX JIFOJEH B COITMATIBHBIX CETIX, UeM
MHEHHUE BalllUX OJIM3KUX, JJAUKHU MO/ TOCTAMU CTaHYT Ba)KHEE, YEM PEaTbHBIC YCIIEXH
U JIOCTHKEHUS; Balll MEPCOHAXK B KOMIBIOTEPHOUW Urpe OyaeT Ui Bac 3aMEHOU Cco0-

CTBEHHOM JIMYHOCTH — M 4YTO U3 TOI'O, YTO B KH3HH BbI cJ1a0bI U 6GCHOMOIHHBI, 3aTO B
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UTpE Bbl IOBEJIUTEND BCEIEHHOM. bypHas crains 3aBUCUMOCTH ITOCTEIIEHHO yracaer,
HO He ucye3aeT. Bes peanbHast )KU3Hb CTAHOBHUTCS TOJIBKO HEM30ESKHBIM 3JI0M, C KOTO-
PBIM XOTEJIOCH Obl CTAIKUBATHCA KaK MOKHO pexe. Y POKH, MPOTYJIKHY, JaKe €J]a U COH
— BCE ATO BOCIPUHUMAECTCS KaK MPEMSITCTBUE HA MYTHU K 1IEJIM — KOMIIBIOTEPHOU UTpe
VTN OOIIICHHIO B COTMATBHON ceTH. J[ake BasKHBIE COOBITHS B )KH3HU CEMBU HE BBI3bI-
BAIOT MHTEPECA — BEJIb OHU OTBJIEKAIOT OT «CMBICJIA JKU3HIY.

N3BecTHBI MHOTHE BUJIbI IHTEPHET- U KOMITBIOTEPHON 3aBUCUMOCTH:

1) uHpopMalMOHHAs 3aBUCUMOCTH (CTpEMJICHUE TIOCTOSIHHO ITYTENIECTBOBATH 10
HuTepHeTy B OeCIeNbHBIX MOUCKaX WH(OpMALINN);

2) UrpoBasi 3aBUCHUMOCTb;

3) 3aBUCHMOCTbH TO MHTEPHET-OOIICHUS;

4) 3aBUCHMOCTB OT a3apTHBIX UTP B HUHTEPHETE;

5) cTpemieHHE K TOUCKY HHPOPMAIIMU arpeCCUBHOTO WM HEMIPUCTOMHOTO COJIep-
YKaHUS;

6) MOCTOSIHHOE CTpEMJICHHE K MPOCMOTPY WJIM CKAaUYUBAHUIO (UIBMOB WM MY-
3bIKU;

7) cTpemieHuEe K COBEPIICHUIO BPEIHBIX NEUCTBUH (1IeeHANIpaBIEHHOE HapyIlIe-
HUE MPABUJI CETEBOT0 ATUKETA, PACIIPOCTPAHCHUE HEHYKHOW WJIU BPEIHOUN WH-
dbopmaruu u T.11.).

NurtepHeT-3aBUCUMBbIE (WJIM 3aBUCHUMBIE OT KOMITbIOTEpa) Kak OOJIBIIIMHCTBO
MICUXWYECKHU HE3JJOPOBBIX JIFOJIEN HE OCO3HAIOT TSAKECTU CBOETO COCTOSIHUS U C pa3Jipa-
YKEHHEM U arpeccueil OTHOCATCS K MOMBITKaM OTBJIEYb UX OT UCTOYHUKA 3aBUCUMOCTH.
Ho 3T0 mpoucxoaut korjga 0o0Jie3Hb 3allla YK€ CIMIIKOM Jaieko. Jlo aToro eme
MOKHO M CaMOCTOSITEJIbHO OOHAPYKUTh y ce0sl mpu3HaKu GOPMHUPYIOUIEHCS 3aBUCH-
MOCTH U, €CJIU XBATUT CUJIbI BOJIM, BOBPEMSI OCTAHOBUThHCHI.

Kax y3HaTh, 4TO MpUBBIUKA Havasia MEepexoauTh B Oose3Hn? [IpoBeprTe ceds.
Ecnu BbI 4eCTHO OTBETUTE «7a» Ha OOJBIIYIO YacTh CICAYIONIUX BOMPOCOB — BHI B
OMACHOCTH:

1. BBl UCTIBITBIBAETE PAIOCTh U YJIOBOJIBCTBUE MPU 3aHATUAX C KOMIIBIOTEPOM U

OTBpAIICHUEC KO BCEM OCTAJIbHBIM BHUAAM ACATCIBbHOCTH,
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2. [py3bs MOCTENEHHO MEPECTAIOT C BAMH 00ILIAThCS, HO BaC 3TO HE PaCCTPanBacT;

3. Bac uHTEpecyeT TONBKO TO, YTO CBSI3aHO C MIPEAMETOM BAILErO YBJICUECHUS — UT-
paMH, COUUAIBHBIMU CETSIMU U T.IL.;

4. Bce pa3roBopbl Bbl CTPEMUTECH CBECTH K OOCYKICHUIO HCTOUYHUKA Ballleil 3aBU-
CHUMOCTH, HE3aBUCUMO OT TOTO, KTO Balll COOECETHUK;

5. BBl cunraere, 4TO CleAyeT MOTPATUTh BCE I€HBI'M HA MOKYNKY HOBBIX UTP WJIU
Ha YBEJIMYECHHE MOIIHOCTH KOMIIBIOTEPA U BAC PA3APAKAET, €CIM POAUTEIN C
BAMH B 3TOM HE COTJIAILIAKOTCS;

6. Bbl mpoBoauTE 32 KOMIIBIOTEPOM CIIMIIKOM MHOTO BPEMEHHM U HE 3aMEYacTe
ATOT0, BaC pa3Ipa)xaroT 3aMEeYaHus poauTene o0 IToM;

7. Bbl BoclipuHHMAaeTe JIt0JIeH, KOTOPhIE MOTYT MOIIPOCUThH BaC OCBOOOIUTH KOM-
NbIOTEp 11 ce0s1, KaK JINYHBIX BParos;

8. BbI mo0uTenp nmorcka HHPOpMaIum, Bbl IOCTOSIHHO NEPEXOIUTE 11O CCHIIIKAM C
OJIHOTO caiiTa Ha JIpyroi, noriomaere nHpopMaluio 6e3 pazdoopa, He pa3dupa-
ACh, IPABMBA OHA WJIU JIO’KHA, IEHHA WK O€CCMBICIICHHA,

9. CoObITHus, O KOTOPHIX Bbl YUTaeTe B MIHTEpHETE, BHI3BIBAIOT y BAC UYPE3MEPHO
OCTPYIO pEaKIHIO (THEB, CYACThE, HEHABUCT);

10.Y Bac Hauanuch IpoOIEMBbI CO 3A0POBBEM: OECCOHHMIIA, PA3IPAKUTEIIBHOCTD,
00JIb B CTIIMHE, OKEHUE B IJ1a3ax, TOJIOBHAs 00JIb U TIP.

Onnako ¢ r000¥ mpoOJIEMON MOMXKHO CIPABUTHCS, €CJIU OCO3HABaTh B 3TOM
HEOOXOUMOCTb.

Koneuno, koraa 0oJie3Hb 3aluia CIMILIKOM JaleKo, O€3 JeueHus W Bpada He
oboiTuck. Ho HUKaKoi Bpau HE CMOXET OMOYb TOMY, KTO HE XOUY€T IOMOYb cebe
cam. /{51 Toro yToOBl HE MONACTh B KOMIBIOTEPHYIO 3aBUCUMOCTD, IIOMOTYT CIEAYIO-
A€ ACHUCTBHUS:

1) Ecnu BBI MpOBOANTE 32 KOMIBIOTEPOM MO HECKOJIBKO YaCOB, HAUHUTE IMOCTE-
MIEHHO YMEHBIIATh BpeMs PeObIBaHUS 32 KOMITBIOTEPOM, XOTs Obl HA 10 MUHYT
KaXXJIbI JICHD,

2) He crapaiiTech npu KakJ10M HENPUSATHOCTU OTBJIEKATHCS OT HEE C MOMOIIBIO

KOMIIBIOTEPA;
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3) bosbiie OyapTe HA BO3yXe, ABUTANTECH, IOCTApATECh 3aHATHCS CIIOPTOM;

4) Crapaiitech 000JIBIIE O0MATHCS C IPY3bIMU JTUYHO, a HE B CETH;

5) Ecnu y Bac mosiBUI0Ch CBOOOTHOE BpeMs, HE TOPOMHUTECH 32 KOMIIBIOTEP — TI0-
poOyiTe BBISCHUTD, HET JIM JIJIsl Bac 00Jiee MoJIe3HOro 3aHATHs (YpOKH, paboTa
0 JIOMY);

6) Onpenenute s cedst Bpems Ha pa3pieueHust 3a [1IK u He BBIXoAUTE 32 3TH Mpe-
JeIbL;

7) Ecnu BBI paboTaeTe ¢ KOMIBIOTEPOM B YUEOHBIX IIENISIX, CICAUTE 32 TEM, YTOOBI
HE OTBJICKAThCS HA HEHY)KHBIE PECYPCHI;

8) Jloxkutech paHbllle CHaTh, OTPETYIUPYUTE PEKUM MUTAHUS, HE EHIBTE 32 KOM-

IBIOTEPOM.

4) 3akpenJieHue U3y4eHHOT0 MaTepuaJia

Omnpoc:

1) mepe4rciuTh BUIbI KOMIIBIOTEPHON M HHTEPHET-3aBUCUMOCTH;

2) mepeuncCIUuTh MPU3HAKK 3aBUCUMOCTH B MOBEJICHUHM M 00pase >KU3HU 4elio-
BEKA.

HesiTeabHocTh YunTeasi: CeroHs Mbl paccMoTpenu, kak pabora ¢ 1K u uH-
TEPHETOM MOXET MPUBECTH K mpodseMam. OOCyauTe A0Ma C POIUTENSIMH, HE 3ame-
YaJli JI1 OHM y Bac KaKUX-JMOO MPU3HAKOB 3aBUCUMOCTH OT KoMmmbioTepa. Bauma-
TEJIbHO OTHECHUTECh K uUx 3aMmeuanusiM. Haitnere B UntepHere mndopmanuio no 3a-

npocy «lIpu3Haku UTpOMaHUMN.

4.5. 6 k1acc. Kak pacnpocTpaHsAa0TCS BUPYChI

OcHOBBI 0€30M1aCHOCTH KU3HeAeATebHOCTH: «BiusHue HebmaronpusaTHON
OKpYKaIoIIEN Cpelibl HA 3JOPOBHE UEIIOBEKA.

TemaTnuyeckoe IAaHUPOBaHMe: BiMsHUE NTPOU3BOACTBEHHON NEATEIBHOCTH
YeJIOBEKA Ha OKPYXKAIOIIYIO cpefly. BiusiHue HeOmaronpusiTHOM OKPYKaIOMIEeH CpPeIbl
Ha 3JI0POBbE 4YesioBeKa. Kak MOBBICUTh YCTOWUYMBOCTH OpPTaHU3Ma K HEOJAarompusiT-

HOMY BO3/ICHCTBHUIO BHEIIHEW CpEIBI?
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ITocne NEPCUNCIICHUA He6HaFOHpI/I$ITHBIX AJI1 310pOBbA YCJIOBCKA IIPOLICCCOB
MOJXHO YKa3aTb, 4TO IJIA 340POBbA KOMIIBIOTCPA TOXKC MMCHOTCA H€6H3FOHpI/IHTHBIe

(akTOpbI U EPENTH K 3HAKOMCTBY C OCHOBAaMH aHTUBHPYCHOH 3aIIMTHI KOMITbIOTEPA.

3apaum:

o0pa3oBaTesbHbIE:

MO3HAKOMMTbH C UCTOYHUKAMU PaCIPOCTPAHEHUSI KOMIIBIOTEPHBIX BUPYCOB

BBISICHUTDH CTEIIEHb OCBEJOMIICHHOCTH y4YalllMXCsl O BUpycax

ITO3HAKOMUTH € npasuiamu 3amuTsl [IK ot Bupycos

pa3BHUBaloLIHeE:

CIoco0CTBOBATH (POPMUPOBAHUIO UH(DOPMAIITMOHHON KYJIBTYPhI YUaIIUXCS

BOCHUTATE/IbHBIE:

BOCIMTHIBATh OTBETCTBEHHOE OTHOILIEHUE K 00OpAIIEHUIO ¢ KOMITbIOTEpOM U MH-
TEPHETOM.

3nanus:

OCHOBHBIE MOHATHSI O KOMITBIOTEPHBIX BUPYCaX;

Kak u30exaTh 3apakeHusi KOMIbIOTepa.

Ymenus:

OCHOBHBIE MTPUEMBI PA0OTHI C AHTUBUPYCHBIMH IIPOTPAMMAMH.

Haegvixu:

3aIlyCK MPOTPaMMBI-aHTUBHPYCA NIl CKAHUPOBAHUS KOMITBIOTEpA UM BHEITHHUX
HOCHUTeJIeH HH(popMauu.

Tun ypoka: ypok u3y4eHusi HOBOro MaTepuasia.

MeTtoasbl 1 (popMbI 00yUeHHS: CTIOBECHBIN (paccKas), BUIEOMETO/I, HATJISTHbII
(memoHcTparlus), MpaKTHUEeCKUi; WHTepakTUBHas (Gopma oOydeHus: (0OOMEH MHEHH-
MU, UHQOpMaImeit), orpoc.

I[IporpaMmmHo-IUAaKTHYECKOE o0ecniedeHne: mpe3eHTarmu «UTo Takoe Kom-

IBIOTCPHBLIC BUPYCBI», ((OTKy,Z[a MMPpUXOIAT BUPYCHD».

68



Hcnoan3yemas aureparypa u web-pecypcesl:

7. bocosa JI.JI., bocora A.}O. Mudopmaruka u UKT. 5-7 knaccel. Meroaudeckoe
nocobue. — M.: BUHOM. JlaGoparopus 3nanuid, 2011.

8. PbpkKOB B.H. Meronunka MPENoIaBaAHM uHbopMaTuKu//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoka:

1) ITocranoBka nenu ypoka (1 mun).

2) Axryanuzanus 3HaHui (1 MuH).

2) N3yueHnue HOBOTO MaTepuaia (5 MUH).
[IpocMoTp mpe3eHTannu.

3) [Ipaktuueckas padorta (3 MuH).

4) Uudopmanius o JoMalrHeM 3a/IaHUU.

TexHu4yecKue cpeacrBa: IIpOCKTOP, KOMIIBIOTCPEI.

Xoxa ypoka

1) IlocTanoBKA HeJIH YPOKA.

JesiTeJIbHOCTH yuuTeJsA: MBI 3HaeM, 4TO 3arpsi3HEHHE BOJBI U BO3AyXa CIO-
COOCTBYET Pa3BUTHUIO PA3IUYHBIX 3a00€BaHUN. Y KOMITBIOTEPOB TOKE MOTYT BO3HHUK-
HYTh CBOM 00Jie3HU. YacTh U3 HUX MOXKET OBbITh BbI3BaHA MPOOJIEMaMU «OKPYKAIOIIIEH
Cpeabl» KOMIBIOTEPA — MbLIBIO, TPsi3blo. OJIHAKO €CTh U APYyTas OMacHOCTh, OT KOTO-
poii TpeOyeTcs 3ammuTa. Bee BbI 3HaeTe 0 TOM, YTO CYIIECTBYIOT KOMITbIOTEPHBIE BU-
PYCBI, @ BOBMOXKHO U CTAIKHBAINCH C TIOCICACTBUSIMU 3apaKEHUSI CBOMX KOMIThIOTE-
pOB.

2) AKTyaau3anus 3HAHUH

JesiTeJibHOCTH yuMTeJsi: MbI C BAMU YK€ HE pa3 TOBOPUJIM O TOM, KaK BaKHO
IIpY Tepeave u MoTydeHuu HHGOPMAIINH HE TOMYCTUTh 3apa’KeHUSI KOMITBIOTEpa BU-

pycamu.
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JlesiTeIbHOCTD YYALIUXCH: BCIOMHUTB O Mepax NPeA0CTOPOKHOCTH MPH Tepe-
Hoce (haiiyIoB, MPHU CKAYMBAHWU MH(POPMAIH U3 CETU U T.II.

3) U3yuyeHne HOBOI0 MaTepuaJja

[TpocMoTp mpesenTanuu «YTo Takoe KOMIBIOTEPHBIE BUPYCh, «OTKyaa MpH-
XOJISIT BUPYCHD».

JlesiTeIbHOCTH YUUTeIs1 (KOMMEHTApUU NIPU MOKa3e Mpe3eHTanuun): Bupyc —
3TO porpaMMma, HalrucaHHas C ebI0 PUUMHUTE Bpell KoMbioTepy. Ero noseaenue
MIOX0Xe Ha MMOBeIeHHe OMOJIOTHYECKOTO BUPYCa — OH TaK JKe, M0Naiasi B «OPraHu3M»»
KOMIIBIOTEPA, CIIOCOOEH pa3MHOXKATHCS U BHEIPATHCS B (ailibl, HapyIas Uiu Jaenast
HEBO3MOKHOU paboTy koMmbioTepa. Eciu moHauamy BUPYCHI CO37aBaMCh OOJBIIIE U3
XYJIMTaHCKUX TOOYKIEHHM, TO TENEeph 3TO CEPHE3HOE U ONIACHOE OpPYKHE, CIOCOOHOE
IPUYUHUTH OTPOMHBIN BpEa HE TOJIBKO OTACIBHOMY KOMITBIOTEPY, HO JJaXKE€ CHCTEME
Oe3omacHocTH 11en0il cTpanbl. KoHeuHo, He Oy/lb KOMIBIOTEPOB M MHTEpHETa — HE
ObLI0 OBl M KOMITBIOTEPHBIX BUPYCOB. HO Bellb 10N M caMU BCEr/ia UCIBITHIBAIOT Ha
cebe aTaku BUPYCOB, M, TEM HE MEHEE, YEJIOBEUECTBO /10 CUX MOP XUBO. Opyxue de-
JoBeka B 60pb0e ¢ BUpycaMu — 3allIUTHBIE CHJIBI OpraHu3Ma U MeAninHa. EcTh Takue
3alUTHBIE CUJIBI U METUIIMHA U TSI KOMITBIOTEPOB.

B mupe cymiecTByloT COTHHU ThICSY BPEJOHOCHBIX IIPOrpaMM. Y HHUX €CTh CBOS
KJ1accuukanus.

Bupycamu Ha3bIBalOT MPOrpaMMbl, KOTOPhIE Pa3MHOXKAIOTCS B KOMIBIOTEPE U
IIPU 3TOM YHUYTOXKAIOT WM MCKAXAIOT JaHHBIE, HAPYMIAIOT paboTy OonepannoHHON
CUCTEMBI, OTPaHUYHMBAIOT OCTYN K (aitnaM, 3aMeUIaioT paboTy KOMIbIOTEpa U T.1I.
Yarie Bcero BUPYChI EpEAar0TCsl ¢ IEPEHOCHBIX YCTPOMCTB XpaHeHUs HHPOpMaIuu —
JTUCKET, (prieni-naMaTy, KapT NaMsITy U T.11.

CereBble YepBH MOTYT CaMOCTOSITENIbHO paclpoCTpaHsAThCs 1o cetu. [IponHu-
KalOT OHU B KOMITBIOTEP C 3IEKTPOHHOMU MOUTOH, uepe3 00MeH cooluieHusiMu. CeTeBoi
4epBb, MOCEIUBIIUCH B KOMITBIOTEPE, MOKET BOCTIOIB30BATHCS CITUCKOM aJIPECOB, KO-
TOpBIE B HEM XPaHSITCS, U HA4aTh PacChblIaTh OT UMEHH 3TOI'0 KOMITbIOTEpa COOOIICHHUS

CO CCBUIKaMHU Ha BPEJOHOCHBIE peCcypcChl (ICTOYHUKH BUPYCOB).
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TpositHCKHE nporpamMmbl OOBIYHO HE pa3pyLIatoT HH(POPMALMIO Ha KOMIIBIOTEDE,
HO MOTYyT cobupath coxpanusirytocs Ha [IK nuunyto nundopmanmio nonp3oBarens u
IIEpPECHIIATh €€ 3JI0YMBINUICHHUKaM. OHHM MOTYT CIEAWTh 3a TE€M, KaKue KIJIABUILIN
Ha)KMMAET M0JIb30BaTellb, MM MPEJOCTABIIATH YAAICHHBIA JOCTYIl K KOMIIBIOTEPY IO-
CTOPOHHUM JIMLIAM.

Emie onvH BUI BPETOHOCHBIX POTPAaMM BBI3bIBAET IEMOHCTPALIMIO HA KOMIIBIO-
Tepe pekIaMHON MH(OPMAILIUK; YAaCTO TaKKWe MPOrpaMMbl 3aHUMAIOTCS COOpPOM JaH-
HBIX O I0JIb30BAaTEIIE.

Bupycsl paznuuarotcs v 1o HensM 3apaxeHus (¢ailibl, onepaTuBHas TaMSTh),
10 CIOco0y AEHCTBUS, IO YPOBHIO HAHOCUMOTO Bpe/a.

Tax xakue e ObIBalOT UICTOYHUKH 3apa’KEHUSI KOMIIBIOTEPOB?

IlepeHoc BUpPYCOB BO3MOKEH C AUCKET, (hIeII-HAKOMUTENIEH, MOOMIIbHBIX Telle-
(GOHOB, T.€. ¢ JIIOOBIX BHEIIHUX 3allOMUHAIONINX YCTPOHCTB. Bupycsl pacnpocTpans-
IOTCSL ¥ Uepe3 DJIEKTPOHHYIO TIOUTY, TOUHEE, Yepes3 MepechbuiaeMble ¢ Hel (ailiibl (BI10-
xeHus). B aTux ¢aiiinax MOryT coaep:KaThCsi BAPYCHBIE MPOTPaMMBbl MJTU CChUIKH, TIPH
NePEXOE MO KOTOPBIM MOXHO ITOIIACTh HA CAWT, KOTOPBIM COAEPKUT BPEIOHOCHYIO
nporpammy. [louToBBIE BUPYCHI MOTYT C/I€JIaTh U Balll KOMIIBIOTEP UCTOYHUKOM 3apa-
YKEHUs B CETU. Bpe1oHOCHBIE BIOKEHUS PACTIPOCTPAHSIIOTCS Y€PE3 CUCTEMBI MTHOBEH-
Horo oomena cooomeHusmu (ICQ, QIP). BpemoHoCHBII KO MOXKET COJIEpKAThCs U Ha
BeO-CTpaHMIIaX, KOTOpbIe B moceuiaere B MHTepHETe. DTH CTpaHUIIBI YacTO «yKpa-
LIEHBD» PA3JIMYHBIM aKTUBHBIM COJAEPKUMBIM, ITO3BOJIIOIIHNM 3aITyCKAaTh IPOrPAMMBI
JUISl BOCIIPOM3BEACHUS PAa3IMYHbIX (aiiaoB, Hampumep, My3blkh. BupycHble mpo-
rpamMMBbl 4acTO Mackupyrores nox takoe 110.

C KakuMHU M3 NEPEYUCICHHBIX MPOOJIeM BaM, BO3MOXKHO, YK€ MPUXOIUIOCH
CTaJIKUBATbCA?

3) lIpakTnueckasi padora

ITouck antuBHpycHoro 110, ycTaHOBIEHHOTO Ha KOMIIBIOTEPE.

Kak y3Hatp, kakoe antuBupycHoe 110 ycranoBneHo Ha kommbroTepe? MoOXKHO,

Harpumep, B MeHio [lyck Be3BatTh [lanens ynpasnenus, Haiitu LlenTp obecnieuenus
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0€30MacHOCTH — 3allliTa OT BUPYCOB W TaM IIPOUYUTATh UH(POPMAIHIO 00 YCTaHOBJICH-
HOM aHTHBUpYyCcHOM I1O.

Celiuac BBl HaiizieTe spJIbIK aHTUBUPYCHOM nporpammsl Ha BamieMm I1K (Hanpu-
Mmep, Kaspersky Anti-Virus). OTkpoiiTe OKHO IpOrpaMMbl ¥ HAMJIUTE CIIPABOYHYIO HH-

dbopmanmio o ee pabote. CripaBka — HEOOXOIUMBIN HHCTPYMEHT JIJIsl TPaBUIILHOM pa-

OOTEI C IMporpaMMHBIM oOecreueHUEM.

Ob6cyxeHre HallIeCHHOTO MaTepuania.

¥ lHentp ofecneueunwn GeaonacnocTH Windows E”E”g!

W UeHTp obecneveHmn 6e30nacHOCTH

MNomorute JALHTHTE CBOM KOMNbOTED

) Pecypcu 2 1 OcHoBbl 6e30MacHOCTH

LsHTp obscnedsHia SE30nacHOCTH NOMOrSET YNPABNATE NaADSHETDSMH BeaanacHoc T Windows,
Yrofisl NoHOYE JAWATHTE KOMMEKTER, BEAKMHTE BCE TEH OCHOBHE!X KOMNOHEHTS BE30NacHOCTH.

* MOAYUHTE NOCHEAHKME COEABHHA ECnH OHK HE BIENHOHEHE], CRSAYIATS YiazaHmAn, Yrobel cHoBa BepHy TECA B LieHTp obecnesaHis
0 GE3CNACHOCTH M BHpYCAX OT BE30MSTHOCTH, OTKPORTE NaHeNs YyTPaENEHHA,
KopnopauHn Mafkpoood T KakHe HOBEIE KOMIOHSHTE Windows nomor 30T S8WHTHTE KoMMsKTEDT

N Fpneepwrb HAMHE MO e aHFX

ofHOENEHHIA oT Windows Update ﬁ Epan,qmayap © BKJKYEHO =
* MoayYnTe NDAASPHEY Mo
EOMPOCAM BES0NACHOCTH P
Q ABTOMAaTHYECKOE OOHOBNEHME O BKAKOHEHO «
* Cnpaeka no LesTpy
oferneqeHmA BE30NCHOCTH 1 ;
: ; =
* MsMeHHTE CNocof onoBewLEHHA ' g’ 33I.I.|IIT3 S1:BHpyCOB @ BK/IOHEHO
E:;Tnl:f;:gc:;m%mg AHTHEMDYC KACNBPCKOrD MMEET NOCNEAHIOH BEDCHHD, H CKAHADOBAHWE HA HAMMSE BHDYCOB

BEANRIHEHD. AHTHEHPYCHOS NROFPAakHOS OGECMBUEHHE NOHOMAET 3ALMTHTE KoM TED OT
FOBPENAEHNA BHOYCAMM M NPH ADYIHX YIDOsax GE30NSCHOCTH, KAk S THBHDYCHOE
AparpanHHoe ofecieysHHe NoMor 88T SALWTHTE KOMAEOTER?

HacTtpoiika napameTpoB GesonacHocTH:

“;’il CeomcTea obospeeatena @ Bpangmaysp Windows

% ApTomMaTMHeckoe obHoBASHME

Kopnopaiyd 8 Malkpocod T axpaH AeT KOHD KOSHUMANER0CTE, MDOYTHTE 333ENEHHME O KROHEHABHWAAN EHOCTI

JleiTeJIbHOCTD y4aIMXCH:
1) Haiitu Ha mikosibHOM IIK spnbiku antuBupycHoro I10.
2) 3anyCTUTh aHTUBUPYCHYIO MPOTpaMMy M POCMOTPETH CIIPaBKy O ee padorTe.

I[CHTCJ]LHOCT]) YUuMTeEad: Bcerna IIOMHUTC IIpaBHJIa 3alllUTbl KOMIIBXOTCPA OT

BUPYCOB:
1) YcranoButs antuBupycHoe 110 1 cBoeBpeMEHHO €ro OOHOBIISITh.
2) Ilepuoauyecku 3amycKaTh MPOBEPKY KOMIIBIOTEPA HA HAJTMYHUE BUPYCOB.
3) He oTkpbIBaTh 3JIEKTPOHHBIE MHChMA C BIOKEHHSMHU OT HE3HAKOMBIX aJpeca-

TOB.
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4) He OTKJIMKaTbCS B MHTEPHETE HA IIPEIIOKEHHS YCTAHOBUTH HOBYIO IIPOTPAMMY
WJIM IIPOBECTU ITPOBEPKY BAILIETO KOMIIBIOTEPA HA BUPYCHI.

5) He mepexoauTs MO NPUCIAHHBIM OT HEHU3BECTHBIX MCTOYHUKOB CIy4YalHBIM
CCBUIKaM.

6) Bcerna nmpoBepsTh BHEIIHUE YCTPOMCTBA MAMSITH HAa HAJIMYUE BUPYCOB.

7) Ilonb3oBaTbcst HACTPOMKAMU OE30MACHOCTH Opay3epOB U IMOYTOBBIX IPOrPaMM.
4) 3akpenJieHHe U3Y4YeHHOT0 MaTepuaJia
Ompoc:
1) Ha30BUTE U3BECTHBIE BAM UCTOYHHUKH 3apaKEHUSI KOMITBIOTEPA

2) MepevyncInTe U3BECTHBIE BAM aHTUBUPYCHBIE IPOTPAMMBI

Yem Oonbmie Bbl Oynere padorars c¢ IIK wim npyrumm ycrpoiicTBamu, TeM
Oosblle Bl OyeTe y3HaBaTh 00 yrpo3ax st HuX. Hukorja He npeneOperaiite npaBu-
Jamu 6e30macHoil paboThl, cTapaliTech HAXOAUTh U 3aIIOMUHATH UH(POPMALUIO O HO-
BBIX MCTOYHHUKAX 3apakeHUs ISl KOMIIbIOTEPOB. /J[oma mpoBepbTe, €CTh JIM y Bac aH-
tuBupycHoe 10, naBHO 11 0HO OOHOBIUIOCH. [IpoBeaNTE MOJIHYIO IPOBEPKY KOMITb-

I0TCpa HAa HAJTMIUEC BPCAOHOCHBIX 0OBEKTOB.

4.6. 7 kjacc. YTedka 1 0OHapoA0BaHMe JIMYHBIX JaHHBIX

Nudopmatuka: «Komnbrorep kak yHUBEpCaIbHOE yCTPOMCTBO 00paOOTKHU UH-
dhopmanumny»
TemaTnueckoe miuanupoBanue: O6padotka nHdopmanuu. OOpaboTka, CBS-

3aHHAs C MoJy4YyeHueM HoBoM uHpopmanmu. [louck nudopmanuu.

[Ipu u3yuenuu nponecca noucka uHpopmanuu B MHTEpHETE MOXKHO PacCMOT-

PETh TCMY PCAOTBPAIICHUSA YTCUKH JIMYHBIX JTaHHbIX.

3agaum:
oOpa3oBaTe/ibHbIE:

ITO3HAKOMUTDH C KaHAJIaMHW YTCUKU JIMYHBIX JdHHBIX B HHTepHCTC
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(IemMoHcTpalus), NpakKTUYEeCKU; WHTEpaKTUBHAs GopMa oO0yueHus (0OMEH MHEHH-

BBISICHUTB CTENEHb OCBEAOMJIEHHOCTH YYAIINXCS O 3alUTE JIMYHBIX JaHHBIX
MO3HAKOMHUTH C HEKOTOPBIMU MTPABUIIAMHU 3aIUTHI IMYHBIX JaHHBIX
pa3BUBaOIIKE:
croco6cTBOBaTh (HOPMUPOBAHUIO MHPOPMAILIMOHHOM KYJIBTYPHI yUaIIHXCS
BOCHUTATEIbHBIE:
BOCIIUTHIBATh OTBETCTBEHHOE OTHOIIIEHHE K oOpalieHuto ¢ IHTepuerom.
3nanus:
OCHOBHBIE TTOHSTHS O JTUYHBIX TAHHBIX U UX 3aLUTE
KaK M30eaTh MOTEePH JTUYHBIX JTaHHBIX
Ymenusa:
OCHOBHBIE ITPHEMBI PabOTHI C pecypcamu MIHTepHET
Haegvixu:

Hactpoiika 6pay3epa

Tun ypoka: ypok U3yueHusi HOBOro MaTepuaia.

MeTtoasbl U (popMbI 00yUEeHHS: CIIOBECHBIHN (pacckas), BUICOMETO/T, HATJISITHbIN

MU, UH(pOpMaLuei), orpoc.

IIporpaMmMHo-IMIaAKTHYECKOE o0ecneueHHe: rpe3eHTanus «YTo Takoe mnep-

COHAJIBHBIC JAHHBIC), «KOMy HY’KHBI Balllk JIMYHBIC JaAHHBIC)
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HUcnoab3yemast sureparypa u web-pecypcsl:

. bocoga JI.JI., bocoBa A.FO. Uudopmatuka u UKT. 5-7 knaccel. MeToanueckoe

nocobue. — M.: BUHOM. JlaGoparopus 3nanuii, 2011.

. PppKKOB B.H. Metonuka MPETO/IaBaHUS uHpopmatuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JdTanbl ypoka:

1) ITocranoBka nenu ypoka (1 mun).


http://nto.immpu.sgu.ru/sites/default/files/3/__12697.pdf

2) Axryanuzanus 3HaHui (1 MuH).

3) N3yuenune HoBOro Marepuaia (6 MuH).
OObsicHEeHUE HOBOTO MaTepurarna.

IIpocMoTp mpe3eHTanuu.

4) 3akpernieHue U3y4eHHOro matepuania (2 MuH).
Ompoc.

WNudopmanus o romaniHeM 3aJaHuH.

TexHuueckue cpeacrBa: IpOCKTOP, KOMIIBKOTCPHI.

Xox ypoka

1) IlocTanoBKA HeJH YPOKA.

HesTenbHOCTh yuuTesi: Kaxapii, kTo uckan uHpopmanuio B MHTEepHEeTE,
HABEpHsKa CTAJKUBAIICA C MPOCKOAMU COOOIIUTH YTO-TMO0 O cebe — XOTsI ObI HOMED
MOOWJIBHOTO TenepoHa. YacTo 3T0 MPOMCXOAUT MPHU MOMBITKAX CKadaTh (aiibl U3
cetd. Ho ecTh 1 MHOTO Apyrux ciiydaeB, KOT/Ia MOJIb30BATENS IPOCAT COOOIIUTD Pa3-
JUYHBIC JaHHBIC — HAITPUMED, TIPH PETUCTPAIIMH Ha PA3IMYHBIX pecypcax, IMpH co3ia-
HUH TIOYTOBOTO SATIMKA U T.1. | KOHEYHO, B OOJIBIIMHCTBE CIy4aeB BO3HUKAET BOIIPOC
— a HY>KHO JIi 9TO0 Jienath? 3aueM HykHa 3T1a uHbopmarusa? [louyemy o Helt crparm-
BAIOT?

2) AKTyaJau3aunusi 3HAaHU I

JlesiTeIbHOCTD YyuuTesi: Bl 3HaeTe, 4TO TaKOE COIMAIIBHBIE CETH, (POPYMBI,
MOYTOBBIE CEPBHCHI M JIpyTue cpeacTBa obmenus B MaTepHeTe. BcmomanTe, Kak BB
MOJIyYaJId JJOCTYI K 3TUM CPEACTBAM U KaKyro HHGOpPMAIIHIO 0 cebe coo0IIalu.

JlesiTeIbHOCTh YUYAIIMXCSI: BCIIOMHUTH TIPAUMEPHI BOIIPOCOB, 33/1aBaCMBIX ITPU
pETUCTpaIliy Ha PA3IMYHBIX pecypcax (Hampumep, MOYTOBBIN cepBep U T.I1.)

3) N3y4yeHue HOBOI0 MaTepHaJia

JleATeJILHOCTh YYANIUXCHA: MPOCMOTP Tpe3eHTanuu «UTo Takoe mepcoHasb-

HBIC JAaHHBIC), «KOMy HY>XHBI Balllk TICPCOHAJIBHBIC JTAHHBIC)).
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JesATeJbHOCTD yunTeJs1: Bee cBelleHus, Kacaroluecss KOHKPETHOTO YEJIOBEKa
(®UO, aapec, TenedoH U T.I.) — ITO NEepcOHaIbHbIC JaHHbIe. K mepcoHanbHbIM 1aH-
HBIM OTHOCSITCSI MACTIOPTHBIE U OHOrpaduyecKrue AaHHbIE, CBEECHUS O Ipodeccuu u
oOpa3oBaHuH, ajpec u TenedoH, CBeCHU 0 COCTaBE CeMbU U MHOTOE fipyroe. [lepco-
HaJIbHBIE TAHHBIE OXPaHSAIOTCS 3aKOHOM (D3 0 MepCOHANBHBIX TaHHBIX) C IIENBIO 3a-
IIUTHI IPAaB HA HENPUKOCHOBEHHOCTh YaCTHOW KHU3HU, IMYHYIO U CEMEIHYIO TalHY.

Bbl MokeTe yoenuTbes, Kak MHOTO CBEICHUN O BaC CTAHOBUTCS M3BECTHO MU
TaKoH, Ka3anock Obl, 0€300MIHON MpoLEeaype KaK PErUCTpalus B COLUAIbHON CETH.
Tax, nanpumep, B OZHOKIACCHUKAX Bac MOMPOCIT COOOUTUTH UM, (aMUIINIO, IO,
JaTy POXKACHUS, apec dJICKTPOHHOU MOYTHI, CTPAHy M TOPOJ MPOKUBAHUSA, a TIPH 3a-
BEPILIEHUHU PETUCTPALIMU €llle U HoMep TenedoHa (JEMOHCTpaLUs Ha IPOEKTOPE CTpa-
HULbI perucTpauun). Jlanpime Oyaer eme Oobllie «BO3MOXKHOCTE». Bbl HaunHaeTte
pa3MeniaTh Ha MPEAOCTaBICHHON BaM CTpaHMIIE CBOIO (ororpaduio u ¢ororpaduu
CBOMX Jpy3€H, BUAEO U MY3bIKYy U BOOOIIE BCE, YTO COUTETE HYKHBIM, J1aXKe TO, O YEM
cooOmath He caeaoBaio Obl. [IpuMepHO Tak ke 00cToAT nena u B paiicoyke (1eMOoH-
CTpalusi CTpaHMIIbl perucTpanun). [louyToBbIE CEpPBUCHI, CAlThl 3HAKOMCTB — BE3/1€ Tpe-
OyroTCsi TM4YHbIe aHHbIe. Enie 60see BakHbIEC CBEICHUSI COOOIAIOTCS TIPU MOUCKE pa-
0OTBI (IEMOHCTpaIMs pe3foMe), PU Pa3INYHBIX BHAX IUIATEKHBIX OMEpaIfii, mpu
oOpallleHuu Ha CalThl TOCCTPYKTYp U T.A. KpoMme momoOHbIX JaHHBIX MOJIb30BATENN
ocTaBJIsItOT B UHTepHETE MHOTO JIpyroil mHpopmalm, He MpeAHa3HauYeHHOM AJIs To-
CTOPOHHHUX — 3TO NEpenucKa, (aiibl, XpaHsirecs Ha 00JIayHbIX CEpBUCAX U T.II.

KoHneuHo, B pszie cinyyaeB MOAJIMHHYIO HH(OpMAIUIO MPEAOCTABIATh HE 00513a-
TETbHO. AHOHUMHOCTD TIPH MCIIOJIb30BAaHUU MHOTHX CEPBHCOB Ja)K€ MPUBETCTBYETCS.
Ho ouenp wacTto 6e3 mpemocraBieHus MOUIMHHONW WHDOpMAIUU O0ONTUCH HENb3s —
HanpuUMep, TPU MOTH30BAHUH JIEKTPOHHBIMHU TOCYCITyTraMu, MEAUIIMHCKUMH CUCTE-
MaMHu H T.I1.

[Ipu 3TOM BCe, KTO MOJIyYaeT OT MoJIb30BaTeNel JINYHYI0 HH(pOopMaIHio, 00s13y-
I0TCS 00eCIeYUTh €€ 0€30MacHOCTh, T.€. TAPAHTUPYIOT, YTO B UY>KHUE PYKH OHA HE TO-
nazaet. U, Tem He MeHee, 3T0 yacTo ciaydaerca. HesakoHHOe mosryueHue u 00Hapo10-

BaHME (PACIPOCTPAHEHHE) Uy OU JTUUHOM MHGOPMAIMK SBISIETCS MPECTYIICHUEM.
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[ToncunTano, YTO KaK bl ATHIA YEJIOBEK cTapile 18 JeT CTaHOBUIICS KEPTBOM KHOe-
paTaku B COIIMAJIbHBIX CETAX WM uepe3 MOOUJIbHBIE yCTpoiicTBa. Yaile Bcero 1einbko
MOJTyYEHUS JIMYHBIX TaHHBIX SBJSETCS TOCTYI K OAHKOBCKUM CUETaM.

Yo Takoe yreuka JaHHbIX? DTO CIEICTBUE IEUCTBHI OCTOPOHHUX JIUL, KOTO-
pBI€ C MOMOILBIO PA3JIMYHBIX TEXHUYECKUX TPUEMOB CMOIJIM IIOJIyYUTh IIPaBa JOCTYIIA
K JJUYHON MH(pOpMAaIMH, B pe3yJIbTaTe Yero OHa NepecTaeT ObITh KOHPHUIECHINATbHON
¥ MOXET OBbITh UCIIOJIb30BaHA B MTPOTUBOMPABHBIX WM aMOPATBHBIX IIEIISX.

3ayeM U KOMy MOTYT IIOHaJJOOMThCS Balllv JIMUHbIE TaHHble? Kazanock Obl, KoMy
OHH HYXHBI KpoMe Bac?

MMy MOTYT BOCHIOIB30BaThCS PEKIAMOAATENH ([J1s1 YBETUUECHUS YMCIa PACChI-
JIOK).

Uyxue JAMYHbIE JaHHBIE MCMOJB3YIOTCS MJIsi MOJYYEHUS KPEOUTOB U Kpaxk
CpEICTB 13 0AHKOB.

JlaHHbIE MOTYT OBITh YKpaJ€Hbl U3 XYJUTAHCKUX NOOYXAeHUH (00Hapo10BaTh
NEPENUCKY, HAIPUMED).

JlaHHbIE MOTYT OBITh YKpPaJEHBbI JJIs OCIEAYIOLEH NeperpogaxKH.

WNHTepecHo, 4TO MOHATHIO «yTE€YKa MEPCOHAJBHBIX JaHHBIX» B AHIJIMICKOM
a3bike cooTBeTcTBYET Identity theft (kpaxka nmuunocTh).

VYTeuka JaHHBIX BO3MOKHA C KOMITbIOTEpPA, HOYTOYKa, MOOMIJIBHOTO YCTPOICTBA.
[Ipu »TOM NaHHBIE TONAAAIOT K KUOEpnpecTynHUKaM uyepe3 THTepHeT, 3JeKTPOHHYIO
nouty. Kpome Toro, ycTpoiCTBO MOXKHO IPOCTO MOTEPATh — U TOTJa Aaxke (Iielka
MOKET CTaTh UCTOYHUKOM JIMYHBIX JAHHBIX.

LleHHOCTB J1s1 3TOYMBIIIIEHHUKOB MTPEICTABIIAIOT U YUYETHBIE 3aMCH JJIEKTPOH-
HOM MOYTHL. AZpec 3JIEKTPOHHON MOYTHI MOYKET UCIIOJIB30BATHCA ISl IIOATBEPKICHHUS
pEerucTpalyu Ha Jpyrux BeO-calTax.

KTO siBIIIeTCSI BHHOBHUKOM yTEUEK?

Nucaiinepsl

Henocrarku («yszBumoctu») 110

Xaxkepsl

[IpoBaninepsl
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He3sammineHHbIe KaHasbl CBSI3U

CouuanbHele ceTH

ITonp3o0BaTenu

VYTeukn nepcoHANbHBIX TaHHBIX OOHAPYXUBAIOTCS MOCTOSHHO, IPUYEM YaCTO
3TO «paboTay Jake HE 3JI0YMBIIUICHHUKOB, @ UMEHHO T€X PECypCcOB, KOTOPHIMU MBI
nosb3yemcs. IlpuunHol yTeuek MOryT ObITh HEJOCTATKU MPOrPaMMHOIO olecrede-
HUS, HO YaCTO CaMU BIAJEIbIIbI CEPBUCOB COOMParOT HHGOPMAIUIO O MOJIB30BATENIX
B pa3iIM4HBIX LesaX. Tak, kopnopanus Apple HEOTHOKPATHO OOBUHSIIACH B IIITHOHAXKE
3a moJyib30BaTeIs MU X cMapTdoHoB. Google 1 BOBCE 3asBIISLI, YTO HE HECET OTBET-
CTBEHHOCTH 3a COXPAHHOCTb JIMYHBIX JAaHHBIX CBOUX IOJIb30BATENEH, yCTAHOBUBIIIMX
pasnuuHble npuioxeHus. Ha 1anHbpIil MOMeHT HanboJiee Ha/IeXKHbIM B IIJIAHE 3aIIUTHI
JIMYHBIX TaHHBIX cuuTaeTcs komnanua Mozilla. He pa3 oOHapyxuBaiach yTeuka Jind-
HBIX JAHHBIX IT0JIb30BATEIE MHTEPHET-Mara3uHoB, I10 BUHE KOTOPBIX CTAJIO BO3MOXK-
HBIM HAlTH C TOMOUIbIO TIOMCKOBBIX PECYPCOB MHPOPMAIUIO O MOKYIKAX, U JaKe Mmac-
NOPTHBIE TAHHBIE U HOMEPA KPEIUTHBIX KapT MoKymnareneil. BanaMmbiBaroTcs u 0a3bl
JAaHHBIX O TMOKYIIKAaX aBUa- U KEJIEe3HOJOpPOKHbIX OmieroB. [locie Takux B3JIOMOB B
OTKPBITBIN JOCTYN nomnafgaeT nHdopmanus, oxpansaemas 3akoHoM. KTo yrogHo npu
HaJIMYUK ONPENIETEHHBIX 3HAHUW MOKET BOCIOJIb30BAThCA UY>KUMH JTMYHBIMH JIaH-
HBIMHU.

Ouenp yacTo KMOEPIPECTYIMHUKAM HE HY>KHO YCTpauBaTh HUKAKUX aTaK U B3JIO-
MOB — TIOJIb30BaTEIM CaMHU COOOLIAIOT UM JIMYHbIE JaHHbIE. J[JIs 3TOro ecTb MHOIO
IPUEMOB: (PMIIMHTOBBIE PACCHUIKU (HAITPUMED, PACCHUIAIOTCS AHKETHI C MPEAJIOKEHH-
MU pabOThI), pacCIpOCTpaHEHUE BPEAOHOCHBIX MTPOrpamMM M T.1I.

[Toxa Henb3st yTBEp)KIaTh, YTO KaKHE-TMOO JAaHHBIE MOJHOCTBHIO 3alIHUILEHBI,
JTaKe €CJIM MO0 OTHOIICHHUIO K HUM MPUHSATHI BCE BO3MOXKHbBIE MEPhI 3alIUThl. MeTo bl
3aIUTHI COBEPIIEHCTBYIOTCS, HO M B3JIOMILIMKY HE OCTaHaBJIMBaroTCsA. Hampumep, mo-
SBUJIMCH JJaXKE€ YCTPOICTBA, KOTOPbIE ACHCTBYIOT KaK BUPYCHI: C BUAY 3TO OOBIYHAS
MBIIIIKA, & HA CAMOM JieJie KEHJIOorrep — YCTPOMCTBO, OTCISKHUBAIOIIEE BCE, UTO MOJb-

30BaTCJIb BBOAUT B KOMIIBIOTCD.
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Kak n30exarph yTeueK JIMYHBIX JaHHbIX?

[Ipexxne Bcero, He COOOIIATH JIMYHBIEC JAHHBIE BCEM JKETIAIOIIHIM.

[Tonb30BaTbes MOCTOSIHHO 00HOBIsIeMbIM HazexHbIM 110 (OC, O6pay3ep, aHTH-
BHUPYC).

CBOEBPEMEHHO MTPOBOJUTH MTPOBEPKY KOMIIBIOTEPA HA BUPYCHI.

[IpoBepsATh Ha BUPYCHI KaXA0€ MOJAKIOYAEMOE YCTPONCTBO XpaHEHUs UH(DOP-
Maruu ((preni-naMsaTh, KapThl TaMSITH U TIp. ).

He nepexonuTth 0€3qyMHO IO BCEM BCTPEYAOLIMMCS CCBUIKAM, YBEJIWYUBAs
PHUCK HAaTOJIKHYTHCSI HA BPEIOHOCHBINA peECypC.

JIOBEPSITH TOJIBKO IPOBEPEHHBIM KPYITHBIM CEPBUCAM.

He otknukatbes Ha mogo3puTeabHble e-mail cooOmeHusl.

He 3anyckaTh HEM3BECTHBIE MIPOrPAMMBbI, B TOM YHUCJIE MPEJIaraéMble B HHTEP-
HETe.

He wncrions3oBaTh CIMIIKOM MNPOCTHIE MMAPOJIA WM OJWHAKOBBIE IMAPOJIA IS
BCEX CEPBUCOB.

[Ipexxne yem BBOAUTH Mapoib, YOSAUTECh, YTO B aJpECHOM cTpoke Opaysepa
HAXOJUTCS MPAaBWIbHBIA apec cailTa, T.K. Bbl MOXKETE CTOJIKHYTbCS C MOJIEIbHON
dbopmoii peructpanuu (OHU pa3MealOTCs Ha BEO-CTpaHUIaX € ajpecamu, MOX0KUMU
Ha HACTOSIIINE).

He cornamaiitech Ha npeioxkeHue «3aloOMHUThL TapoJiby, OCOOCHHO TpHU pa-
00Te Ha YY»KOM KOMIIBIOTEpE.

Ecnu BBl aBTOpU30BANUCh HAa CaliTe, TO HE OCTaBIIANTE KOMIIbIOTEp O€3 Mpu-
CMOTpA; JaXKe €CJIM Bbl OTOILINA HEHAI0JIT0, BHIMOJIHUTE OMEPALNIO «3aBeplLIeHUE pa-
00TBI» U 3aKpoiTe Opays3ep.

CrapaiiTech He JepKaTh Ha KOMIbIOTEPE OTCKAHUPOBAHHBIE KOMUU TOKYMEH-
TOB.

4) 3akpenJieHHe M3Y4YeHHOT0 MaTepHaJIa

Omnpoc:

1) Ha30BUTE U3BECTHBIE BaM IIPUYHHBI YTEUEK JIMYHBIX JAHHBIX

2) nmepevynciInTe U3BECTHBIE BAM MEPBI 3aIUTHI OT yTEUEK
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WNupopmanys o TomaliHeM 3ajaHuu

CerogHst Mbl y3HaJIH TOJBKO O HEKOTOPBIX mpobiemax 0e30MacHOCTU MEepPCo-
HQJIBHBIX JIAHHBIX. JTO OYEHb CEPbE3HAsl YACTh BCEH CUCTEMBI KMOEpPOE30MaCHOCTH.
CriocoObI XUIIEHUS TNYHBIX TAHHBIX IOCTOSSHHO U3MEHSIOTCS, IOATOMY COCTAaBUTH Pa3
U HaBCerJa CIUCOK peKOMEeHAaluii mo Oe3omacHoil pabore Bpsa ou nomyuutcs. Ho
OJIHO ITPaBUJIO BCE K€ OCTAETCSI HEM3MEHHBIM — Oy/1bT€ BHUMATEJIBHBI U OCTOPOKHBI U
IpU TIOJyYEHUH U TIpH Tiepenade nHpopmanuu. JJoma y3Haiite, Kakue Mepbl JIs 3a-

IDUTHBI JIMYHBIX JAHHBIX HCIIOJIB3YIOTCA HAa BAllICM KOMIIBROTCPC.

4.7. 8 knacc. [loaMeHa caliTOB B MHTepHeTe (CalThI-KJI0HbI). PaibIIUBbIE
dailsi006MeHHUKH

HNupopmaruka: KoOMMyHHKAalMOHHBIE TEXHOJIOTUU
TemaTnyeckoe mianuposanue: WWW-texHomorus. BcemupHnas nayruHa

(HacTpoiika 6pay3epa, aapec Web-cTpanulibl, coxpaneHue u nedatbe Web-ctpanuir).

Iesab: 3HaKOMCTBO C BUJIaMHU MOIICHHUYECKUX JCUCTBUN B CETH

3agaum:

o0pa3oBaTe/ibHbIE:

MO3HAKOMUTH C HEKOTOPBIMHU BHUIAMHU MOILIEHHUYECKUX JIercTBUM B UHTEpHETE

BBISICHUTB CTENIEHb OCBEIOMJICHHOCTH YUaIIUXCS O 3aIIMUTE OT MOIIEHHUYECKUX
nevictBuid B UHTepHETE

MMO3HAKOMHTh C HEKOTOPBIMHU MpaBUIIaMU O€3011aCHOM pabOThI B CETH

pa3BuUBaoUINE:

CIIoco0CTBOBATHh (POPMHUPOBAHUIO HHGOPMAITMOHHON KYJIBTYPhI YUAIIHXCS

BOCIHTAaTe/IbHbIE:

BOCITMTBIBAaTh OTBETCTBEHHOE OTHOIIICHHE K oOpatieHuio ¢ MHTepHETOM.

3nanus:

OCHOBHBIC MOHATHS O MOIICHHHUYSCKUX JICUCTBHUAX M 3aIlIUTE OT HUX

Ymenus:

OCHOBHBIE TIPHUEMBI paboTHI C pecypcamu MHTEpHET

Hasvixu:
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Hactpoiika napameTpoB 6€3011acHOCTU

Tun ypoka: ypok u3y4eHusi HOBOIO MaTepHalia.

MeTtoanbl 1 (popMBbI 00yUeHHS: CIOBECHBIN (pacckas), BUIEOMETO/I, HATJISTHbII
(eMoHCTpaIys), MPaKTUUECKHU; HWHTEpakTHUBHAs ¢opMa oOyueHus (0OOMEH MHEHHU-
MU, HHOpMaIIUE ), OIpoc.

IIporpaMMHO-IHAAKTHYECKOE oO0ecmedyeHue: mnpe3eHTalus  «JIoxHbIe

caiTey, «DaimoodMeHHbIe pecypchl IHTepHeTa»

Hcnoan3yemas aureparypa u web-pecypcesl:

1. Bocosa JI.JI., bocoBa A.}O. YueOnuk no nnpopmaruke 3a 8 kinacc. — M.: bU-
HOM. JlaGopatopus 3Hanwmii, 2013.

2. PbDKKOB B.H. MeTtoauka MIPETO/IaBaHUs uHpopMatuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoka:

1) [TocTanoBKa LIeNW YpOKa U akTyanu3auus 3HaHui (1 MuH).
2) Nzyuenue HOBOTO MaTepuaia (6 MuH).

OO0BsicHEHHE HOBOT'O MaTepuaa.

[IpocmoTp mpe3eHTanuu.

3) [Ipaktuueckas padora (3 MUH).

[Touck nndopmanuu B cetu HTEpHET.

OO0cyxeHre HallIeHHOTO MaTepuaa.

4) 3akpernieHue U3y4eHHOr0 MaTepuaia

Nudopmarus o noMariHemM 3a1aHuu.

TexHnueckue cpeacrBa: IpOCKTOP, KOMIIBIOTCPEI.

Xox ypoka
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1) IlocTaHoBKA 1eJIH YPOKA.

B cetu cymecTByeT MHOKECTBO ONACHBIX PECYPCOB: OJHU SIBIIIFOTCS HCTOYHU-
KaMU BUPYCOB, APYTU€ OXOTATCS 32 JIMYHBIMU JAHHBIMU M0JIb30BATEIEH, TPETHU MIPU-
HaJUIe’KaT HapKOTOProBIaM WK 3KkcTpeMuctaM. Ho enBa jin KTo-To OyAeT npeaHame-
peHHO HcKaTh cede mpobiemsl B MuTepHeTre. Kak ke MOKHO 3aCTaBUTh MOJIb30BATEIS
MONACTh HAa BPEIOHOCHBIE PECYPCHI?

2) AkTyajau3auus 3HAHU A

JesiTeJIbHOCTD yuuTeJs: Bbl yke 3HaeTe 0 HEKOTOPBIX MPUEMAX, KOTOPBIMHU
MOJIB3YIOTCS 3JIOYMBINIJICHHUKU B MHTEpHETE IS 3apakeHUs KOMIIBIOTEPOB BHUPY-
CaMu, KpaKH JIMYHBIX TAHHBIX U APYTUX MPECTYIHBIX LIEJIEH, 3HAETE O TOM, YTO TAKOE
yTeuKa JUYHBIX JAHHBIX U KaKUMU CIIOCOOaMM OHA OPraHU3yeTCs; 3HAETE, YTO TaKoe
BUPYCHI U KAKUMHU IMYTSIMHA OHY TPUHUKAIOT B KOMITBIOTEP. BCIOMHUTE OCHOBHBIE TTpa-
BUJIa 6e30omacHoCTU Mpu pabote B MHTEepHETE.

JesiTeIbHOCTh y4alIUXCsl: BCIOMHUTh OCHOBHBIC IMpaBujia O€30MacHOM pa-
OOTHI B CETH.

3) N3y4yeHune HOBOT0 MaTepHaJIa

JleATe/IbHOCTh yYalIUXCS: MPOCMOTP TMPE3CHTAUUN «JIOXKHBIE CANThIY,
«®DaitnoooMeHHbIe pecypcbl UHTEpHETaY.

JesiTeIbHOCTD YUHTeJIA (TTOSICHEHUS ipU IpocMoTpe): Cpenn pa3TudHbIX Bpe-
JIOHOCHBIX MPOrpaMM CYIIECTBYET BUPYC MOAMEHBI cTpaHull. Ero 3amadya — nepeHa-
MIPaBUTH MOJIH30BATENS C TOM CTPAHUIIBI, K KOTOPOU OH oOpariaeTcs, Ha IPYyTryro, 4acTo
MMEIOLIYI0 BPEIOHOCHOE coziepKaHue. YacTo JIOKHBIE CTPAaHULBI OYEHb NTOXO0KH HA
HACTOSIIME, TaK YTO IMOJB30BATENb MOXKET M HE Jaoragarbcsa O moaMene. Ha Takux
CTpPaHMLAX I0Jb30BATENSI MOYKHO 3aCTaBUTh PACKPBITH CBOM 1APOJIb WIIM BBECTH APY-
rUe JIMYHBIC JIAHHBIE, 3aCTABUTh €ro MEPEBECTU JICHbIM 3JIOYMBIIIJICHHUKAM U T.II.
WNuorna u 6e3 nepexojia Ha IPyrue CTPAHUIIBI JEHCTBUE BUPYCA MOXKET MPOSBISATHCS
B TOM, YTO IIPY PETUCTPALMHU WIM aBTOPU3ALMU HA CAUTE MPEJIAraeTcsi MOATBEPAUTD
CBOU AaHHbIe ¢ nomoIbo SMS. Kpome Toro, nepexo/ibl Ha HEHYKHBIE PECYPChI BEYT
K pocty Tpaduka. Takoi BUpyC 4acTo KiIacCHPUIUPYIOT Kak pekiaamuoe [10 wmum

TPOSIH.
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CcblKa Ha BpPEIOHOCHBIN CalT MOXKET, HAIIPUMEP, BHEIPATHCSA B PE3YJIbTaThI
IIOMCKA, IPUYEM BHELIHE €€ OTJIIMYUTh TPYAHO. BBIBaeT U Tak, 4To pe3yJIbTaThl IOMCKA
HE U3MEHSIOTCS, HO NP MOMbBITKE NIEPEUTH 110 BEIOPAHHOMN CCBUIKE MOJIB30BATENb MO-
[IaJaeT Ha IPYTyIO CTPAHMUILY.

OueHb OIMacCHBIM BUJI CATOB-KIIOHOB — CAMThI, OAACIBIBAIOIINAECS IO CANTHI
rocciyk0 unu 6ankoB. OOBIUHO a/ipeca TAKUX CAUTOB MOUYTH MOJHOCTHIO COBIAJAOT
C HACTOSALIMMU, IO3TOMY JUIsl TOI'O YTOOBI MONACTh HA HUX, MOJIb30BATEIIO OBIBAET J10-
CTaTOYHO MPOCTO JOMYCTUTH OLIMOKY IIpH BBOJA ajpeca. OCOOEHHO BaKHO YMETh 00-
HapYKUTh MOAJIETKY IPH padoTe ¢ OHJIAH-CepBUCAMH OAHKOB.

NHorpa mogmMeHa nporucxXoauT IIPU JOJITOM OTCYTCTBHH NOJIB30BATEISL — BUPYC
OTCJICKUBAET AaKTUBHOCTh MBIIIU U B CIIy4ae, €CJIIM CAUT OTKPBIT CIWULIKOM JOJIrO, a
MOJI30BATEINS 32 KOMITBIOTEPOM HET, OJAMEHSET 3TOT CAUT ApyruM. MicTouHuKOM BU-
pyca MOKET ObITh TOT CaMblil IEPBOHAYAIILHO OTKPBITBINA CaMT.

OnuH U3 BUJOB MOIIEHHUYECTBA, CBA3aHHBIN C JIOKHBIMU caliTaMH — OOMaH pe-
KJlamoaresnen. Pexitama MOKeT OSABIATHCS MIPU YIIOMUHAHUHU B IIOUCKOBOM 3aIIpOCe
3aJIaHHBIX JUIs HEE KIIFOUEBBIX CJIoB. HO B pe3ynbTare 1elcTBHs BUpyCa MOJb30BaTellb
MIEPEXOJIUT IO JIOKHOM CCBUIKE, IPUYEM U Ha CAWT PEKJIAMOJATEIS OH TOXKE HE Ioma-
JIaeT, XOTs pEKIaMOAATENb YBEPEH, UTO BCE B MOPSAJIKE, U OTUIAYMBAET PEKIIAMY.

Bupyc noaMensl CTpaHHI] MOKHO MOJIYYUTh C MPOrPaMMOM, 3arpyKEHHOU U3
cetu. Tak, u3BecTHbIi (aitnooOMeHHbIN cepBuc Letitbit.net npeayaraer GecriaTHbIN
YCKOpUTENb 3aKaukH (paiyioB, BMECTE C KOTOPHIM IOJIb30BATENb MOMYYaeT CKPBITYIO
OMOIMOTEKY CCHITIOK.

N30aBUTHCS OT TAKUX BUPYCOB OUYEHb CI0KHO. HekoTopble nmoap30BaTenu nepe-
ycTaHaBnuBaroT Opaysep. Ho Hemoxo paboTaeT cnenuanbHOe NpUIoKeHue K AHTH-
Bupycy Kacnepckoro S.Ounnaitn win yrunura Curelt ot Joxtop Beo.

YToOBI OTJIMYUTH JIOKHBIA CaliT, 0COOEHHO €CJIM OH OYCHb ITOXO0’K Ha HACTOS-
11, Hy’)KHO BHUMATEJIbHO MPOBEPSTH apeC CaiTa, T.K. aApeca MOJIEIO0K YacTO OT-
JMYAIOTCS OT HACTOSILUX HA OJHY-ABE OykBbl. Kpome TOro, KpynHble OpraHu3aiiu

HCIIOJIB3YIOT 3allIUINCHHBIC COCANHCHMA, O YCM I'OBOPUT HAUMCHOBAHUC IIPOTOKOJIA C
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Mexanu3zMamu 1mudpoanus https (HyperText Transfer Protocol Secure) B aapece

camra:
« C' A 8 bhttps//mail.ru

Ecnu caiit pacno3Han kak MOJJIENbHBINA, €T0 OTKPHITHE B Opay3epax OJI0Kupy-
ercsi. [lonb3oBarenb MOXKET COOOUIUTH O MOJIECIBHOM CalTe CaMOCTOATENbHO —
Hanpumep, B InternetExplorer ects nepexon Cepsuc — unpTp pummHra — COoOMTh
0 BeO-y3IIe.

Eme ogun nognensiBaemblil pecypc MuTepHeTa — aiiaooOMeHHUKH ((haitoBbIit
XOCTHHT), TIO3BOJISIFOIIME TOJIb30BATENSIM 3arpykaTh CBOM (haiiibl HA CepBeEp; MOCIE
3TOro (hailsl MOJIy4yaeT CChUIKY, KOTOPYIO MOKHO pacpOCTPaHATh, UTOOBI, Iepei g mo
HEW, Jpyrue mojib30BaTeNIM MOTJIM cKadaTh 3TOT ¢aiin. CkauuBath (aiiisl B Ppaiiinoos-
MEHHHKaX MOYKHO O€CIUIaTHO MJIM Yepe3 OIUIAYEHHBINM TPEMUYM-aKKayHT (C BBICOKOM
CKOPOCTBIO, C BO3MOXHOCTBIO JIOKaUYUBaHUs, 0€3 pekiambl). 3a 4aCTOE CKaYMBaeMble
(aiinbpl MoJIb30BaTENb MOXET MOJydaTh IUiaTy oT pecypca. Hambonee m3BecTHbIE
daitnooomennsie cepBepsl — Depositfiles u Letitbit. beiBaroT u miatHeie daitinooOMeH-
HBIE PECYPCHI.

QanpbivBbie (PailIoOOMEHHUKH TpeOYIOT € MOJIb30BATENsl IEHbIM 32 CKAuMBa-
Hue ¢ailioB, HO B3aMeH MOJb30BaTEIb HUYETO XOpoulero He nonydaer. Kak pas Ha
Takue (haJbIIMBKU MOJIb30BATEINSI IEPEHANPABIISIIOT BUPYChI TOJAMEHbI cTpaHull. Dasb-
HIMBBIE PECYPCHI OOBIYHO MO3BOJISIOT MOJIB30BATENIO CKayaTh HEKUI exe-(aili, SKOObI
MO3BOJIIOIIMHI TPOJOJIKUTH CKaurBaHue. OTHaKO 3aTeM COOOIAeTCs], YTO CKauaHHBIN
apXUB 3aILUIIEH MapoJIeM U YTOOBI €r0 OTKPBITh, HY>KHO 1ociaaTh SMS-coo0mienus Ha

YKa3aHHBIA HOMED.

84



1 CamMopacnaxosMsanumkch apxme

& WIiNARE

BHuMmaHue!
3TOT a8 33WMLLIEH NAPONeM
Yro6bi NPOACTXHTE, HEOBX0AMMO BBECTH NAPONL

Y1oOb! 88ECTH N3PON., BbibepuTe CTpaky
1. Pocom v

2. Ompaebre 78 W Ha HOMep 280

BraarTe MIOOM 1 OTRATIOND Onci

3 |

S,

JleHbru, MONy4YeHHBIC OT IOJH30BATEs TaKUM OO0pa3oM, MPOIAgaloT — BCE
PaBHO OKUJAaeMbIX (HaliIOB TaK MOMYUUTh HEIb3s. 3apyOeKHbIE pECYPChl TAKOTO pojia
3aHUMAIOTCS TAKXKE MIAHTaKOM U BRIMOTATEJIbCTBOM — OHU COOOIIAIOT O SIKOOBI He3a-
KOHHOM CKaYMBaHUHU U MPEAJIaraloT 3ariaTUTh HEMaJIbIi mrpad.

Cnucok Takux ¢aiI000MEHHUKOB UMEETCs Ha caiiTaXx pa3padOTYMKOB aHTHBU-
PYCOB, HO HE BCE TOJIb30BATEIM OOPAIAIOTCA K ATUM CBEACHHAM, J1a K TOMY )K€ TI0-
CTOSIHHO BO3HHMKAIOT HOBbIE (haJIbIIIUBKHU.

Bompoc: C kakuMu U3 MepeurCcaeHHBIX MPOOJIeM BaM, BO3MOXKHO, YKE TTPUXO0-
TMJIOCH CTAJIKUBATHCS?

Kaxk uzbexats mpobiem ¢ GanbiuBbIMU pecypcamu’?

e bynpTe BHMUMAaTENBbHBI MPHU TEPEXOJe MO CChlIkaM B MHTepHeTe, oco-
OCHHO Ha HE3HAKOMBIEC PECYPCHI

o [lonp3yiiTech CBOEBpEMEHHO OOHOBIISIEMBIM aHTUBUPYCHBIM 110

¢ BaumaTenpHO MpoBEpSITE agpec pecypca

e Ecau caiiT kaxxeTcs BaM MO03PUTEIBLHBIM, HEMEIJICHHO YXOJUTE C HETO

e He coobmaiiTe HUKaKUX JTaHHBIX O ce0e, 0COOCHHO €CIM BBl HE OXKHIAJIN
YBUJEThH KaKue-JI00 BOMPOCHI

e Huxorna He 3ammyckaiiTe HUKaKUX TPEIJI0KCHHBIX BaM TPOTpaMM

e (OOpaimaiiTe BHUMaHUe Ha TPOCchOBI 00 ortate yepe3 CMC — yartie Bcero

ATO MPHU3HAK MOLICHHUYECKUX NEHCTBUN
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e He nageiirecs 3a HeOOJIbIIINE IEHBIM WM OECIIIATHO CKavyaTh JOPOTOCTO-
siee 110 — ckopee Bcero, 3T0 MOIIEHHUYECKOE MPEJITIOKEHUE
e Bcerna nomuute 0 «becmiatHoM ceipe» MHTepHeTa
3) IlpakTnyeckas padora
JesaTeabHocTh yuuTenasi: Haiinure cnmcok QanpmmBeix (QaitmiooOOMEHHHKOB.
[TonpoOyiiTe BHIMOTHUTH NEPEXO HA OJUH U3 HUX. Y OeIUTeCh, YTO CAlT 3a0JI0KHUPO-
BaH. HalimuTe cniricok HaiexKHbIX (aiinooOMeHHUKOB. OTKPOWTE OJIUH U3 HUX U O3HA-
KOMBTECH C TTpaBUIaMu pabOThI C HUM.
Nudopmarnus o noMaiiHeM 3ajjanuu
CeromHs Mbl y3HaIM €II€ O HECKOJIBKUX BHUIAX MOIICHHUYECKUX JICUCTBHUM B
Nutepuere. OgHAKO ¢ KaXIblii JHEM UX CTAaHOBUTCS Bce OoJibie. [ToaToMy HYXHO
MOCTOSIHHO CJIETUTH 332 HOBBIMU COOBITUSIMU B 00siacTu obOecrieueHus kudepoesomnac-
HOCTH M CaMOg€ TJIaBHOE — BCerJia ObITh BHUMATEILHBIMU ITPU paboTe ¢ pecypcamu Mn-
TepHeTa. [{loma nomnbITaliTech CkayaTh KaKo-HUOYIb MOJIE3HbIN (haiiil U U3BECTHOTO U

HaJIeKHOTO pecypca (Hanpumep, Daitnbi@Mail.ru). CoctaBbTe OTYET O MPOJICTAHHOM

paboTe cO CKPUHIIOTaMU Ka)KJI0TO 3Tara.

4.8. 9 knacc. Tunsl BUpycoB. OT/IMYUS BUPYCOB M 3aKJ/JIaJ0K

Nudopmartuka: «JlokanpHbIC U II100AIBHBIE KOMITBIOTEPHBIC CETH
TemaTuueckoe njanupoBaHue: CooOlIeHHE, KaHAII CBSI3HM, KOMIIBIOTEPHAsS

CeTh, CKOPOCTh Mepeaaun nH(popMauu, JIOKajbHas CEeTh, TNI00AbHAS CETh

PaccmatpuBasi Bonpockl OpraHu3aiuu ceTel U paboThl ¢ HUMHU, TIEPEUTH K BO-

IIpocaM 3aluTbl OT BUPYCOB, KOTOPBIC MOT'YT OBITH IMOJIYYCHBI U3 CCTH.

3agaum:

oOpa3oBaTe/ibHbIE:

MO3HAKOMUTH € Ki1acCcu(UKaIMeil BUPYCOB U APyroro BpegoHocHoro 10
BBISICHUTh CTEMEHb OCBEJOMIICHHOCTH YUalUXCsl O BUJIaX BUPYCOB

Pa3BUBaAKOIIIHAC:
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croco0CcTBOBATH (POPMUPOBAHUIO UH(DOPMAITMOHHON KYJIBTYPhI YUaIIXCS
BOCIIMTATEJbHbIE:
BOCIIUTHIBATh OTBETCTBEHHOE OTHOIIIEHHE K oOpatenuto ¢ [1IK u MutepHeToMm.
3nanus:
OCHOBHBIE TIOHATHUSA O BUPYCax
Ymenus:
OCHOBHBIE MTpHEMBbI Oe30macHoi paboTsl ¢ pecypcamu UuTtepuet u [1K
Haeviku:

Hactpoiika napameTpoB 6€30M1acHOCTH

Tun ypoka: ypok u3yyeHusi HOBOIO MaTepHalia.

MeTtoabl 1 (popMBbI 00yUeHHS: CIOBECHBIN (paccKas), BUJIEOMETO/T, HATJISTHbIN
(memMoHcTparlus), MpakTUUYEeCKUi; MHTEpakTUBHas Gopma oOydeHus: (0OMEH MHEHHU-
MU, UH(POpMaIuei), ornpoc.

IIporpamMmmHo-IuAaKTHYECKOEe oOecnmeueHue: mpeseHtanus «Kimaccuduka-

A KOMIIBIOTCPHBIX BUPYCOB).

HUcnoab3yemas sureparypa u web-pecypcsl:

9. Bocosa JI.JI., bocoBa A.}O. Yuebnuk no uapopmaruke 3a 9 xnacc. — M.: bU-
HOM. JlaGopa-topus 3uanuii, 2013.

10.PbiKKOB B.H. MeTtoauka MpeTo/IaBaHus uHpopmatuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoka:

1) ITocranoBka nenu ypoka (1 mun).

2) Axryanuzanus 3HaHui (1 MuH).

3) N3yuenue HoBoro Marepuaia (7 MuH).
OOBsicHEHHE HOBOT'O MaTepHaa.
[IpocmoTp npe3eHTanuu.

4) 3akperuieHue u3yuyeHHoro matepuania (1 MuH).
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Ompoc.

WNupopmanus o 1romMaiiHeM 3aJaHuH.

TexHuueckue cpeacrBa: IIpOCKTOP, KOMIIBKOTCPHI.

Xox ypoka

1) IlocranoBKa HeJH YPOKA.

JlesiTeJIbHOCTD Yy4uTeJIs1: MBI y’K€ MHOTO pa3 FOBOPWJIM O BUpYycax U APYrom
BpenoHocHoM [10, o0cyxaanu myTH UX pacupoCTpaHeHUs] U Mephl 3auThl. CeroHs
Hallla [eJb — PACCMOTPETh HECKOJIBKO CIIOCO00B KiIacCU(UKAIIUA BUPYCOB.

2) AKTyaJau3anus 3HAHU I

JesiTeJibHOCTH yuuTes1: BcnomMHuTe, Kakue ObIBAIOT KOMIIBIOTEPHBIE BUPYCHI
Y KaKOBBI NTOCJEACTBUA 3apaxxkeHus: umu 11K.

JleATe IbHOCTh YYALIUXCH: BCIIOMHUTh OCHOBHBIE PA3HOBUIHOCTU BPEIOHOC-
Horo [10.

3) N3y4yeHune HOBOT0 MaTepHAaJIa

JesiTeJIbHOCTH yYaIUXcsi: TpocMoTp npe3eHTannu «Knaccudukarys KoMIb-
FOTEPHBIX BUPYCOBY.

JesiTeJIbHOCTD yuMTe sl (MOSICHEHUS TIPU MPOCMOTPE TMpe3eHTanuu): Bpemno-
HOCHBIM siByisieTcst o0oe 10, npenHazHayeHHOE I HECAaHKIIMOHUPOBAHHOTO MC-
nosb3oBaHus pecypcoB 1K unm noctyna Kk JaHHBIM 7151 ©X KOIUPOBAHM S, U3MEHEHMS,
MMOJAMEHBI WJIM YHUUYTOKEHHUS, a TAKXKE ISl HEUTPAIU3AIMU CPEJICTB 3AIUTHI.

CyleCcTBYET CBBIIIE CTA THICSY U3BECTHBIX BUPYCOB U BPEIOHOCHBIX MPOrpaMMm
Y YUCJIO UX MOCTOSIHHO pacTeT. BpeaoHocHas rmporpaMma MpeacTaBisieT yrposy MH-
dbopmanuu, xpaHsmencs B KOMIbIOTEPHON CHUCTEME, CO3aeT BO3ZMOXKHOCTh HeIlele-
BOTO Hcronb3oBanus pecypcoB [IK wmm kakum-nmn6o oOpa3om MpemsiTCTBYeT HOP-
MaigbHOMY (yHKIHoHupoBanuto [1K. K BpeoHOCHBIM mporpaMMaM OTHOCSTCSI KOM-

NBIOTEPHBIE BUPYCBI, TPOSIHBI, CETEBBIE YEPBU U JP.
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Ecnu roBoputhk 00 yrpozax 6e3onacHocTd uHpopMaiuu, To BpegonocHoe 110
HapylaeT KOHPUACHINATBHOCTD, LIEIO0CTHOCTh U JOCTYMHOCTh nH(popmanuu. Hapy-
HneHue KOH(GUICHIMATBHOCTH MPOUCXOAMUT 3a CUET Kpaxk Maposeil, yAaJeHHOIro
yIpaBIeHUs, KpaXx U pacrpocTpaHneHus nHpopmauu. Hapyiienue 1eiocTHoCcTd Ipo-
UCXOMT 3a CYET MOAU(DUKAIINY U IIHUPPOBAHUS, a TAKKE YHUUTOKESHHS HH(DOpMaLIUu
(BIu10TH 110 (hopMaTUpOBaHUS AUCKOB). HapylieHre 10CTYyIMHOCTH MPOUCXOAUT 3a CUET
Neperpy3ky KaHaJIOB MH(ULIHUPOBAHHBIMHU PACChUIKAMH, OJOKHUPOBAHHS IOCTyIaA K
caiitam; Bo3MokeH Aaxe BoiBoA 11K u3 cTpos 3a cuet mopuu BIOS.

Bupycel — pasHoBUAHOCTH BpeoHocHOro 110, oTinnyaromascs cnocoOHOCThIO
CO37aBaTh CBOM KONMU U BHEAPATH UX B (aillibl U CUCTEMHBIE 00JIaCTH KOMITBIOTEPA.
Craguu pa3MHOXKEHHUS BUpYca: IPOHUKHOBEHUE, aKTUBAIUS, IOUCK OOBEKTOB ISl 3a-
pakeHusi, HOJArOTOBKA U BHEPEHNUE BUPYCHBIX KOIUH.

CymiecTByeT MHOTO ClTOCO00B Kiaccudukaiuu BUpycoB. Mx MoxkHO kinaccudu-
UPOBaTh, HAIPUMEP, IO cpeie OOuTaHusl (00bEKTaM 3apakeHus), 0 HALleJIEHHOCTH
Ha onpeaeneHnyo OC, no anroputMaM padoThl, 10 BULY HAHOCUMOI'O BpE/a.

ITo oO6bexTaM 3apaxKeHusi BUPYCHI JAETSATCS Ha:

1. 3arpy304Hble BUPYCHI: 3apa)kat0T 3arpy304HbIE CEKTOpPA MOCTOSHHBIX U CMEHHBIX
HOcUTeNel nHpopmanuu (Hanpumep, 5KECTKUX JIUCKOB).

2. @aiinoBble BUPYCHI: BUPYCHI, BO3AeicTByIomMe Ha pecypcbl OC myTeM MOJIHOTOo
WIM YaCTUYHOTO U3MEHEHHS COAEpPKUMOTro (¢aiinoB. Bo3dmoxHa Takxke moameHa
¢aiinos, T.e. co3gaeTcs Qailyi-TBOWHUK, KOTOPOMY TIepeaaeTCs MPH 3amycKe yIpas-
JeHue BMecTo Hactosuero ¢aina. CylecTByl0T BUPYChI, TOPAKAIOIINE aPXUBBI U
KOMaHJIHbIE (paiiiIbl.

3. MakpoBHpYCHI, HAIIUCAHHBIE HA S3BIKE MAKPOKOMAHJ U UCIIOJIHSIEMBIE B CpeJie Ka-
KOro-nubo npuioxkenus, yaie Bcero Microsoft Office; 3apaxator aityibi-goky-
MEHTBI U DJIEKTPOHHBIEC TaOJINLIBI.

4. CereBbl€ BUPYCHI.

Bupycsl nensites no crocodamM 3apakeHusl Ha pe3uACHTHbIE U HEPE3UICHTHBIE.
Pe3uneHTHBIE BUPYCHI HAXOIATCS B aMSATH JI0 BBIKJIFOUEHMS WM nepe3arpy3ku. He-

PE3NACHTHBIC BUPYCHI ABJIAIOTCA AKTUBHBIMUA TOJIBKO OTPaAaHUYCHHOC BPEMSI.
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[To necTpyKTUBHBIM BO3MOKHOCTSIM BUPYCHI OBIBAIOT:

1. Ge3BpeaHble, MOYTH HE BIUSIONIME HA pA0OTY KOMITbIOTEPA, OHU TOJIBKO 3aHUMAIOT
MECTO Ha JTUCKE;

2. HEeOMAacHbIE: 3aHUMAIOT aMSTh U COMPOBOKAAIOTCS TPAPUIECKUMHU U 3BYKOBBIMU
apdexramu;

3. omacHble: MPUBOJAT K cOOsIM B padoOTE;

4. oyeHb OMacHbIC: MOTYT BbI3BaTh MOTEPIO IPOrpamMM U TAHHBIX.

CeteBoll uepBb — €llle 0OJHa pa3sHOBUIAHOCTH BpeaoHocHoro I1O — pacnpoctpa-
HSIETCS 110 CETEBBIM KaHaiaM, ClIOCOOEH K MPEOJ0JICHUIO CUCTEM 3aIUThl KOMIIBIOTEP-
HBIX CETE€W M K CO3JIaHMIO M PACIPOCTPaHEHHIO CBOMX Komui. [lo Tumam ncnosmb3ye-
MBIX ITPOTOKOJIOB YE€PBHU JENATCS Ha CICIYIOIIUE THUIIBL:

1. CereBble 4epBH HCHOIB3YIOT ISl pACIPOCTPAHEHHS MPOTOKOIIBI IHTEpHET 1 J0-
KanbHbIX cetelt, yarie TCP/IP. CeTeBbie uepBU MOTYT aKTUBUPOBATHCS U O€3 HETIO-
CPEICTBEHHOIO Y4acTHs MOJIb30BaTeNs (3a1ycKa), UM ObIBa€T JOCTATOYHO MPOCTO
IPUHUKHYTH B KOMITBIOTED.

2. ITlakeTHble YEpBU MTONAAAKOT HA KOMIIBIOTEP B BUJIE CETEBBIX ITAKETOB U OTHICKUBAET
B ONEPATUBHOM MaMATH KOHGUIECHIIMAIBHYI0 HHpopMaluio. [Tocie nepesarpysku
CUCTEMBI CIIE/Ibl CETEBOTO YEPBSI OOHAPYKUTH HEJb3S.

3. IlouToBBIE UEPBHU PACIIPOCTPAHSAIOTCS B (hopMaTe COOOIICHU I IJIEKTPOHHOM MOYTHI.

4. IRC-uepBu pacnpoctpanstorcsa no kananam IRC (Internet Relay Chat, mporokon
JUIsL KOMMYHHUKAIUH 110J1b30BaTeNIel B peKUME peaIbHOI0 BPEMEHN).

5. P2P-uepBu pacnpocTtpasstorcsa yepe3 pailiooOMEHHbIE CETH.

6. IM-4yepBHu pacnpoCTpaHSIOTCA Ye€pe3 CUCTEMbI MTHOBEHHOT0 0OMEHa COOOIICHH-
avu (ICQ u 1p.); 4aCTO OHU PACTIPOCTPAHSIOT CCHUTKH HA 3apayKEHHBIE CTPAHUIIBI.

TposiHCKME KOHM (MPOTPaMMBbI) B OTIUYKE OT COOCTBEHHO BUPYCOB HE CO3/1At0T
Konuu. TposiHBI MOTYT MaCKHPOBAThCA O] KaKOE-JIMO0 MpUiIoKeHue (Harmpumep, o
AHTUBUPYC) U aKTUBUPOBATHCS IIPU €r0 3aIlyCKE; MOTYT OHU IPOHUKATh B KOMIIBIOTEP
BMECTE C BUpycamMu. Pa3HOBUIHOCTH TPOSHCKUX MPOTpamMM:

1. IInuoHsl: MOTYT, HAIIPUMED, CIECIUTH 32 KJIABUATYpPOM, YTOOBI y3HABATh NApOJIH U

nepeaaBaTtb UX 3JIOYMBIINIJIICHHHUKY.
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[Toxuturenu naposueit u3 (aiisioB, B KOTOPbIX OHU XPAHATCA.

. YTUIUTHI 7151 CKPBITOTO YAAJICHHOTO YIIPABICHUS KOMITBIOTEPOM (YTHIIUTHI CKPBI-
TOTO aAMUHUCTPUPOBAHUSA).

. JIroKu 17151 OTpaHUYEHHOTO YIIPaBIEHUS! KOMIIBIOTEPOM IOJIb30BATENS, 0OBIYHO JJIs
3amycka (aiios.

. AHOHUMHBIE Smtp-CepBepbI I PACCHUIOK Crlama.

. Jlornueckre GOMOBI: CpabaTHIBAIOT B OMPEACICHHBI MOMEHT M BBITIOJIHSIOT BpE-
JIOHOCHBIE JICUCTBUSL.

Monudukaropsl HacTpoek Opaysepa.

[Iporpammel AJ11 HECAHKIMOHUPOBAHHOM 3arpy3KH HA KOMITBIOTEP U3 CETH HOBBIX
BEPCUN BUPYCOB.

OtnenpHast Kateropusi — yrnakoBIIUKU. OHU apXUBHUPYIOT cojiepkumoe (aiina

TaK, 4TO IIOTOM KOPPCKTHOC PA3apXUBHUPOBAHUC HCBO3MOKHO.

Kak uepBu, Tak ¥ BUPYChl MOT'YT BBI3BIBATh CJIEAYIOUINE MPOOIEMBI:
[leperpy3ka KaHaJIOB CBSI3U 3a cueT nepeAadyn no MHTepHEeTy OrpoMHBIX 00BEMOB
3aIlpOCOB, 3apaKEHHBIX IHceM. Bo Bpemsl TakuX snuaeMuil BOZHUKAIOT POOIEMbl
TP NOJIb30BaHUM VIHTEpHETOM.

DDoS-ataku: 3apakeHHbIE CUCTEMbl HAUMHAIOT MACCOBO 0OpalaThCsi K KaKOMY-
1100 pecypey, UTO BBI3BIBAET OTKA3 B OOCIIY>)KMBaHUH U PECYpPC CTAHOBUTCS HEJIO-
CTYIIEH.

. YHUUYTOXEHHME NTaHHBIX Ha KOMIIbIOTEpE, BHIOPAHHBIX IO OIpPENEICHHOMY IpHU-
3HAKY WK CIIy4alHbIM 00pa3oMm.

Hapyienue paboTsl NPUIIOKEHUI; HATPUMEP, MOTYT Ha4aThCs Iepe3arpy3Ku KoM-
nproTEpa

CHIXKEeHHE POU3BOUTENLHOCTH PA0OThI MPUIIOKEHUN WIIM CUCTEMBI B LIEJIOM 32
CYET 3arpy3KH peCypCOB KOMIIBIOTEPA BPEIOHOCHBIMU IIPOTPaMMaMu

BpeI[OHOCHI)Ie YTUJIUTHBI HC IIPCACTABIIAIOT OIIACHOCTHU JIsI KOMITBIOTEpA, HO MO-

T'YT BBIOJHATH CIEAYIOIINE ACHCTBUS:

1. KOHCTpYKTOpBI CIy>KaT AJisl CO3/IaHKsI HOBBIX BUPYCOB, UEPBEIl U TPOSHCKUX IMPO-

IpaMM.
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DoS: oTnpaBisSiOT KOMITBIOTEPY-)KEPTBE MHOT'OUYHCICHHBIC 3alPOCHI, YTO BBI3BI-
BaeT MPHU HEJOCTATOYHOCTH PECYPCOB OTKA3 B 00CITyKMBAaHUHU
[TporpammbI-huryiepbl 3alOJHSIOT KaHAIBI 3JICKTPOHHON TOYTHI, KaHabI Iepe-
JTa4l TEKCTOBBIX COOOIIEHUN, KaHAaJIbl CHCTEM MIHOBEHHOI'O OOMEHA COOOIIECHH-
SIMH | JIP. O€CIIOJIC3HBIMH COOOIIIEHUSIMH.

[Tporpammsl, peAYIIPEKTAOIIIEC O HECYIIECTBYIOIINX yrpo3ax.

[TporpammsI J1s MOMEHHBI afjpeca OTIIPABUTENS COOOIIEHHUS HITH CETEBOTO pecypca
U JIp. YTHJIUTHI.

CYIHGCTBYIOT IMporpamMmmal, HE ABJAIOINHUCCA BPCIOHOCHBIMU, HO B PAJAC CJIy4acB

MOTYIIIUE TPeACTaBIsATh onmacHOCTh. [1o knaccudukanuu Jlaboparopuu Kacnepckoro

9TO:

1.

[Tporpammbr Adware 117151 ToKa3a pekJiaMbl Ha KOMITBIOTEpE, IepeHanpaBIeHuUs 3a-
MIPOCOB TMOMCKa HA PEKJIaMHbIE CalThl U cOOpa MAPKETHMHTOBOW MH(pOPMAIUU O
M0JI30BATEJIC; YACTO YCTAaHABIMBAIOTCS O€3 BeJoMa MOJIb30BaTEIIs.

[Iporpammsl, oToOpaxaronye MOPHOrpaPUIECKUl KOHTCHT; TOXKE 9acTO YCTaHAB-
JUBAOTCs 0€3 BeJJ0Ma MOJIb30BaTEIIs.

[TporpamMmbI, KOTOpPBIE MOTYT IPUIMHHUTE BPEI, €CITH UCITOIB3YIOTCS 3710 YMBIIIIICH-
HUKAMH: YTUJIUTHI YAAUICHHOTO aIMHUHUCTPUPOBAHMS; MIPOTPAMMBI JO3BOHA; TIPO-
rpaMMbl YIpaBjeHHUS TapoiisiMu; BeO-ciyxO0bl Bpoae FTP, Telnet wu np.; mpo-
IpaMMBbI 7151 3aTpy3KH (PaiyIoB; IpOrpaMMBbl 11T MOHUTOPUHTA aKTUBHOCTH KOMITh-
IOTEPOB U T.I.

Hapsiny ¢ BUpycaMu OMacHOCTh MPEICTaBISAIOT NPOTPAMMHBIE 3aKJIaJKH, T.€.

CKPBITHO BHCAPCHHBIC B CUCTEMY IIPOTPAMMBI, ITO3BOJIATIOIINEC 3] I0YMBINIJICHHHUKY OCY-

M CCTBIATH HCC&HKHI/IOHI/IPOBaHHI)Iﬁ JOCTYII K peCypCaM CUCTCMEI 3a CUCT U3MCHCHUA

CBOMCTB 3amuThl. [IporpaMmHbie 3aKiIakd MOTYT TE€pEeXBaThIBATh MNapoiH, TpAaPUK,

CIOCOOCTBYIOT MTPOHUKHOBEHUIO KOMITBIOTEPHBIX BUPYCOB; MPX TOM OHU HE OOHApPY-

JKUBAIOTCSl CTaHJAPTHBIMH AHTHBUPYCHBIMU cpeacTtBamu. [lo crmocoOy BHeApeHUS

pOrpaMMHBIE 3aKJIaJAKN OBIBAIOT:

1.
2.
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JpaliBepHbIC, CBSI3aHbI C ApaiiBepaMu nepuepuitHbIX YCTPOICTB;
MPUKIIAJIHbIE, CBSI3aHbI ¢ NIpUKIaaHbIM [10;

HCIIOJIHACMBIC, CBA3AHbI C IIPOTPaMMHBIMU MOAYJIAIMHA ;

A

UMUTATOPBI HHTEp(delica CayKeOHBIX MPOTrPaMM; UCIIOHEHNE IPENOaraeT BBO
KOH(UACHIIMATFHONW HH(OPMALINK;
7. 3aKJaKd, 3aMacCKUPOBAHHBIEC TOJI MPOrpaMMbl i ontumuzanuu padotsl T1K,
KOMITBIOTEPHBIX UI'P U T.II.

CymiecTByIOT TakyKe HH()OPMAIMOHHBIE MTPOLIECCH, HE SBISIONINECS BUPYCaMH,
HO UMEIOIIKE BPEIOHOCHBIE MOCIEACTBUS — CIlaM (MaccOoBasi PacChlIKa 3JIEKTPOHHOM
MOYTHI, BBI3bIBAIOIIAS 3aTPY3KY C€TU) U (PUIIUHT (MOMBITKYU MOIYYUTh MEPCOHATBHBIC
JTAaHHBIC TIOJIH30BATEIICH ).

Kak 3amuturhest oT BUpycoB? 371€Ch yMECTHO BCIIOMHMTD BCE IIpaBuiia Oe3omnac-
Hoit pabotsl ¢ [1K u Untepuerom:

[Tonb3yiiTech CBOEBPEMEHHO OOHOBIIIEMBIM JIETAJIbHBIM aHTUBUPYCHBIM [10.

[lepuonuecku BBITOIHANTE MOJHYO IPOBEPKY KOMIIbIOTEPA HA BUPYCHI.

Bcerna nmpoBepsiiTe NMEepeHOCHbIE YCTPONCTBA XpaHEHHUS MH(POPMALMH TEepes
TE€M KaK UX OTKPBITb.

Bynbre BHUMaTeIbHBI IPU NEPEX0Jie MO cchlikaM B MHTepHeTe, ocoOeHHO Ha
HE3HAKOMBIE PECYPCHI.

Huxkorpa He 3amyckaiTe HUKaKUX IMPEAJIOKEHHBIX BaM IIPOTPaMM.

[lepuonnyecku BBIMONHINTE pe3epBHOE KOMMUPOBAHUE BaKHON MH(POPMALIUH.

4) 3akpenjieHre U3y4E€HHOT0 MaTEePHAJIA

Ompoc:

1) Ha3zoBUTE OCHOBHBIC BUABI BpenoHocHOTO [1O

2) HA30BUTE HECKOJBKO AaHTUBUPYCHBIX MPOTPAMM

5) 3akpenJieHue UTOrOB YpPOKa

Nudopmanus o noManiHeM 3ajaHnuu

CeroHsi MBI pacCMOTpPENHM HECKOJIBKO BUAOB KJacCHU(PHUKAIUN BPEIOHOCHOTO
[10. Heo06x0auMo MOCTOSIHHO CJIEIUTh 3a O€30MacCHOCTBIO BAIIero KOMIIbIOTEpA,

YTOOBI MAKCUMAJILHO BO3MOKHO 00ECIICYUTh 3alIUTy JaHHBIX. I[OMa HaﬁHHTe CXCMbI
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kiaccudukanuu BpegoHocHoro [10. CoctaBpTe OTUET-NIPE3EHTALIUIO O MPOJIEIaHHON

pabote ¢ pe3yJbTaTaMu IMOUCKA.

4.9. 10 xnacc. I[IpaBoBasd oxpaHa nporpamMmm a1 IBM u B/l. Kommepueckoe I10.
becniatHoe I10 (FreeWare, Free, Free GPL, Adware), yciioBHO-6ecniaTHoe I10
(Trial, Shareware, Demo)

HNudpopmaruka: basel 1aHHBIX.

TemaTtuueckoe niaanupoBanme: OcHoBa MHPOPMAIMOHHBIX CUCTEM. Bubl

MoOJIeJie JaHHbIX, MCIoJb3yeMblXx B bJ[. Penmsuumonnas monenbs nganHbix. CYB/I.

CrpykTypa 3anuceil (MMEHa U TUIIbI MOJIEH, rIaBHble Kitoun) 1 b/l

[Ipu nzydenun 0a3 1aHHBIX T0OABISIETCS TeMa U paBoBoi oxpaHe b/1.

Iesb: 3HAKOMCTBO ¢ OCHOBaMH MPAaBOBOM 0XpaHbl mporpamm st 9BM u b1
3anayu:

oOpa3oBareJibHbIE:

[MO3HAKOMUTH 3aKOHOJATEIIbHBIMU aCIIEKTAMU OXPAHBI IPOIPaMM U TAHHBIX

BBISICHUTBL CTCIICHB OCBCAOMJICHHOCTH YYAIIUXCSA O KOMMCPUCCKOM U Oecrmar-

"om I[1O

pa3BHUBaloOLIHeE:

croco0CTBOBATH (POPMUPOBAHUIO UH(DOPMAIMOHHON KYJIBTYPhI YUaIIHXCS
BOCHUTATE/IbHBIE:

BOCIIUTHIBATh OTBETCTBEHHOE OTHOIIIEHUE K aBTOPCKOMY IPaBY

3Hanus:

OCHOBHBIE MTOHATHS 00 aBTOPCKOM IpaBe U NMPaBOBOM 3aIUTE MPOTrpamMm
Ymenusa:

HaxXOJHUTh JIAaHHBIC O MPABOBBIX acHeKTaX 3alluThl HHPOPMAIMA U KHOSPIPO-

CTpaHCTBa
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Tun ypoka: ypok n3ydeHus HOBOro Matepuania.

MeTtoabl 1 (popMBI 00YUEHHSs : CIOBECHBIN (paccKas), BUJIEOMETO/I, HarJIsTHbII
(leMoHCTpaIys), MPaKTUIECKHM, HWHTEepakTHUBHAs ¢opMa oOyueHus (0OOMEH MHEHH-
MU, HHPOpMAITHEil), orpoc.

IIporpammHo-IuaaKTHYEeCKOe oOecnedyenue: mnpe3eHrauus «lIpaBoBas

oxpana nporpamm st O9BM u BJ1»

Hcnoas3yemas aureparypa u web-pecypcesbl:

11.Yrpunosuu H.J[. Uupopmaruka u UKT. 10 knacc. — M.: BMUHOM. JlaGopato-
pus 3HaHui, 2012.

12.PbiKKOB B.H. Metonuka MPETNOIaBaHUS uHopmatuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoKa:

1) [TocTanoBKa 1IeTM YpOKa U aKTyalau3alus 3HaHUH (2 MUH).
2) N3yuenue HOBOro mMatepuana (7 MUH).

OO0BsicHEeHUE HOBOT'O MaTepUaa.

[IpocmoTp mpe3eHTanuu.

3) [Ipaktuueckas padora (2 MUH).

[Touck nndopmaruu B cetu uTepHeT.

OO6cyxxaeHue HalIeHHOro MaTepuarna.

4) 3akperuieHue u3yuyeHHoro matepuana (1 Mun).
WNupopmaniys o 1romaliHeM 3aJaHuH.

TexHnueckue cpeacrBa: IIpOCKTOP, KOMIIBIOTCPEI.

Xoa ypoka
1) IlocTanoBKA 1eJIH YPOKA.
JesiTeIbHOCTHL yuuTe s1: ba3ol NaHHBIX SBISIETCS COBOKYITHOCTH CaMOCTOSI-

TCJIBbHBIX MAaTCPUAJIOB, CUCTEMATU3UPOBAHHBIX TAKNM 06p330M, YTOOBI TH MaTCpHraJbl
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MOIJIM OBITh HaiJIeHbl U 00paboTanbl ¢ momolbio IBM. Ceituac Mbl padoTtanu ¢ BJ]
Microsoft ACCESS. 9to nponpuerapuoe [10, nis ero ucnoiab3zoBaHusi HEOOX0IUMO
npuoOpecTH nuiieH3ut0. OIHAKO BCE BbI CIBIIAIN O TAKUX MOHATHUIX Kak IJiaruar,
Kpak, MUPaTCTBO, JIOMaHas IporpaMMa u T.1. Bce 3To He3aKOHHBIC BUABI IEATCIHLHO-
CTH, CBSI3aHHBIC C HAPYIICHHEM aBTOPCKUX TpaB. Y BCEX KHUT, GUIBMOB, MY3bIKH,
IPOrpaMM U YCTPOUCTB ecTh aBTOpHI (300peTarenu). [lorTomy, eciiu camu aBTOPHI He
periar mpeaoCTaBUTh CBOU MTPOU3BEACHUS B CBOOOHOE MTOTH30BAaHNE, TAHHBIC TIPOU3-
BEJICHUS SIBJSIOTCS MHTEIUIEKTYaJIbHOM COOCTBEHHOCTBIO aBTOpa M Kak BCsKasi cOO-
CTBEHHOCTB OXPaHSIOTCS 3aKOHOM.

AKTyau3anus 3HAHUM

Bcnomuure, ¢ kKakuMu BUJaMU HApYIIEHUST aBTOPCKUX MIPaB BaM MPUXOAUIIOCH
BCTpEYATHCSI.

JesITeIbHOCTD YUAIIMXCS: BCTIOMHUTD IPUMEPHI HAPYIIICHUSI aBTOPCKUX IPaB.

2) N3y4yeHue HOBOI0 MaTepHaJia

HesiteabHOCTh Yuammxcsi: [Ipocmotp npesenTamuu «IIpaBoBast oxpaHa mpo-
rpamm 111 OBM u B]».

JlesiTeIbHOCTD y4UUTeJIs1 (TTOSICHEHUS TPU MMPOCcMOTpe Tpe3eHTanun): OCHOB-
HBIC YTPO3bI O€30MACHOCTH HHPOPMAIIUKA — 3TO YTEUKH, TIOTEPs IETOCTHOCTH, HApy-

MICHUC pa6OTOCHOCO6HOCTI/I CHCTCMBI 1 HC3aKOHHOC THPAXHNPOBAHUC (BOCHpOI/IBBeI[e-

Hue). [locnegnee yamie BCero CBsI3aHO C HAPYIICHUSIMU aBTOPCKUX MPaB.

3aKoHbI, CBSI3aHHBIE C OXpaHOoU mporpamm it DBM u 6a3 1aHHBIX, U3TT0KEHBI
B yactu [V 'K P®. [Iporpammsl 3aIIMIIAIOTCS 3aKOHOM 00 aBTOPCKOM TIpaBe, a 0a3bl
JAHHBIX, KPOME TOT0, 32aKOHOM O MpaBaX, CMEXHBIX C aBTOPCKUMH. ABTOPCKO-TIPABO-
Bas oxpana nporpamm u bJ/] B Hamiei#t ctpane 6a3upyercs Ha MEXTyHApPOIHBIX HOpMa-
TUBHBIX aKTax, CBA3aHHBIX C 3allIUTON aBTOPCKOro nmpasa. B coorBercTBuU ¢ [loroso-
pom Bcemupnoii Opranuzarnuu MatemnexkryansHoit CooctBennoctu (BOUC) mo aB-
TopckoMmy npaBy (Bctynui B cuiny B 2002 r.) mo Cratee 4 «KommbroTepHbIE MpO-

rpaMMbD» IPOTpaAMMBI IS 9BM OXPAHAKTCA KAaK JJUTCPATYPHBIC IIPOU3BCACHUA, a 110

Cratbe 5 «Kommwisiiiuisi maHHbIx (0a3bl JaHHBIX)» KOMOWISIIMU JIAHHBIX B JIFOOOU

dbopme, KOTOpBIE IO TOAO0PY M PACIIOIOKEHUIO MAHHBIX SBISIIOTCS DE3VILTATOM
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TBOPYCCTBA, OXPAHAIOTCA KaK TAKOBBIC (TaKaﬂ OXpaHa HC pacHIpoOCTPaHACTCA Ha CaMu

JIaHHBIEC).

Hcrounnkamu aBTOpCKO-NIPAaBOBOM OXpaHbl mporpaMm U b/l ABisroTCs:
Koncrutymus P®, B cT. 44 x0TOpOI TapanTUpyeTcs cB0OOa TBOPUECTBA; YKa-
3aHO TAaKXe, YTO UHTEIJIEKTyalIbHasi COOCTBEHHOCTh OXPaHSAETCS 3aKOHOM.
I'paxxnanckuii kogekc PO, Yacte 4, Paznen VII, crateu ¢ 1225-1551, Bcero
327 crareii - «IIpaBa Ha pe3yJIbTaThl HMHTEJUIEKTYAIbHOM E€ATEIbHOCTH U CPE-
CTBA UHINBUIYATU3ALAI.

ITo cratbe 1225 «OxpaHsemble pe3yJabTaThl HHTEIUIEKTYAJIbHON JIEATEIbHOCTH

N CPCACTBAa MHAWBHUAYAIN3AIUN» PCEIYJIbTAaTdMHU I/IHTGHHGKTVaJIBHOﬁ ACATCIBbHOCTH,

KOTOPBIM IIPCAOCTABIISICTCA ITPABOBAA OXpaHa (HHTGHHGKTV&HBHOﬁ CO6CTBCHHOCTBIO),

SIBJISIFOTCSL, CDEIN MTPOUYNX 00BEKTOB, IporpaMmsbl Uit DBM u 0a3bl TaHHBIX.

B coorBercTBUM cO CT. 1225-1551 uHTEIUIEKTYAJIBLHON COOCTBEHHOCTHIO SIBJIS-

I0TCSl PEe3YyJbTaThl UHTEJUICKTYaIbHOU AestenbHoctu (PUJl), Ha KOTOpbIE BO3HU-

KarOT HHTCJUICKTYAJIbHBIC IIpaBa:

1.

I/IMYHIGCTBGHHOG IIpaBO: aBTOpa UJIH WHOM HpaBOO6HaI[aTGHB BIIPpaBC HUCIIOJIb-

30Bath PUJI mo0bim ciocobom (1. 1 ct. 1229 I'K P®D)

. JIlnuHble HEMMYILIECTBEHHBIE TpaBa aBTOPOB IMPOM3BEIECHUN (MOpaibHas Co-

CTaBJIAIONIAsl aBTOPCKUX MPaB): MPABO aBTOPCTBA, [IPABO HA 3aLIUTY PENyTalluu,
MIPaBO Ha UMS, TPABO Ha HEMPUKOCHOBEHHOCTh MTPOU3BEICHUS, ITPABO HA OOHA-
POJOBAaHUE ITPOU3BEIACHUS

WNHubie paBa: npaBo HA OT3bIB MMPOU3BEICHUSA, IPABO ABTOPA HA JOJIO JOXOJ0B
OT Mepenpoaxu Mpou3BeaeHus (ITpaBo CeI0BaHus), IPaBo JOCTYyIIa

Jis mpemocTaBieHus nporpamMmMme i b/l aBTOPCKO-IIpaBOBOM OXPaHBI HEOD-

XO0AUMMO U JOCTATOYHO, yT0OBI OHU OBLJIN OPUIMHAJIbHBIMH, T.C. HC OBLIIM 3aMMCTBOBa-

HHUEM U3BECTHBIX paHee nporpamm uiu bJl. /{ins BO3HMKHOBEHMS, OCYIIECTBICHUS U

3aIlATHI ABTOPCKUX MPAB HE TPEOYETCs perucTpaus Iporu3BeACHUS WK COOII0ICHNE

KaKUX-JIM0O MHBIX popManibHOCTEN. B oTHOmIEHNN nporpamm aiist OBM u 6a3 naHHbIX

BO3MOHAa pCrucTpaina, OCYyICCTBIEICMAasd 110 KCJIAHHUIO npaBoo6naz[aTeJ1ﬁ.
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ITo ct. 1260 aBTOpCKO-ITpaBOBasi OXpaHa IPEAOCTABISIETCS 0Oa3e JAaHHBIX KaK

COCTaBHOMY IPOU3BEAECHUIO; aBTOPCKO-NpaBoBast oxpaHa b/l npusHaeTcs HEe B OTHO-

HIEHUH COoJiepKaHusl (KOHTEHTA), a B OTHOLIEHUH 110100pa UM PACIIOIOKEHUS BKITIO-
yeHHbIX B BJ[ maTepuanos. [1o ct. 1304 cMexHBIE ¢ aBTOPCKUMU MpaBa 00eCIIeYnBaOT
IIPABOBYIO OXPaHy OT HECAHKIIHOHHUPOBAHHOT'O U IOBTOPHOTO UCMOJIb30BAaHUS COCTAB-
Jso1rX 0a3y JaHHBIX MAaTEpPUATIOB.

ABTOD MOXKCT IIEPCAATh IIpaBd HA MCIIOJIB30BAHHUC CBOCTO ITPOU3BCACHU S 110 JIM-

OCH3MOHHOMY JAO0T'OBOPY.

Crateg 1273. CBOOOIHOE BOCIIPOU3BEIAECHUE IIPOU3BEACHIUS B JUYHBIX LEIIX

1. Jomyckaetcs 6e3 corjiacusi aBTopa U 0€3 BBITIIATH BO3ZHATPAXKIAEHUS BOCTIPO-
W3BEJICHUE TPAXKIAHUHOM MPU HEOOXOIUMOCTH U MCKIIOUUTEIBHO B JTUYHBIX IEIAX
MIPaBOMEPHO OOHAPOJOBAHHOTO MPOU3BEICHHUS], 32 UCKITIOUECHUEM

1) BocipousBeieHHs 6a3 JaHHBIX WM UX CYIIIECTBEHHBIX YacTeH;

2) BocIpom3BeAeHUs MporpamMm it DBM, kpome citydaes, MpeyCMOTPEHHBIX
ctatbed 1280 HacTosmero Koaekca.

Cratea 1280. CB0OOMHOE BOCHpOU3BEACHUE nporpamm Uit DBM u 06a3 JaH-

HbBIX. JlekoMOouimpoBanue nporpamMm Juist DBM

1. JIn1io, mpaBOMEPHO BAAACIONIEE IKIEMIUIIPOM MporpaMmmsl 111 IBM wnm 3k-
3eMIUISIpOM 0a3bl TaHHBIX (TTOJIB30BATEINb), BIIpaBe 0e3 pa3perieHus aBTopa Wik HHOTO
npaBooOiaaaresns u 6e3 BbIILIAThl JOMOTHUTEIBHOTO BO3ZHATPAXKICHMUS:

1) BHecTu B mporpammy i1t OBM uim 6a3y naHHBIX U3MEHEHUS, HEOOXOIUMBbIE
JU1s1 QYHKITMOHUPOBAHUSI TAKUX MTPOTPAMMBbl UK 0a3bl;

2) U3rOTOBUTH KOMUIO TTporpamMmsl 1t OBM unm 6a3bl JaHHBIX NpU YCIOBUH,
YTO 3Ta KOMHUS MPeAHA3HAUYEHA TOJIBKO ISl apXUBHBIX 1EJIE€H U ISl 3aMEHBI TPaBo-
MEpHO IPUOOPETEHHOTO IK3EMIUISIPA B CIy4asx, KOrAa TaKOM 3K3EMILISp YTePsH, YHU-
YTOKEH WJIM CTal HENPUTOJEH ISl UCIIOJIb30BAHUSI.

2. ITonb3oBaTens mporpamms 1t IBM Bripase 6€3 cornacus mpaBooOiaiaTess
1 0€e3 BBIIJIATHI AOMOJIHUTEILHOTO BO3HATPAKIECHUS U3y4aTh, UCCIIEI0BATh WM UCIIbI-
THIBaTh (PYHKIIMOHUPOBAHKUE TAKOW MPOTPAMMBI B IEJISX OMPEISICHUS UeH U MPUH-

OUIIOB, JICXKAIIIUX B OCHOBC JIFOOOTO 3JIEMEHTA IIporpaMMBl.
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3. Ilonp3oBartenb BIpaBe 0e3 coryiacus mpaBooOJiaaresss U 0€3 BBIILIATHI J10-
MOJIHUTEJILHOTO BO3HATPaKIEHUS BOCIIPOU3BECTH U IPE0OPa30BaTh OOBEKTHBIN KO/ B
UCXOAHBIN TEKCT (IEKOMIMINPOBATH MporpamMmy aiast O9BM), eciu 310 HeoOxoaumo
JUTSL TOCTUKEHHSI CITIOCOOHOCTH K B3aUMOJICHCTBHIO HE3aBUCUMO pa3paboTaHHON 3TUM
JULOM nporpaMmsl 4ii1 OBM ¢ qpyrumu nporpaMmamu, KOTOPbIE MOTYT B3aUMOJEi-
CTBOBATH C JEKOMIIMIMPYEMOM IIPOIPAMMOM.

Ha caiite ®UIIC (DenepanbHOro MHCTUTYTA MPOMBIILICHHOW COOCTBEHHOCTH)

nyOnuKyeTcs DneKTpoHHbIN OtouieTenb «lIporpammel aiis 9BM, 6a3bl 1aHHBIX, TO-

IMOJIOTMHU MHTCTPAJIBHBIX MUKPOCXCM:
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Koraa nonb3oBatens npuodperaet 10, To, B 0OTIMYME OT APYrUX TOBAPOB, OH
He 00J1a/1aeT HeOTpaHNUYEHHBIMH TOJTHOMOYHSIMH 110 €70 JajbHEHIIeMy BIaIeHUIO, HC-
MOJIb30BAHUIO U PACTIOPSKEHUIO.

CxeMbl JTUIEH3UPOBAHUS IPOTPAMMHOTO 00€CTICUEHUS:

1. OEM. IIpenycranoBiernHoe nmporpammHoe obecrmeuenue. Original Equipment
Manufacturer — HanOoJsiee AemieBbIil BapuaHT mpuodpereHus nuueHsud. [1po-
rpaMMHOE oOecriedeHre JOJKHBI ObITh KYIJIEHO B COCTaBe KOMIIBIOTEpA HIIU
cepBepa M MOXKET OBITh UCIIOJIB30BAHO TOJIBKO COBMECTHO C HHUM.

2. Full Package Product (FPP). KopoGo4Hbie MpoayKThl, TAKETHOE JTUIIEH3UPOBA-
Hue. [I[puMensieTcst YacTHBIMU JIMIIAMH UITH MaJIbIM OM3HECOM (710 5 epcoHab-
HBIX KOMITbIOTEPOB). [TpaBuio nunen3upoBanus: 1 komnerorep - 1 KopoOka.
KopoGounsie 1 OEM-nunensuu coaepxat «Jluniensnonnoe Cornamenue Ko-

HeyHoro [lonb3oBatens» (EULA - End User License Agreement), rie ¢pukcupyroTcs
yCII0BUS TULEH3UH. OHO MOXET MOCTABIATHCA B OYMa)KHOM WIIH B JIEKTPOHHOM BUJE
C IUCTPUOYTUBOM MPOTPaAMMBI. Y CTaHABIIMBAs MPOrpaMMy Ha YCTPOMCTBO, MOJIb30Ba-
TE€JIb AaBTOMATUYECKH cornamaercs ¢ yenosusimu EULA.

3. Volume Licensing. KopnopatuBubie nunieH3un. s koMmaHui, KOTOPBIM
HE00X0MMO TIPUOOPECTH OOJIBIIIOE KOTUYECTBO JHUICH3UMN, TOMYCKACTCS TIPH-
0OpeCTH OIHY UMEHHYIO JIMLIEH3UIO (JOKYMEHT, B KOTOPOM COAEPKUTCS MHPOP-
Malus O 3aKase: MOKYIareib, epeYeHb MPOrpaMMHOI0 00ECIIeUeHHUs, KIIIOUn
st uactauisiiuu [10). KoMnanus MOKET MOTyYuTh CKUJIKU 32 00BhEM 3aKasa,
PaCHIMPEHHYIO TEXHUYECKYIO TOJJIEPKKY U T.II.

4. Subscription. [Toanucka. OmIaunBarOTCs €KETOHBIC TUIATEKH, TIPU 3TOM KaxK-
JIBINA TOJ MOYKHO MEHSITh KOJTMYECTBO JIMIICH3WH Ha pa3inuHble MPOayKThI. [Ipe-
UMYIIIECTBOM TOJITUCKH SBIISIIOTCS HU3KUE €AMHOBPEMEHHBIC 3aTPATHI.

[Toutn y Bcex Mpou3BOAUTENEH MPOrPaMMHOIO 00ECIEUEHUs €CTh CIEIUANb-
HBI€ LEHBI JJIS TMLEH3UPOBAHUS TOCYAAPCTBEHHBIX U 00Pa30BATENbHBIX YUPEKICHHM.
[{enp1o TaKWX KM SABISETCS MPUBJICUCHNUE OYYIIUX KIIMEHTOB M3 YKCIIa HBIHEITHUX

yuamuxcs. [Ipumepom siBisieTcs mporpaMma YHUBEPCUTETCKOW moanucku Microsoft
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Developer Network Academic Alliance (MSDN AA), B paMKax KOTOPOM IPea0CTaB-
nsietcs OecrmatHoe 110 mpenomaBatensm u ctynentam. [IporpammHoe obecriedeHue,
noyiyueHHoe B pamkax noganucku MSDN Academic Alliance, MOXeT ObITh UCIIONIB30-
BaHO TOJIbKO B HEKOMMEPUECKUX - HAYYHO-UCCIIEIOBATENbCKIX U YIEOHBIX LETSIX.

[IporpamMmMHOe obecrieueHrne MOKET PaCIPOCTPAHITHCS Ha YCIIOBUU OTKPBITOTO
kona (OpenWare), uim sxe 6e3 Takoro ycinosus. [Ipu pactipoctpanenuu 10 Ha ycno-
BUSX OTKPBITOTO KOJa MpaBooOjanaTelb MepeaacT Moab30BaTeI0 TaKKe UCXOIHBIC
KOJIbI porpaMMbl. [1osib30BaTENI0 MOXKET MPEOCTABISTHCS TPABO MOIUDPUIIMPOBATH
UCXOJHBIC TEKCTHI B LIENSAX MX MepepaboTKu M coBepuieHcTBOBaHUA. [locnenyromiee
UCTIOJIb30BaHUE TIOJYUYEHHBIX B pe3yjIbTaTe TaKoW mepepabOTKU MpOTPaMMHBIX MPO-
JTYKTOB Pa3JIM4yaeTCsl B 3aBUCUMOCTH OT BUJIa JuleH3uu. Y ciaosue OpenWare He 03Ha-
yaeT OecratHocTH [10. Hamboinee pacnpocTpaHeHHbIE TPYIIIbI TUIIOBBIX JUIEH3UN
Ha repeaaydy NporpaMMHOI0 00€CIeYeHUs ¢ OTKPBITHIM KOJIOM:

1) GNU GPL (General Public License) — Bce nporpaMMHbIe TIPOIYKTHI,
IOJTyYEHHBIE B pe3yJIbTaTe nepepaboTKU WIM MOJEPHU3ALMH PacPOCTPAHIEMOI0 Ha
TaKUX YCJIOBHSIX MTPOrPaMMHOTO KOJIa, TAKKE MOTYT PACTIPOCTPAHATHCS Aajiee TOIBKO
Ha ycinoBusix GNU GPL.

2) FreeBSD (ninuensust yauBepcutera bepkin) — mporpammHbie Mpo-
IYKTbI, IOJlyYE€HHBIE B pe3yibTaTe MepepabOoTKH MPEeJOCTaBIEHHOTO0 MPOrpaMMHOTO
KO/a, MOTYT PaclpOCTPaHATHCS Ha JIFOOBIX YCIOBHUAX, B TOM YHCIIE U Ha BO3ME3THON
OCHOBE.

JIuuensun Ha pacupoctpanenue 110, He copepxaiine ycnoBust 00 OTKPBITOCTH
MCXOJIHBIX KOJIOB, 00Jiee pa3HOOOpa3Hbl, OAHAKO MPAKTUYECKHA BO BCEX TaKUX JIMIICH-

3USIX COJICPIKUTCS 3aMpeT Ha JIF00YI0 MOAU(DUKAITUIO TPOTPAMMHOTO KOJa.

BI/I)IBI JIMOCH3UPOBAHUA MOKHO TAKKC pas3jindaThb 110 YCIIOBHUIO BOSME3/ITHOCTH:

1. becrmatHoe mporpammHoe obecrieuenue (FreeWare). PasnoBuanoctu Gec-
wiatHoro [10: Free (6ecrnaTHOe MCMONB30BaHNE U PACTIPOCTPAHEHHUE C 3alIPETOM Ha

BHeceHne u3mMeHeHui B kox), Free GPL (¢ Bo3MOXHOCTBIO M3MEHEHHS KOo/1a), Adware
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(OecrnaTHasi mporpamma ¢ JOMOJTHUTENbHBIMA KOMIIOHEHTaMU, HAlPUMEp, C PeKJia-
MOH).

2. ycnoBHO-6ecruiatHoe [10: monib3oBaTesnpb moty4aeT BO3MOKHOCTh OECIIaTHO
UCIIOJIb30BaTh MPOrpaMMy B TeUeHHe orpannyeHHoro BpeMenu (Trial) umm npemocras-
asieTcss QYHKIMOHAFHO OTpaHWYCHHAs Bepcus mporpaMmbl (Shareware). Eme oaua
BapuanT Demoware — nemoBepcus (I1O He uMeeT QyHKIIMOHAIBHBIX U BPEMEHHBIX
OTpaHUYEHUI, HO OTPaHUYEHUS HAKJIQAbIBAIOTCS HA PE3YJIbTaT, HAIPUMED, €r0 HENb3S
COXpaHsTh; OrpaHnyeHusi cHuMaroTcs npu oruiare [10).

3. Kommepueckoe 110: nmonb3oBaTenb JOKEH OMJIATUTh MPOTPaMMHBIA MPO-
IYKT, IPUYEM €My IPEIOCTABISAETCSA 3HAUUTEIBHO OONBIINIA 0O0BEM rapaHTHil U 00s-
3aTeIbCTB IPABOOOIAAATENs, YEM B JIMLIEH3USIX HA OECIIaTHBIE UJIN YCIOBHO-0€CTIaT-

HBIE IPOTPAMMBI.

JInneH3uoHHBIE MpaBa Pa3InYyatoTCs sl pa3HbIX KaTeropuid MPOIyKTOB:

1. IlepcoHanbHbIE OMEpPAllMOHHBIE CUCTEMBI, HACTOJbHbBIC MPUIIOKEHUS, UTPHI,
MYJIbTUMEIUMHBIC TIPOTPAMMBI JIMIICH3UPYIOTCS 0 MPUHIIUITY OJIHA JIUIICH3US
Ha OJIMH KOMITBIOTED.

2. CpenctBa pa3pabOTKH JIMIIEH3UPYIOTCS MO MPUHIMITY OJIHA JUIEH3US ISl O/I-
HOTO (PU3HUECKOTO JIUIIA.

3. CepBepHble TPOIYKTHI UCIOJIB3YIOT JBE CXEMBbI JIMIIEH3UPOBAHUS: JIUIIEH3UPO-
BaHME CEPBEP/KIMEHT (CepBEpHAs JHUICH3US /I YCTAHOBKH Ha CEpPBEpP ILITIOC
KJIMEHTCKUE JIUIEH3UU JJI1 YCTPOUCTB WM TOJIH30BaTENIeH, 00pallaroniuxcs K
CiIy>k0aM cepBepa) U JIMIIEH3UPOBAHKE Ha MPo1eccop (MpoIeccopHast JIUIECH3US

JUISL KKJIOTO MpoIieccopa ceprepa).

Cxewmsl iunien3upoBanus [10 MOTYT CyIIeCTBEHHO pa3inyaThCsl y pa3HbIX TPO-
u3Bonuteneil. C pa3BUTHEM KOMITBIOTEPHOTO 000PYI0BaHUS U MPOTPAaMMHOTO 0Oec-
TICYCHUS YCIIOKHSIIOTCS CXEMBI JIMIIEH3UpoBaHus. Hanbosee n3BecTHbIC KOMITaHUH—
pa3pabOTYMKKU TPOTPAMMHBIX CPEJCTB yIpaBlieHus juieH3usmu: Agilis Software,

IBM, IntraWare, Macrovision, SafeNet u ap.
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[Tpumeps! GecrimatHoro nporpamMmmHoro odecrneueHus (FreeWare): aynuorieep
AIMP 3.60 Build 1479, ¢dynkumonansHblii 0opUCHBIN akeT i ycTpoicTB Ha Android
WPS Office 6.5.2, Buneopenaktop sl CO3/IaHus U PEAAKTUPOBAHUS BUIACOKIUIIOB
VSDC 2.3.1 u ..

[Tpumepsr ycnmoBHo-OectmatHoro [1O: mporpamma gist co3ganus PDF-
nokymentoB PDF Maker Pilot; nmporpamma st reHepUpOBaHHUS YCTOWYUBBIX K TOJI-
O6opy maposeit u ux 3ammimeHnoro xpanenus Ha [IK Password Manager 3.81; mpo-
rpamMmMa JUIs 3alKiCcH BUJIE0 POJUKOB ¢ 3KpaHa kommbiotepa LiteCam HD 5.0.0.5 u np.

[Tpumepsr kommepueckoro [1O: 310 npakTuyecku Bce HanOoJee U3BECTHBIE U
UCITIOJIb3yeMbl€ IPOrpaMMHbIe IPOAYKTHI - AHTHBUpYCcHOE [10 JlabopaTopuu Kacnep-
ckoro, oducHbie maketsl Microsoft Office, omepanuoHHble CHUCTEMBI CeMeEiCTBa
Windows u T.x.

Kak cnenyer nelictBoBaTh B MHTEepHETE, YTOOBI M30€kKaTh HApYLIEHUS aBTOP-
CKHX IpaB?

1. Ilpu ckaunBaHUM KOHTEHTA BBISICHUTE, PA3pEIIAETCS JIU €r0 paCIpOCTPAHSITH
oecmiatHo. [11aTHBIM KOHTEHT MOXHO TPUOOPECTH, B TOM YHCIIe, B OUIIHATBHBIX UH-
TE€pHET-Mara3uHax.

2. Ilpu nproOpeTeHN KOHTEHTa Ha JUCKAX U IPYTUX HOCUTENSAX MPOBEPSUTE
3alUIIEHHOCTh YIIaKOBKH, HAJIMYME TOJIOrPaMM U HHPOPMAIMK O IPOU3BOJUTENE U
u3Jarele.

3. [Ipexie uem COBEpIINTD MOKYIKY, Y3HAUTE 10 BOZMOXKHOCTH 00JIbI1I€ HHDOP-
Maluu 00 aBTOpax U MPOU3BOAUTENSX MPOAYKTa, 00 OPUIMATBHBIX PACIPOCTPaHUTE-
JSX MPOJYKLHU, O PEKOMEHIyEMBIX IleHaxX. Eciiu BaM mpeiaraioT IpoayKT 10 LeHe
3HAYNUTEIBbHON MEHBILE YCTAHOBJIEHHOW, TO BEPOSITHEE BCErO BBl HMEETE JIEJO0 C MO-
HIEHHUKaMH, HE3aKOHHO MPOJIAI0IIMMH aBTOPCKYIO IPOIYKIKIO 6€3 BeloMa MpaBooo-
nanarens. He nmo3BosisiiTe BoBiieub ce0sl B MPOTUBOIPABHYIO JESTEIBHOCTD.

4. YBaxaiite TpyJ aBTOPOB U HE MOOLIPSUTE NPECTYIHbIE ACHCTBHUS.

3) lIpakTnuyeckasi padora
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HeareabHocTs yunreasi: Halinure B IHTEpHETE NPENIOKEHUSA O CKAYNBAHUU
KaKoT0-JIM0O0 MPOTPAMMHOTO TIPOAYKTa. Y3HAMTE, pa3pemieHo i OecriiaTHOE pacipo-
CTPaHEHUE ATOTO MPOIYKTA.

I[eﬂTeJIBHOCTb YYaluxcsi: IIOMCK U aHaJInu3 I/IHCI)OpMaI_[I/II/I B COOTBCTCTBHHU C 3a-

JaHUECM

4) 3akpenJieHue U3Y4eHHOT0 MaTepuaJia

Ompoc:

1) Ha30BUTE U3BECTHBIE BaM BH]Ibl HAPYIIEHHS aBTOpcKUX pas Ha [10 u B/J;

2) HA30BUTE HECKOJBKO CIIOCOOOB 3aIUThl OT HE3AKOHHOTO CKAaYMBaHMUS.

CeronHst Mbl paccMOTpenu paBoBbie 0CHOBBI oxpanbl [10 u B/I. 3amura koH-
TE€HTa OT HE3aKOHHOTO TUPAXKUPOBAHUS U BOCIPOU3BEIAEHUS — OJIMH U3 BaXKHBIX ac-
NEKTOB Oe30MmacHOoCTH. JJomMa HalliuTe mpUMephl NPEIIOKEHUH O HE3aKOHHOM PACIIpo-
CTPaHEHUHU M3BECTHBIX MPOTPAMMHBIX MPOAYKTOB. COCTaBbTE OTUET O MPOJAEIaHHON

paboTe CO CKPUHILIOTAMHU PE3YJIbTATOB ITOUCKA.

4.10. 11 xki1acc. HacTpouKu 6e301acHOCTH Be6-6pay3epoB (puabTpsl A1 orpa-
HUYEHHUS NOTEHIMA/IbHO OMAaCHOro coAepkumMoro). HacTtpoiiku 6e30nacHOCTH
Be6-opay3epoB (Internet Explorer, Firefox u T.11.)

Nugopmaruka: Wordl Wide Web — Bcemuphas naytusa.
TemaTuueckoe miaanupoBanue: Uto rakoe WWW. Beb-ctpanuna, Beb-cep-

Bep, MPOTOKOJI Mepelaun runeprekcTa, opaysep. [louckosas ciyxo6a Mutepuera. [o-

HCKOBBIC KaTaJIOTU K YKAa3aTCIIH.

[Tpu nzydyenun Opaysepa 100aBiIsieTcsl TeMa O HacCTpoKax 0€30MacHOCTH.

Heub: 3HaKOMCTBO C HacTpoilkamMu 0€30MacHOCTH BeO-Opay3epoB
3agaum:
oOpa3oBaTe/ibHbIE:

IMO3HAKOMMUTL C IpUEMAaMHU 3alIUTLI B IIOMCKOBBIX CUCTCMAX
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BBISICHUTB CTCTICHb OCBEIOMJICHHOCTH yYalTuXcs O GUIBTPax JJIsS OTpaHUICHUS
MOTEHITMAIBHO OTIACHOTO COIEP>KUMOTO

pa3BUBAOIIIHE:

croco6cTBOBaTh (HOPMUPOBAHHUIO MHPOPMAILIMOHHOM KYJIBTYPHI yUaIIHXCS

BOCIHUTATEJIbHbIE:

BOCITUTBIBATh OTBETCTBEHHOE OTHOIIICHHE K paboTe B MIHTEpHETE

3Hanus:

OCHOBHBIC TIOHSTHS 0 QUIBTPAX JIJIsi OTPAHHYCHUS IMOTEHIINAIBLHO OTIAaCHOTO CO-
TEP>KUMOTO

Ymenus:

HAXOJUTh CBEJICHUS O HACTPOIKax 6e30macHOCTH BeO-Opay3epoB

Hasviku:

paboTa c 6payzepom

Tun ypoka: ypok U3y4eHusi HOBOr0 MaTepuaia.

MeTtoabl U (popMbI 00yUEeHHS: CIIOBECHBIHN (pacckas), BUICOMETO/I, HATJISITHbIN
(IemMoHcTpalus), NPakKTUYECKUH; WHTEpakTUBHAs GopMa o0yyeHus: (0OMEH MHEHH-
MM, UHQOpMaLuei), orpoc.

IIporpammHo-IuAaKTHYECKOE 00ecnieueHue: pe3enTaius «Hactpoiiku 6e3-
OMacCHOCTH BeO-0pay3epoB»
Hcnoab3yemast sureparypa u web-pecypcsl:
13.Yrpunosuu H.J[. Uupopmaruka u UKT. 11 knacc. — M.: BMUHOM. JlaGopato-
pus 3HaHui, 2011.
14.PbDKKOB B.H. MeTtoauka Mpero/IaBaHus uHpopmaTuku//

http://nto.immpu.sgu.ru/sites/default/files/3/ 12697.pdf

JTanbl ypoka:
1) [TocTaHoBKa LIeTM YpOKa U aKTyaldu3auus 3HaHUH (2 MUH).
2) 3yuyenue HOBOro maTepuania (5 MHH).

OOBsicHEeHHE HOBOT'O MaTepHaa.
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[IpocmoTp npe3eHTauu.

3) [Ipaktuueckas padota (2 MuH).

[Touck nadopmanuu B cetu UHTEpHET.
OO6cyxeHre HallIeHHOTO MaTepuania.

4) 3akperuieHue u3yuyeHHoro matepuana (1 MuH).
Ompoc.

WNudopmanus o romManiHeM 3aJaHuH.

TexHnuyeckue cpeacTBa: MPOCKTOP, KOMIBIOTEPHI.

Xoxa ypoka

1) ITocTanoBKa HeJIM yPOKA.

JesiTeJIbHOCTH yuuTeJisi: MbI y>ke MHOTO pa3 TOBOpUIIA 00 yrpo3ax uHdopma-
IIMOHHOM Oe30ImacHoCTH, cyliecTByronux B MUuteprere. CeroaHs Haiia Iejlb — pac-
CMOTPETh HECKOJILKO CITIOCOOO0B 3aIIUTHI OT ATUX YIPO3.

AKTyajmM3anus 3HAHUM

[IpuBenuTe mpuMepsl IyTel pacnpocTpaHeHus: BpenoHocHoro I10.

JlesiTeJIbHOCTh YYAIMXCS: BCIIOMHUTH OCHOBHBIE ITyTH PACIPOCTPaAHEHUS BU-
pyCOB.

3) N3y4yeHune HOBOI0 MaTepHaJia

HesiteqibHOCTB Yuamuxcs: [Ipocmotp npesenraruu «HacTtpoiiku 6e30macHo-
CTH BeO-Opay3epoBy.

JesiTeJIbHOCTD yunMTesi (MOSICHEHUS TIPU TIPOCMOTpE TIpe3eHTaruu): Bpemo-
HocHoe 1O mpeaHazHauye€HO NJI1 HECAHKIIMOHUPOBAHHOTO HMCIOJIb30BAHUS PECYPCOB
[IK, mis HeuTpaau3anuu CPEACTB 3aIIUThl WA HECAHKIIMOHUPOBAHHOTO JOCTYIIA K
JAHHBIM JIJIs1 UX KOMMPOBAHUSI, U3BMEHEHUS, TTIOAMEHBI WJIM YHUUTOXEHUS.

Bpenonocuoe 10, B ToM 4mciie BUPYCHI, HApyIIaeT KOHPUICHIINAIBHOCTb, I1e-
JIOCTHOCTb M JJOCTYITHOCTHh MH(OpMaIuu. 3HaUUTeNIbHAsI YaCTh BUPYCOB PaclpocTpa-
HSETCS YePE3 CETEBbIE TEXHOJIOTUHU (CETEBbIE, NTAKETHHIE, TOYTOBBIC YEPBU U JIp.). Ux

JIETKO «IOJXBAaTUTHY, paboTas B UnTepHeTe. KoHeuHo, HEOOX0IMMO BBITIOTHSATH Tpa-
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BUJIa Oe30macHOM paboThl U MpuMeHATh antuBupycHoe 110, Ho BpenonocHoe I10 mo-
CTOSIHHO COBEPIIICHCTBYETCSI, i, KPOME TOTO, HEJIb3s1 UCKIIFOUHUTh CIIY9ailHBIX OIIHOOK
B pabore (Hampumep, MOXKHO CIy4YalHO MEPEeUTH MO BPEIOHOCHOU CCBHUIKE).

[ToaTomy He cienyeT mpeHeOperaTh BO3MOKHOCTBIO 3aIIUThI Opay3epa, ¢ KOTo-
PBIM BBI IOCTOSIHHO paboTtaete. 1 3TOro CyIiecTByeT cucTeMa HacTpOeK Oe30MmacHo-
ctu (Ha mpumepe Firefox).

Bbpay3zep MoXeT mpeaoTBpaTUTh YCTAHOBKY JIONOJHGHWU i Opaysepa
(Hactpoiiku — 3amuTa). Tam ke MOXKHO yCTaHOBUTH OJIOKMPOBAHKE CAUTOB, MOJ03PE-

BAaCGMBbIX B aTaKax M MOIIEHHUYECKUX ACUCTBUAX (HampuMep, GUIIHHTE):

HacTpokru g |
1 = f - — "

d 5 =@ B & K5 Q i
CcHOBHEIE BrnaaxH Mowcic Cogepimoe Mprnokessa MprBaTHOCTE 3awMTa CHHXpOHK AL A AononHAT ek HslE
[¥] NpeaynpexaaTe NPy NONGITHE BeG-CAHTOB YCTAHOBHTE ACHONHEHHA
[¥] BnokmpopaTe cafiTel, NoAOIpeBasiEE B ATACAY
BNOKMPOBATE CEATH, NOAOIPESEEMEE B MOWEHHMYECTEE
Mapanu
[¥] 3anomiHaTe naponk ARA cafToE
[[] Menamaceats macTep-napans

ICﬂ@aHéﬂHme MApOnM... ]
oK ] [ DTHEHA ] [ Cnpaeka
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EE&X

™) Kak rHe BRAWMTE dyHELM,.. X +

Mo>XHO Takke 3a7aTh MpPaBUIIA YIPaBICHUS

napossiMu. Jlig ynpoIeHuss BXoAa Ha CalThl, Tpe-

B ¥ & 4

Oyromue naposiu, Firefox MoxkeT 3Tu maponu co-

I — XpaHATb. HO MOXHO M OTKIIFOUUTH 3Ty BO3MOXK-
md 100% +

< m w ‘

Hosoe akHO MpHEATHOS COXpaHHTE
CTpaHHLY

OKHO
& 0O ®
Hyprian

HOCTh, CHSB (hJIaXOK «3alloMUHATh MApOJH JJIS
CaliTOBY.
Ecnu 3apate onnuro «Mcnons3oBathk MacTep-

napoiiby», Opay3ep 3alUTUT JUYHYIO HH(DOpMAIUIO

Me4ate MonHsst

IKpEH

M0JIb30BaTENs (HapUMep, COXpaHEHHBIE APOJIU U

Lo 0 =

HaiTH HacTposikK Aononsesn

/v

PazpaloTra

cepTuduKathl) ¢ MOMouplo ux mudposanus. Ilo-
CJIE ATOTO JOCTYN K COXpPaHEHHBIM JaHHBIM OyJeT
BO3MOYKEH TOJIBKO I10 TapOoJIIoO.

[Taponu MOKHO yIanaTh yepe3 KHONKY «Co-

€ Boitti B CHHXpOHIBaLM0
XPaHCHHLIC IIapOJIN.

MEHEHMTE [ 7]
Ecnu BaM He X0Tenoch Obl, 4TOOBI TOCTOPOH-
HUE y3HaJIM UCTOPUIO BAIIMX MOCEUIEHUH, KOTOpasl COXpaHsIeTcsl Opay3epoM, MOXKHO
MOJIb30BATHCSI BO3MOKHOCTAMHM PEXHMMa MPUBATHOTO MPOCMOTpa. JJist 3TOro B MEHIO
HaJ0 BbIOpaTh [IpuBaTHOE OKHO:

Torz[a OTKPOCTCA HOBOC OKHO C XapaKTCPUCTUKAMMU IIPHUBATHOI'O IIPOCMOTpPA:

¢ Bbl paboTaerte B pexume

NPUBATHOCTH

108



Kyku (cookie) — aTo mndopmanus, octapisieMas BeO-CaiTOM Ha KOMITbIOTEPE
nosp3oBatenst. Kyku crmocoOHBI XpaHUTh JaHHBIE IS ayTeHTU(UKAIMK OJIb30Ba-
TeJIsl, IEPCOHAbHBIEC TaHHbIE (€CIM OHM MPECTABICHBI CAMUM IOJIb30BATEJIEM ), CBE-
JEHUS O MPEANOYTEHUAX MOJIb30BaTeNs (MCIONIb3YIOTCS BEO-CEpBEPOM IS yIydlie-
HUS 00CITYKHBaHU), CTAaTUCTHUECKYI0 HHGOopMaIuio u T.1. bpaysep npu obparienuu
K CalTy mepechliaeT Kyku BeO-cepepy B coctraBe HTTP-3anpoca. Kyku narot ompe-
JIeJICHHBIE YI00CTBa ITPU MOCTOSIHHOM padO0Te C OJHIUMH U TEMH K€ pecypcamu (Harpu-
Mep, YTOObI He BBOJUTH MMOCTOSTHHO M4 U Mapoiib). Kyku TpeOyroTcs He BceM caifTam,
OOBIYHO OHU HYKHBI CaliTaM ¢ orpaHndeHreM a0cTymna. CyliecTByloT KyKd OT CTOPOH-
HUX CAaWTOB, IPUCBUIAEMBIE TOTJA, KOTJIa Ha TEKYIIEM CAaWTe HAXOJATCS CCHUIKM Ha
JPYTHE pECypChl (HapuMep, B BUJI€ KHOIIOK «ITOHPABMIIOCHY). Takue CTOpOHHUE KYKU
MOT'YT HCIIOJIB30BATHCS PEKIaMOAATEISIMU.

Camu o ceOe Kyku 6€30macHbl, HO MOTYT CIIYKHUTh UCTOYHUKOM MH(GOpMAIIIH
O I0JIb30BATEIIE.

BonpmmHCTBO Opay3epoB MO3BOJISIET OTKIIIOYATh KYKU (M3HAYAJIbHO OHU BKJIIO-
yeHsl). Hanpumep, B Firefox nx moxxHo otkitounts no Mactpymentsl — Hactpoiiku —
[IpuBaTHOCTH — [IpHMMATBH KyKHM C CalTOB:

HactpohlkH yoane HHA HCTOpHH g|

Karaa A Belxo%y 13 FiI’EFDX, OH Aon#eH SETOMATHYECKH YAANKTE!

MeTopHa

HWDHAN MOCELLEHHIA M
W e W
3ArpY30K Kykn
AETHEHBIE CEaHCE] K3

HypHan fopmM K NoOKCEa

JaHHEIE
|:| C0xpaHéHHBIE NaponH |:| EENEE GO T BRI
B P eed-cafiToE
[ ] HacTpoFikw cadToe
Ok l [ OTHEHA ] [ CNpaeka

MOo3HO 3a1aTh pa3HbI NEPUO] XPAHEHUS KYKH:

1. 1o ucredeHus: cpoka ux ACUCTBUA
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2. 1o 3akpeITHs Opaysepa
3. Kaxabli pa3, Korjaa caT OyJeT IpuchUIaTh Kykd, Opay3ep OyJeT CrpaiiuBaTh,

COXPAHATD JIU UX

MOXHO 3anpeTUTh NPUHUMATH KyKHA CO CTOPOHHUX CAUTOB.

VY CTaHOBKH OTCIIEKMBAHMS B 3TOM K€ OKHE MO3BOJIIOT 3alPETUTh MU pa3pe-
IIUTh CaliTaM, KOTOpPbIE BBl NIOCEIIAETE, CIEIUTh 32 BaMU. JTH CAWThl CIEAST 3a Ba-
[IMMU NOCEIEHUSIMH, TPEANOYTEHUSAMHU, TOKYIIKaMH, a 3aT€M MOTYT NPOAAaTh BCE 3TH
CBEJICHMSI, HAIIPUMEp, PEKIIAMOJIATENISIM.

VYcranoBku McTopus, MOMHUMO YCTaHOBOK JUIsl KYKH, MO3BOJIIOT YHPABIATH
KypHaamu nocerieHu u ¢opm (T.€. popM, 3aMoJHEHHBIX TIPU paboTe uepe3 Opay-
3ep). Ecnu yctaHOBUTH «Y ajisTh UCTOpUIO Npu 3akpeiTun Firefox», To ¢ moMoIbto
BKJIaJIKK «[lapaMeTpbl» MOKHO 3aJ1aTh HACTPOUKH YJAJIeHUS UCTOPUU:

Hacrpohnu @

0 5 Q &5 &I 8 O O

OcHoBHEIE  Blknaarn  Mowck Coaepsimos  Mpornoskenma  [MPMBATHOCTE  33wkTa  CHHXpOHMSEUMA  AONoAHHTENEHEIE

OTCNeMHEaHKe

(%) CooByaTe caHTAM, YTO A HE x04Y, YToOEI HEHA OTCREYMEANH
II"-

™ o

() Coobuwate CaiTam, 470 A X04y, 4TO0 MEHA OTCNEXHEANH

() Ha coofluaTh caiTam HAYErD O MOHX HACTROMKEX OTCNEWHBAHHA
NoapobHes

MeTopsa

Firefox:  ByAST HCNONBZ0BATS BAWW HACTDOMKK XDAHEHMA HCTODHK W |

[] Beraa pafinTate & pesHMe NPHEATHOND NPOCMOTRE
[¥] MopTe MCTOPMIO NOCEWEHI W 2arpy3oK

Zl TOMHATE HCTORMID NOMCIKE KW AaHHS dopm

[¥] MNpHHMMETE KyiH ¢ cafiTos
MpHHMMATE KYIKH €0 CTOPOHHHX CAATOE!  Breraa ~
CopDaHATE KYKH | 40 MCTEYSHHA CROKA M ASHCTEHA W | MokasaTh KykH...

:l ¥ AanATE HCTOPMIO MpH 38K Psmin Firefox

MaHens aapeca

MoK KCNONE30SaHKHK NEHEMM 3ADECA NPEANAMATE CCBINKH! K3 #YPHANG M 33KNag0r W

O ] [ OTMEHE l [ Cnpaska

OuucTUTH KypHAI TOCENIEHNN MTOJIHOCTHIO WIM YaCTUYHO MOKHO yepe3 MeHto,
nyHKT JKypHair.
JlocTym K AOMOJIHUTENBHBIM BO3MOXKHOCTSIM 1O YIPaBIECHUIO 0€30MacHOCTHIO

MO>KHO MOJIY4YHUTh uepe3 Mento — U3menuTts (+):
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£

AononHuTensHee HHCTRYHEHTE 1 iy HELIK

j 1 N @ = o L
OrepeaTe dein o T Moancameos Enanzoess [ 0 P Halla Npuncmsan

© 0 T

LET Y Chipo- AL Frymned Bxnaaos

Ecnu, nanpumep, nepetamuTh KHONKY 3a0bITh U3 MaHenu «/{omoaHuTensHbIe
WHCTPYMEHTBI» Ha MaHEJIb UHCTPYMEHTOB U BBIWTHU U3 HACTPOEK, TO 3Ta KHOIKA IO-
SIBUTCSL TaM U €€ MOKHO OYyJIET UCIOJIb30BaTh JJIl TOrO, YTOOBI YJAIUTh UCTOPHIO IO~
CELLCHUW U KyKH 32 YKa3aHHBIN NIEPUO.

B Internet Explorer Cepsuc — CBoiicTBa 0603peBaTesnst — bezonacHOCTh MOKHO

YIOPABJISATh YPOBHEM O€30MACHOCTH € MOMOIIBIO MOJ3YHKA (OT CPETHETO JO BHICOKOTO)

Crokcraa obo3pe paTe 1A

| Coaepsarsie | Noasnroderna || Nporpaseis |
Ofigwe | BesonacHocTh

AONOAHHTENBHO

KonbrasHunansHocTs

BribeprTe 30my ANA HACTDOMKHM 28 NapaneTpop Be30nacHocTH,

@ 8§ / O

MecTHam  Hagewrbe  OrpaHkded..,
iHTpaCETE Y3 PEL

VHTEpHET

S0HA ANA YEN0E VINTEPHETA, KpOHE
EXMFOUEHHED B 30HES HaAEMHEL: H
OrPEHMUEHHEIX YEN0E,

¥poBeHE BE30NSCHOCTI ANR 3TOA 30HK!
PaspeleHHsIE YDOBHH; OT CPEAHEND A0 BRICOKOMD

-
- |

| Bbillie CpegHero

- Mogx0AMT ANA BONELWHCTES Y3N0E
- 3aNpac Neped 3arpy3Ko onNacHoro CoA8piHRIr
= HenoArmcanHee snemeHTE AckiveX He 3arpysamTa

Apryros...

BeifpaTe YPOBEHE BES0NACHOCTH N0 YMOMHAHHD ANA BOEX 30H

OF _I [ OTHEHS

Knomnka «Ipyroi» mo3BosisieT yCTaHABIMBATh KAXKIbIA apaMeTp OTIEJIbHO:
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[Mapame 1pp GezonacHocTH - 30Ha MHTe pHeTa

MaparMeTpeEl

,gf Jarpyska ~
ﬂ ABETOMaTHHECKHE 3aNpOCkl HA 3arpysky hafinos b
O EKAHYHTE
@ OTENHHYHTE
,frﬁ Jarpyska harna
@ EKAHYHTE
O OTENHHYHTE
,frﬁ Jarpyska wprdTa
@ EKAHYHTE
O OTENHHYHTE
O Mpeanarate
% F.OMODHEHTEI, NPEAHasHaYEHHEIE ANA nnaTdopme MET Frames
% JanycK KOMOOHEHTOE, HE CHaOWEHHE: CepTHgMEaTOM Auth
@ EKAHYHTE

O JanpawMeaTe
M mes i )
< | >

*AsMEHEHHA BCTYMNAHIT B CHMY NoCne nepesanycka Internet Explorer

CApoc ocobklx NapaMeTpoeE

Ha ypoBeHE: -EbILIJE CPEAHErD (N0 YMOMHaHHHD ) v |

[ [8],4 l[ CITMEHE ]

B kaxxmom Opay3epe nMEroTCsl CBOM HACTPOUKH Oe3oracHocT. VX 00s3aTebHO
HY>KHO M3Y4YUTh U UCIIOJIb30BATh.
[Ipu paboTe B MHTEpHETE, TOMUMO YK€ U3BECTHBIX MTPaBUIJI O€30MacHON paboTHI,
PEKOMEH/IYETCsI BBIIIOJIHATD CIIEyIOIINe TPeOOBaHUS:
1. CBoeBpeMeHHO OOHOBIISNTE Opay3ephl (Jydlle BCEro aBTOMAaTUYECKHU )
2. YcraHaBnmMBaiTe HEOOXOIMMbIC HACTPOUKHU O€30MMacHOCTH Opay3epa
3. He pa3zpemaiite Opay3epy coXpaHsATh Mapoau
4. Tlpu pabote B Opay3epe 3a uykum 1K nonb3yiitech pe:kuMOM MPUBATHOTO MTPO-

CMOTpa

3) lIpakTnueckasi padora
JesiteibHOCTL yumTessi: Halimure B crnpaBke Opayszepa uHOpManuio o
HAcTporKax 0e30MacHOCTU. Y3HANTE, KaK MPOTECTUPOBATH 3aIIUTY OT (PUIIUHTOBOTO

caiita B Firefox.
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JesITeIbHOCTD YYAIIMXCS: TOMCK U aHAIN3 UH(POPMALIUKA B COOTBETCTBUU C 3a-
JTaHHEeM

4) 3akpenJieHue U3y4€HHOT0 MaTepUaJia

Ompoc:

1) Ha30BUTE OCHOBHBIE IYTH pacHpocTpaHeHus BperoHocHoro 110

2) Ha30BUTE U3BECTHBIC BaM Opay3epbl

3) mepeuyuciruTe OCHOBHBIE YCTAHOBKH 0€30MacHOCTH Opay3epa

Nudopmarnus o noMaiiHeM 3ajanuu

CeromHst MBI pacCMOTpENIM OCHOBHBIE HACTpOMKM Oe3omacHoCTH Opaysepa.
Heo0x01umMo OCTOSIHHO CIIEANTD 32 BCEMH HACTPOIKaMu 0€30IaCHOCTH BaIllero KOM-
npioTepa. Jloma npoBepbTe YCTAaHOBKM O€30macHOCTH Bauiero oOpaysepa. CoctaBbTe

OTYET O MPOICTAHHOHN paboTe CO CKPUHIIIOTAMH.
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